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It has been a proven fact that the inclusion of more than one modality makes biometric
recognition systems more robust and elevates its recognition accuracy. This paper aims to
develop a strategic platform for the upcoming researchers in order to develop multimodal
biometric recognition systems. The researchers in this fraternity would be able to design their
own procedural strategy using the generalized workflow template depicted in this review. The
selection of proper visually interpreted biometric identifiers and modalities, various fusion
strategies, choice of performance metrics, formation of training and test sets from databases and

the possible challenges in developing the workflow are purposefully portrayed in this article.
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1. Introduction

Nowadays, Biometrics, the physiological and behavioral traits used to recognize a human being,
have become an integral part of human society with the increasing need for security at various
levels in forensic, surveillance and commercial fields. A biometric security system should increase
the security and secrecy of user data and be capable of authenticating a person’s identity based on
his biometric traits like faces, fingerprints, iris etc.

Preference for face and face-like patterns for a child occurs hours after birth and perhaps starts
with the face of the mother. According to the Intersensory Redundancy Hypothesis (IRH), during
the early development of a child, perception of faces is enhanced in the unimodal visual (i.e., silent
dynamic face) rather than bimodal audio-visual (i.e., dynamic face with synchronous speech in the
form of lullaby) stimulation. In later days, this capability of a child is developed into the ability of
face recognition of an adult by correlating many multimodal traits through expertise gained over the
years. However, when the same task is undertaken by machine intelligence, the paradigm becomes
altogether challenging and difficult. As human society is developing, increasing needs are felt for
security systems that would identify a person from many of his traits and physical forms, such as
identification cards, voice, gaits and gesture, and combination of many other parameters under

varying conditions and situations.
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The broad domain of Multi-Modal Biometrics (MMB) scenario works in either of the following
modalities [1].

i. Multi-sensor: Different sensors (e.g. optical and/or electronic) used to capture the same
biometric (e.g, fingerprints).

ii. Multi-biometrics: At least two different biometrics (say face and fingerprints) are fused and
used for the purpose of recognition.

iii. Multi-unit: Multiple units captured from the same biometric (e.g. fingerprints collected from
more than one finger).

iv. Multi-snap: Use of multiple instances of the same biometric (e.g. multiple impressions of the
same finger).

v. Multi-matcher: Combining different approaches in feature selection and biometric matching
algorithms [25].

A pictorial representation of the MMB scenario is shown in Fig.1. It is important to realize that a
multi-biometric system is always multimodal, however the reverse is not true. It is worth noting that
a single biometric may possess multiple modalities. For example, the geometric structure of a face
may be blended with its behavioural nature to produce facial multimodality [27]. Similarly, finger
veins and finger knuckles may be combined to produce multimodality in fingers [35].

Multimodal Biometric Systems (MMBS) have gained popularity among researchers as those
provide more variability in information, for processing purposes of an individual rather than a
unimodal biometric system [59, 46]. Those are useful to enhance the robustness in many security

related areas including passport verification and authentication of persons.
2. Selection of authentication method in workflow

In this context, it is important to distinguish some frequently used terms in literature for the
purpose of authentication, determining the identity of an individual in an automated manner. These
terms are somewhat used inconsistently and interchangeably in different literature and may create
confusion for the readers. Personnel can be authenticated using his (i) personal ID card (what he
has), (ii) password (what he knows) and (iii) biometric traits, termed as recognition. Although a
general approach to authenticate personnel is password matching or ID card verification, yet, such
mechanisms of identity detection can easily be lost, hampered or stolen and thereby undermines the
intended security. Incorporating physical and biological traits of human beings in the system has

thus become a research issue in modern biometric security.
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The process of recognition can further be divided into a couple of categories, namely,
verification (“Is this the person who he claims to be?”) and identification (“Is this person in the
database?”). It is quite obvious that verification is a 1:1 matching approach as the user’s data is
verified only with the claimed person. Similarly, identification is a 1:N matching approach as the

user’s identity is compared with all (N) the person’s data present in the database.
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Figure 1: Various scenarios in a multimodal biometric system.

3. Selection of visually interpreted biometric identifiers

Biometric identifiers are categorized into physiological (say, fingerprint) or behavioral (say, gait)
or a blend (say, voice) or some combinations. They can further be classified into three sections,
namely hard, soft and hidden. The traditional feature-rich biometrics with self-sufficient ability to
detect a human being are called hard biometrics. They are face, fingerprints, iris etc. Their level of
accuracy is generally very high.

Soft biometrics, unlike the standalone nature of hard ones, are associated with classical
biometrics to assist the overall recognition process. Skin color (related to face), height (related to
full body) etc. are examples of soft biometrics. Though accuracy is relatively low, their nature of
perceiving physiological traits (say, how tall or dark a person is) with ease, makes them popular.
The hidden biometrics cannot be observed by naked eyes and generally they are stored in the form
of medical data (for example, DNA report, blood group or X-ray image).

In this article, we confine the discussion to visually interpreted identifiers. They are the traits

commonly represented in image or video forms and analyzed using computer vision techniques. For
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this reason, DNA samples, odor etc. are not taken into consideration. Some of the traits, like speech
data, though represented directly as signals, may be converted to image form for suitable analysis.

Face, fingerprint, palmprint, iris, ear and several others are the different identifiers used for the
purpose of automatic human recognition. Each of them carries the pros and cons of their own.
Seven characteristics [25], namely universality, distinctiveness, permanence, collectability,
performance, acceptability and circumvention should be prioritized as per researcher’s goal before
the workflow design begins. For example, if permanence is assigned more priority than
distinctiveness, then ear should be a preferred choice over face. Similarly, if performance is the key,
iris can be an automatic alternative. However, choice of a biometric identifier largely depends upon
the researcher's interest, research specific goal and availability of concerned databases.

4. Workflow pattern for a MMBs

MMBS are based on capturing human bodily features and using them for identification and
authentication. MMBs function in an abstract manner. Generally, CBIR (Content Based Image
Retrieval) system retrieves a query image and primitive features denoting image content, such as
colour, textures, and shape, are computed for both stored and query images, and then used to
identify stored images, most closely matching the query image. Semantic features such as the type
of object present in the image, though difficult to extract, remains an active research area. Similarly,
in a MMBs a query image, showing a biometric trait (say, face or fingerprint or iris etc.) is searched
from a stored database of the same biometric. An overview of the generic MMBs is illustrated with

the help of Fig.2. The entire procedure is divided into two sub-phases, namely training and testing.
4.1. Training phase in workflow

During the training phase, let us consider that the input database consists of multiple biometric
modalities and is assumed to be structured and known. The term known indicates that the system
and by structured we mean that every instance is properly placed within its class once enrolled. For
example, every fingerprint of a person Xj should belong to class j, considering the presence of any
person Xi in a database of n persons, wherei=1,2, .., .., n.

The main algorithm of the system used to match a known and an unknown instance is called the
matcher. The matcher is used to classify an unknown instance to its proper class. The efficacy of a
matcher is adjudged by its score, crudely a number of correct classifications in comparison to wrong

ones. The score can be viewed as the rate of recognition of the system. The different input
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parameters of a matcher, for example, a global classification threshold value, can be adjusted at the
end of each epoch of the algorithm in order to produce a better result. In other words, considering
the input parameters and matcher as an encapsulated entity, the matcher is as a whole modified or
trained to enhance the level of score.

The dataset used to train the classification algorithm is called the training dataset. Evidently, the
term “trained dataset” would be wrong as the dataset is itself not trained and rather used to train the
algorithm. Other than the training part the input database is divided into what is called a validation
set, the dataset used to validate the matcher. The matcher takes an instance from the validation set
and classifies it. Whether it is a mismatch or a correct classification can easily be determined, since
the validation set is actually designed from the known database. Based on the result of
classification, several input parameters are adjusted to enhance the system outcome. Here human
interactions (not automated), for example, manual manipulation of classification threshold value
may take place. The training phase concludes once the developer is satisfied with the system
outcome. Therefore, the entire training phase helps to train the classification algorithm to a level of

significant satisfaction.
4.2. Testing phase in workflow

In the testing phase, the unknown instances are fed to the modified matcher for classification.
The database used to test the accuracy of the system is the test database. A robust MMBs should not
only classify a test instance (closed set scenario) but also specify if the unknown instance does not
fall into any of the existing known classes (open test scenario). In both the cases, the raw data
captured is normalized into feature vector form and fusions are carried out at different levels. In the
preprocessing phase, one may select the Region of Interest (Rol) of the image instance for further
processing. Before feeding the data to the matcher, its dimensionality is reduced for faster
processing and the required features (based on which the matcher is designed), generally in vector
form, are extracted. Some of the feature extraction and dimensionality reduction schemes
commonly used are PCA, KPCA, 2DPCA etc.
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Figure 2: Abstract overview of a biometric recognition system

4.3. Workflow modes

The acquisition and processing in MMBs is carried out in three different modes.

i. Serial mode: Here, a biometric trait is processed before accepting the next one and the decisive
classification outcome of the former is forwarded to the latter. It may reduce the overall recognition
time as a decision can be drawn without accepting the next modality in sequence.

ii. Parallel mode: Here multiple modalities are processed simultaneously and the conclusion is
drawn integrating the outcomes of all modalities.

iii. Hierarchical mode: Here individual matchers are combined in a treelike structure in order to

manage several classification approaches.

5. Levels of information fusion in workflow

In MMB scenarios, how to fuse information of two different biometrics of the same person
remains a matter of research. These fusion strategies can be performed in raw level, or in feature
level, or in score level or even in decision level [24]. In the raw (or sensor) level of fusion, the same
characteristics of raw MMB data captured using different sensors (for example, sensing the
fingerprint of the same finger of a person in more than one fingerprint scanner) are combined. At
times it is found to enhance the recognition accuracy but suffers from the drawback of

incompatibility of data from different modalities.
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Since the feature set of any biometric trait is supposed to carry the most significant and rich
information about raw biometric data, the integration at feature level is expected to provide better
recognition performance than the other levels of fusions. Concatenating the feature vectors
extracted from the face and fingerprint data is an example of such fusion. Intuitively, the most
important features of two biometric traits are expected to provide good performance. Although
possessing these advantages, fusion in feature level is relatively understudied in comparison to other
fusion levels [46]. The reasons are basically threefold. Firstly, extracted features from different
biometric traits may become incompatible to each other; for example, extracted minutiae from a
fingerprint and derived eigen coefficients from a face seem to be incompatible. Secondly, when
different feature vectors of different biometrics are concatenated together, the resulting feature
vector may suffer from the curse of dimensionality [32] and would become very difficult to handle.
An effective dimensionality reduction scheme [53] for online authentication of face and signature,
however, proves its significance. Thirdly, and most importantly, designing a matcher algorithm for
a fused feature vector, containing features of different multimodal traits, is more difficult than
generating separate matcher algorithms for different single biometrics. Fusion of information at this
level also faces other challenges like large inter-user similarity, small intra-person variability, and
unknown relationship between features [24].

A matcher algorithm, as discussed earlier, produces a similarity score based on the proximity of
a query feature vector with the template feature vector in the known dataset. In score (or confidence
or rank) level fusion, match-scores obtained from various matchers are combined for the final
classification decision. The method of weighted average is often used to combine the scores. This
level of fusion is attractive due to its simplicity and good performance [24].

Fusion at decision level is least powerful in comparison to other levels [46]. Here a separate
decision is taken for each biometric at a very late stage and hence it prohibits enhancing the rate of
recognition. A majority voter scheme is often applied to furnish the final decision on classification.

During the last decade several MMB verification and identification algorithms have been
proposed including a wide variety of survey papers. Since the majority of the research work
emphasizes modality in isolation, judging the efficacy of MMBs depends upon their (modalities)
comparative analysis. This, however, is difficult to perform and may not provide a fruitful result.

Technologies are being developed for embedding multiple biometric information in the identity
cards. For example, ICAO (International Civil Aviation Organization) encourages American people
to use facial image, fingerprints and iris in their travel documents as a verification tool. Indian

citizens are using Aadhaar as their identity card, which combines face, iris and fingerprint traits.
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In MMB fusion strategy, at least two different biometrics are fused. Fusion at feature level,
though difficult and understudied [46], possesses more importance than the other levels, because the
extracted feature set from raw data holds most significant and rich information. Several evaluation
protocols on closed test set identification have been designed for measuring the performance of
different existing algorithms. In open test identification, the challenge is to reject the imposters.
However, how to fuse information of two different biometrics of the same person remains a matter
of research. The combined classifier approach has been adopted to get better results, especially at
score level fusion.

In a brief review of MMB, Ross and Jain [46] have presented the idea of various levels of fusion,
various possible scenarios, and different modes of operation, integration strategies and design
issues. For homogeneous feature sets (e.g., multiple fingerprint impressions of a user finger),
weighted average of the individual feature sets are often used to compute the resultant feature set
(e.g., fusion using multiple hand features by Michael et al. [19]). On the other hand, for non-
homogeneous feature sets (e.g., feature sets of different biometric modalities like face and hand
geometry), we can concatenate them to form a single resultant feature set.

A combination of face and fingerprint authentication approaches using CNN (Convolutional
Neural Network) for casting votes in elections through a web portal is explained by Saravanan et al.
[3]. A MMB fusion scheme of face and fingerprints (specifically ridge and minutiae) [52] yields a
recognition rate of 95%. Riseul et al. [47] designed a survey report towards continuous MMBs. The
review has pointed out the deficiency of adequate number of comparisons between biometric types,
fusion models and types of machine learning algorithm (supervised or semi supervised) in the
published literature in this domain. On the contrary, a multimodal sparse technique of representing
MMB data [55] by a scattered linear mixture of training records claims to yield better performance

than traditional fusion schemes.
5.1. Feature level fusion

After formation of the MMB class of each person of the dataset, the feature level fusion is
carried out on the biometrics. Ross and Jain [46], in a MMB review article elaborate different levels
of fusion, integration strategies and design issues. Experimental results claim that MMB fusion
improves both throughput and performance of the system. Rattani et al. [45] apply a feature level
fusion of face and iris. Their algorithm computes the SIFT (Scale Invariant Feature Transform)

features from the biometric sources. However, the method requires segmentation of the captured



System Informatics (Cuctemuas undopmaruka), No. 28 (2025) 9

images. Fortunately SIFT method can be experimentally combined with color image segmentation
strategy for improved processing speed and better performance. Face and iris features may be
extracted separately and fed into a wavelet probabilistic neural network classifier. The results are
then calculated on the decision layer of the neural network. Nasrabadi et al. [56] present a deep
learning approach to feature level fusion of face and iris. Their integration of deep hashing, a
binarization technique, into the fusion architecture, generates robust MMBs. Utilization of modified
gravitational search algorithm (GSA) in feature level fusion yields satisfactory results [23].

Finger based MMBs, being highly secured and stable, attract the attention of the research
fraternity. Shuyi et al. [35] propose a MM fusion technique by combining finger veins with finger
knuckle point patterns. This feature learning algorithm, maximizes the correlation between inter-
modality samples. The problem has also been handled using CNN based approach by further
inclusion of fingerprints with the aforementioned bimodal traits of fingers [36]. Sarangi et al. [50]
develop a feature level fusion based MMB recognition of ear and profile face. The inclusion of face
stabilizes the system in terms of its recognition rate, which may otherwise be hindered by the
uncontrolled environment during ear enrollment. Construction of a unique template for each person,
fusing his face, ear and palmprint data at feature level, and yet maintaining a relatively low-
dimensional feature vector is discussed by Bokade et al. [5]. A multi-level fusion of unimodal
methods with trimodal feature level fusion of face, iris and ear is proposed by Purohit et al. [43]. An
accuracy of 95% in the trimodal case is found better than the highest achieved unimodal (iris)

accuracy of 94%.
5.2. Fusion other than feature level

Some of the important work regarding multimodal dataset fusion strategies other than feature
level are briefly summarized. Byeon et al. [6] proposed a deep learning model for multi modal
biometric fusion, where they firstly used some fusion strategies at pixel level to optimize the
process. Secondly, back propagation was used at feature level to establish relationships among the
modalities and lastly, some intelligent fusion techniques were used at the score level. Claims are
also made that MMBS security can be enhanced by subsequent use of early fusion, late fusion, and
score-level fusion [2]. Performance of different fusion approaches, including image-level fusion,
feature-level fusion, and two score-level fusion methods are also explored with the help of deep
learning approach [22].

Choudhury et al. [12] apply a new framework of person authentication through adaptive rank
level fusion. The proposed approach builds up a meta-heuristic design using ant colony

optimization techniques on fingernail plates. A less explored combination of iris with palmprint
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seems to be useful [57] in order to authenticate personnel by score level fusion. The article shows
an interesting approach of bit transition code in Gabor filtered images. Inclusion of iris with face in
uncontrolled condition may, however, worsen the system performance. A face-iris quality
assessment network is proposed by Luo et al. [37] in order to decrease the effect of poor quality
samples. Here the adaptive weights are also assigned to face and iris, based on their relative quality
score and thereafter a score level fusion is applied to obtain satisfactory results. Being unobtrusive,
soft biometrics, like gestures and postures are interesting choices in MMBs. Cherifi et al. [9] obtain
an EER of 5.15% in score level fusion, where the user of a mobile phone is verified by his single
action arm gesture while answering the phone. Ear shape structures are also extracted using the
local phase quantization method. A normalized score level fusion strategy on iris and finger traits
using hybrid genetic algorithm and Particle Swarm Optimization are applied by Sujatha et al. [54]
to reduce FAR and FRR of the system. A score level fusion of fingerprints, finger-knuckle point
and palmprint in a MMBs is illustrated by Kant et al. [28]. The suitability of cryptographic MMB
authentication in medical application has been discussed by Mohsen et al. [14]. In this work, face

and voice are used in both feature as well as score-level fusion.
5.3. Fusion of classifiers

The use of Artificial Neural Network, Artificial Intelligence, Genetic Algorithm etc. as tools in
developing the classifiers or matchers has been attempted nowadays. Mikel et al. [34] clarifies the
importance of MMB authentication for online student evaluation in COVID-19 pandemic scenario,
by the development of an Al based procedure and thereafter testing it in a large scale system. ANN
was used as a tool for MMB extensively. For example, Gokulkumari [21] traines the ANN using a
modified dragonfly algorithm by selecting optimal weight in order to achieve classification
accuracy. Rahman et al. [15] applied CNN successfully on ECG signal and fingerprint in both
parallel and sequential models. CNN was also used to train the workflow model while integrating
traits like Photoplethysmography and Electrocardiogram signals [13]. Rajasekar et al. [44] proposed
a deep learning approach using CNN to integrate face, fingerprint and iris in MMBs.

A MMB recognition approach using the firefly algorithm of ONN (Optimal Neural Network) on
fingerprint and ear is used by Chanukya et al. [8]. A median filter approach in preprocessing to
identify the Rol of the given traits for further cropping is also applied. Alshardan et al. [2] embraced
three renowned CNN architectures viz. ResNet, VGGNet, and DenseNet, to extract features from

finger vein and fingerprint images.



System Informatics (Cuctemuas undopmaruka), No. 28 (2025) 11

In recent times, the combined classifier approach has been adopted to get better results,
especially at score level fusion. That is, we may have different feature sets, different training sets,
different classification methods or different training sessions, all resulting in a set of classifiers
whose outputs may be combined, with the hope of improving the overall classification accuracy. A
classifier combination is especially useful if the individual classifiers are largely independent.
Various re-sampling techniques like bootstrapping may be used. Examples are stacking, bagging

and boosting (or ARCing).
6. Performance metrics: The workflow verdict

The proper feature exaction and computationally efficient matching, clustering and classification
algorithms make the MMB recognition systems reliable and robust. The efficiency of a MMBs is
measured by its performance metrics which deal with the rates of success and failure (error) of the
system. These metrics are expressed in terms of ratio or percentage or frequency. During the
enrollment phase, the system may sometimes be unable to sense the biometric modalities (say, due
to the lack of ridges in the fingerprint) of some users or fails to capture user’s biometric data (say,
due to the technological fault of the sensors). The former is known as FTE (Failure to Enroll) error
while the latter FTAR (Failure to Acquire).

Biometric verification scenario may be viewed as a binary classification problem and can be
analyzed with the help of a confusion matrix [33]. Two types of system errors are encountered in
the verification process.

i. Type-1 error or FRR (False Rejection Rate), which indicates the proportion of genuine
users falsely predicted as impostors and hence rejected to grant the system access. It is expressed as

below.

Total false rejection

FRR =

Total true attempts

This error is also commonly termed as False Non-Match Rate or False Negative Rate.
ii. Type-1l error or FAR (False Acceptance Rate), which signifies the proportion of
impostors falsely predicted as genuine users and being accepted to grant the system access. Its

expression is shown below.

Total false acceptance

FAR =

Total false attempts

This error is also commonly termed as False Match Rate or False Positive Rate.
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iii. Analogously, True Rejection Rate (TRR) and True Acceptance Rate (TAR) are used as
two success rates of the system. In an ideal MMB verification scenario, FAR =0, FRR =0, TAR =
land TRR =1.

Total true rejection
TRR = !

"~ Total false attempts

Total true acceptance

TAR =

Total true attempts

iv. The thresholds set in a MMBs trivially estimating the training set result and test set result
are termed as a priori and a posteriori respectively. A posteriori threshold can be considered as a
finally adjusted parameter in the training phase of Fig.2. Other than soft and hard, adaptive
threshold [26] has its own significance in biometric recognition. Ideally, if a MMBs matcher
maintains a very low threshold, there will be maximum acceptance (or minimum rejection)
irrespective of true or false attempts. Similarly, a maximum rejection (or a minimum acceptance)
will occur for a very high threshold value. Since FAR and FRR are inversely related, no adjustment
of threshold can decrease them simultaneously. The error percentage (in terms of FAR and FRR)
against threshold is plotted. To maintain a trade-off between such a high and low threshold value,
the intersecting point of FAR and FRR, where both the error rates are equal, is estimated as the
threshold value. This point is termed as Equal Error Rate (EER) or Crossover Error Rate (CER).

v. The Receiver Operating Characteristic (ROC) curve (uses the normal deviate scale) or
Detection Error Trade-off (DET) curve (uses linear, semi-logarithmic or logarithmic scale) and
designed to measure the performance of a classification model. ROC serves as another ploy to
detect the EER. Here, FAR vs FRR is plotted and the point on the curve, where FAR equals FRR
signifies EER. Obviously, lower the EER, better is the system.

vi. Some of the MMBs prefer to use Half Total Error Rate (HTER), the averaged value of

FAR and FRR as their performance measure, as indicated below.

FRR + FAR
2

HTER =

However, HTER can only impose a gross effect on system efficacy and is not an issue for a
MMBS of specific purpose. For example, a MMB whose security is the main concern, given two
systems of equal HTER should opt for the one with lesser FAR.

vii. The system performance in the identification scenario is measured in terms of its

accuracy or Recognition Rate (RR), as stated below.
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_ total correctly identified sample

RR =

total test sample

The correct or wrong identification of a test sample is decided as follows. A test sample x; out of
total n test samples x1 , X2, ..., Xn is fed to a matcher m(x; , r) of rank r. The matcher returns r most

closely matched samples of xi from the training dataset, out of which k are truly and (r — k) are

falsely matched. The rank value, rank, = 1m”"%, more than a threshold percentage 6%, portrays

r

true identification. For example, given r = 10 and 4 = 80, say the matcher returns k = 9 true matches
resulting rank = 90% and since 90 > 6, the match (identification) is concluded to be correct. A plot
of rankr vs r = 1, 2, ...n, known as CMC (Cumulative Match Characteristic) curve yields a
summarization of the identification effectiveness. The proportion of test samples misclassified to a
wrong bin (any class other than where it originally belongs to) termed as bin error rate or
misclassification rate signifies the failure rate in identification.

viii. The duration of the matching process from the end of the enrollment phase until the
classification decision, is called Time to Match (TTM) rate and is often used as a final conclusive
way of estimating the performance of a MMBs.

Spoofing attacks are often responsible for downgrading or even compromising MMBs
performance, which emerges from the necessity of anti-spoofing systems. Safavipour et al. [48]
claimed that multimodal templates obtained from their deep learning strategy of feature spaces are
extremely secure against spoof attacks. A cancellable MMBs capable of protecting the actual
biometric features from the intruders was developed by Umer et al.[51]. The security of online and
loT-enabled authentication was also maintained through a method of encryption-decryption.
Liveness detection is a modern anti spoofing technique, where the system diagnoses whether the
impersonation is caused by representing a fake biometric sample instead of the actual live human
being. Dhiman et al. developed two unique liveness detection approaches, namely, multivariate
gradient descriptor and multi dimensional Fourier transform applied on facial micro-expression
regions [29, 31].

A self-explanatory tabular form summarizes some state-of-the-art MMBs methods for
researchers’ benefit (see Table 1). The identifiers fused, their levels of fusion and the keynotes in

the proposed workflow model are depicted in separate columns.

Table 1: State-of-the-art MMBs methods in a nutshell

Ref. | Biometrics Fusion level | Key points in workflow design
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[2] Fingerprints Early, late and | Claims were made that subsequent levels of
finger and score fusion could make a MMB more robust.
veins

[3] Face and Decision CNN based voting system in web portal.
fingerprints

[5] Face, ear Feature Feature vector was restructured even after
and palmprint considering three biometric traits, to lesser

dimension.

[6] Face, iris Pixel, feature | Used intelligent fusion techniques through deep
and fingerprints | and score learning.

[8] Fingerprint Feature Firstly a median filter was used to extract the
and ear Rol and thereafter firefly algorithm of ONN was

applied for recognition.

[9] Ear and arm Score User of a mobile phone was verified by his arm

gesture and ear portion.

[12] [ Index, middle Rank The work contributed towards optimal
and ring performance accuracy using ant colony
fingernails optimization and deep learning.
plates

[13] | PPGand ECG Feature Federated learning, an efficient machine learning
signals and score approach, was used to collaborate decentralized

modules without effective data exchange, for
security management.

[14] [ Face and voice Feature Established the importance of cryptographic

and score MMB authentication in medical imagery.

[15] [ECG and Decision Deep learning and traditional classification
fingerprints and score module were used to evaluate the proposed

system.

[22] [ Face and iris Pixel, feature | An effective deep learning approach was used in

and score the extracted region of interest of the images.

[23] | Face, irisand Feature Used a threshold specific optimization technique
fingerprints in gravitational search algorithm to outperform

the traditional methods.

[28] | Fingerprints, Score The resulting match score was used to detect
finger knuckle authenticity by comparing different performance
and palmprint metrics.

[34] | Face, audio and | Decision An Al driven monitoring system for online
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keystroke student evaluation.
dynamics
[35] | Finger veins and | Feature Portrayed multimodality in unibiometrics
finger knuckle (finger) and maximized the correlation between
inter-modality samples.
[36] [ Fingerprints, Feature Trimodal representation of uni biometric (finger).
finger veins
and finger
knuckle
[37] Face and iris Feature Used generalized divisive normalization and
assigned adaptive weights in image samples to
reduce poor image acquisition quality.
[43] Face, iris and ear | Feature Recognition rate for unimodal and multimodal
data were compared and contrasted in detail.
[44] | Face, fingerprints | Feature and CNN was used in conjunction with softmax
and iris score classifier for identification purposes.
[48] Face, iris and Feature Feature vectors were mapped from the feature
fingerprints space into the reproducing kernel and deep
learning combined them in fully connected
in-depth layers.
[50] | Ear and face Feature Uncontrolled enrollment of ear was stabilized by
the inclusion of face traits.
[51] Face, iris and Score A cancelable biometric system (CBS) was
palm prints introduced to preserve the original traits from
possible external misuse.
[52] Face and Feature Used variable crossing number(CN) which
fingerprints determines minutiae and ridge ending or
bifurcation.
[53] Face and Feature An online authentication system with novel
signature dimension reduction approach.
[54] Iris and finger Score Hybrid genetic algorithm and Swarm optimization
were used to enhance the recognition rate.
[56] | Face and iris Feature Integrated the learning approach of deep hashing
in fusion strategy.
[57] Iris and Score Used bit transition codes in Gabor filter images.

palmprints

15
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7. Database selection in workflow

It has been observed in the recent past that inclusion of more than one modality in the image
dataset, though increases the data handling and manipulation effort, drastically improves the
efficiency of the system in terms of its rate of recognition. In this context, the terms database and
dataset are interchangeably used. However, specifically, a database is an organized collection of
data stored as multiple datasets which are in turn storage of structured data for a specific purpose.

For a given query, which can be an image in case of iris, face, fingerprint and palmprint
recognition problems or can also be a signal in case of speech data, the system should be able to
conclude whether it matches with any in its database. The system should have the option of
deciding that the query does not belong to the given data set, and hence classify it as an imposter.

Some popular databases for faces are FIA [20], YALE [18], ORL [49], FERET [41] etc. and for
iris are MMU [39], CASIA [10], DOBES [38] etc. FIA and YALE datasets consist of frontal faces
with varying facial expressions while FERET contains faces with different angular directions. A
collection of A-Z face database repositories is collectively uploaded in Princeton University’s
webpage [42]. NIST [16] and CASIA [10] maintain databases containing various forms of
fingerprint data for research purposes. SVC 2004 [58] is one among the very few online signature
databases publicly available to the research community. Including the well-known corpora [7] many
other databases are freely available in case of speaker recognition.

Multimodal databases are not as widely obtainable as unimodals. To handle such scarcity,
researchers either create their own database, which is typically effort-heavy, or may opt for the
following interesting approach. If two different traits are uncorrelated (features of one trait does not
depend on another, for the same person), like face and iris, identifiers obtained from different
sources may be assumed as the same person’s data [30]. However, for correlated traits, like ear and
skin-color, such assumption is inane. In multimodal scenarios, the databases available are BIOMET
[17] (face, hand, fingerprint, voice and signature), BANCA [4] (face and voice), MYCT [40]

(fingerprint and signature) etc.
8. Conclusion in workflow design: challenges and benefits

Some of the major problems commonly come across in MMB research scenarios are enlisted
below.
i. Class-variability: In vision-based MMB recognition, the presence of a high degree of

variability in human biometric information has been a major concern. In other words, there exists an
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infinite number of possible classes in a biometric database. There can be potentially very large
intra-class variations and also rather small inter-class variations (due to the similarity of individual
appearances).

ii. Noisy data: The presence of noisy and distorted data in the captured sample and thereby
production of degraded quality samples is causing database enrollment error. This may further lead
to a failure in identification algorithm and thereby arrival at a faulty decision.

iii. Spoofing attack: In order to get unauthorized access in MMBs, biometric spoofing has often
been applied to compromise the system. To combat such attacks, researchers are developing various
anti-spoofing technologies.

iv. Population coverage: The lack of population coverage is another challenge faced by the
system designers to construct proper databases. However, construction of large sample sizes
manifests big data problems. Naturally, the sensed data is stored in compressed encrypted form for
effective space utilization and speedy probing. However, such a storing scheme makes it difficult to
retrieve the data in originally captured lossless form.

v. Social acceptance: Social issues pose barriers in the acquisition level of a MMBS. For
example, face may be considered more user friendly than iris as the former requires less human
interaction. On the contrary, due to the same reason the former can be captured without human
intervention and causes privacy threats. A common threat in social media, function creep, where the
captured traits are not utilized for the legitimate purpose, is difficult to restrain.

This review article offers several benefits to the emergent researchers in the field of MMBS,
enlisted below.

i. Substantive amount of referred research articles to foster the circumstantial workflow
designing.

i1. Choice of biometric identifiers as per researcher’s need.

iii. Selection of multimodal databases or formation of multimodal databases using different
unimodal sources.

iv. Detailed comparison of fusion strategies to design the workflow.

v. Selection of a particular classification algorithm or developing the classifier fusion strategy in
workflow.

vi. The explicit choice of authentication method and subsequently arriving at final verdict using

proper performance metrics.
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26 Konnpareses /I.A. u ap. Popmasnbras Bepudukanus peajusanuu x3u-dyaruun «Crpubors ¢ «['pynmoit Acrpas

ObGecrieuenne j10Bepusi K peau3allisiM KPUITOCTORKAX aJTOPUTMOB SIBJISIETCSI AKTY-
aJIBHOW 3aJlaveil COBpeMeHHOro porpaMMupoBanus. K nmpaBuibHOCTH paboThl TAKUX MPO-
IPAMMHBIX CHUCTEM IIPEIbIABIISIOTCS MOBBIIIEHHBIE TPEOOBAHUS, TIOSTOMY JIJIsI JIOKA3ATE b
CTBa KOPPEKTHOCTH TAKUX IPOIPAMM OTHOCHUTEJIBHO CIEIU(PUKAIII TPUMEHSIIOT J1e/IyK-
TUBHYIO Bepudukaiuio. B nanuoii crarbe onucana paboTa B MIPOrpecce o J0Ka3aTeIbCTBY
KOPPEKTHOCTH peasm3aruu x3-pyakimu «Crpubdors us siipa Linux oraocuresuo 'OCT
P 34.11-2012. Jamnas pabora crapropaja Ha mpoekTe «PopMmasbHast BepuduKaims pea-
sm3anun xan-gyakmun «Crpubors ¢ «['pymmoit Acrpas» Ha Bosbmoit Maremaruaeckoit
Macrepckoit 2025 roja. B kauecTBe pe3ysibTaToB pabOThI MBI IPE3EHTYEM (DOPMATU3AIUIO
I'OCT P 34.11-2012 B cucreme mHTEpaKTHBHOIO JoKazareinbcrBa Rocq. lannas dpopma-
JIU3aInsl SIBJIsIeTCa (PYHKIMOHAIBHOM crienndukarmeii iroboil peann3anun Xomu-GyHKITINT
«Crpubors. Takke MBI IIpE3EHTYEM 3aJlaHUE CHEIUMPUKAINIA Jij1s1 0Aa30BbIX (DYHKITHI pea-
smzanyn x3m-gyukiun «Ctpubdors u3 sijpa Linux u MeTobl YIIPOIIEHNs JOKA3aTEIbCTBA
TakuX QYHKIHUI C IIOMOIIBIO 3a/laHust Habopa JIEMM O CBA3U CTPYKTYDP JAHHBIX U3 (DyHK-
IMIOHAJIBHON CIerunuKAINY U U3 JAHHON pean3alinm.

Karouesvie caosa: nenykTuBHast BepuduKalus, JIOruka Xoapa, PyHKIIMOHAIbHA CIIe-
nudukanus, xam-dyukius «Crpubors, 'OCT P 34.11-2012, Rocq, Verified Software

Toolchain

1. BBenenne

B HacTOd1Iee BpeMsd XSH_I—beHKHI/H/I AKTHUBHO IIPUMEHAIOTCA B IIPOI'PaMMHBIX CUCTEMaX, I'Je
OIMMOKY HEJIOMYCTUMbI, HAIIPUMED, CUCTeMaX yIIPaBJIeHNs IpaBaMy JIOCTYIIA,
OJI0KYeH-crCcTeMax, crucTeMax 3JIEKTPOHHOM mudpoBoii moanucu u T.j1. [losromy, akTyaJ bHOM
3as1adeil sBysieTcst obectiedenne oBepust K peanusarmsiv xam-gyuknuit. 'OCT P 34.11-2012 [4]
YCTAHOBHJI TEKYIIUI cTaHapT x3mmpoBanus B Poccuiickoit Perepariun, OCHOBaAHHBIM Ha, X3III-
dyukun «Crpubors, e g BBIYUCIEHUS X3IIa Kaxk10i 512-6MTOBOI JacTh BXOJIHBIX JIaH-
HBIX TpUMeHsieTcst (PYyHKINN cKaTus Ha Oaze mpeobpasoBanus XLPS, B KoropoMm wucrosb3y-
forca xor (X), ymmeitnoe npeobpasosanne (L), nogcranoska (P) u mesnmneiinoe npeobpasosa-
uue (S) 3, 24, 37, 54]. OcobeHHO BazkKHO MPOBEPUTH KOPPEKTHOCTD PeAM3AIUE XII-DYHKIIUH
«Crpubory u3 siapa Linux [27], akTHBHOMY NPUMEHEHUIO KOTOPOil B POCCUIACKOM IIPOIPAMMHOM
obecrieueHnn CrIocoOCTBYIOT Haan4dne oredecrBenHoro crapgapra 'OCT P 34.11-2012 na man-
HYyI0 (DYHKIIMIO U IIIMPOKOe BHeIpeHne B Poccuu orrepalinoHHbIX cucteM Ha Oase sjpa Linux, Ha-
puMep, onepalmonHoii cucrembl Astra Linux [14], pazpaborannoii I'pynmoii Acrpa. Tak kak
KOPPEKTHOCTH Pean3aIiuii MoJ00HbIX (PYHKIUN TPEIbABIAIOTCS MOBBIINIEHHbIE TPEOOBAHUSA, TO
B TAKHUX CJIydadx TeCTHPOBAHUSA HE JIOCTATOYHO. J[J1d jloKa3aTe/ibcTBa KOPPEKTHOCTH ITPOrPaMM

npumensiercs dpopmasibhast Bepudukaiys |1, 2, 8, 12, 25|. Ha nepsonauajibHOM drare Bepudu-
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Kalli Ba2KHO ITPOBEPUTH KOPPEKTHOCTDL IIPOTI'PpaMMbl OTHOCHUTEJ/ILHO (byHKHHOHaJIbeIX CBOIt/'ICTB7
OIIMCBhIBaIONInX B3aMMOCBA3b ME2K/Y BXOJIHBIMU U BBIXOJIHBIMU JaHHBIMUA. ,ZLJIEI JOKa3aTeJIbCTBa
KOPPEKTHOCTHU IIPpOrpaMM OTHOCUTEJILHO d)yHKHI/IOHa.HbeIX CBOIICTB IIPUMCHACTCA TaKOM BT

dbopmasbHON BepuduKaImm, Kak Je/lyKTuBHast Bepudukanus nporpamm |11, 13, 17, 30, 33].

Henykrusnasi BepuduKanus oCHOBaHa Ha jioruke Xoapa [22, 23, 31, 35|, nossossioneii ce-
CTH 33J1a9y ITPOBEPKU KOPPEKTHOCTH IPOTPAMM OTHOCHTEJBHO CleludUuKamii K 3ajade J1o-
Ka3aTeIbCTBa (DOPMYJI, HA3bIBAEMBIX YCJIOBUSAMH KOPPEKTHOCTH IporpaMMbl. B kKadecTBe crie-
nudUKAIUil UCIIOIL3YIOTCS MPEJIyCJIOBUS, SBJILIONIECS OPAHUYEHUsIMUA Ha BXOJHbIE JIAHHBIE
[IPOTPAMMBI, U ITOCTYC/IOBUSI, TIPEJICTABJIAIONINE COOOM OIPAHNYEHUS HA BBIXO/IHBIE JJAHHBIE IIPO-
rpaMMbl U Ha CBA3b BXOJIHBIX W BBIXOJHBIX JIAHHBIX ITPOTPAMMBI. Y IIOMAHYTOE CBEJIEHUE OCY-
IIIECTBJISIETCS HA OCHOBE IIPABUJI U3 JIOTUKH Xoapa /I BceX KOHCTPYKIIN A3bIKa IPOrPaMMUPO-
Banus. Takoit HAOOD MpaBUJI HA3BIBAETCS AKCUOMATUYECKON CEMAHTHKO sI3bIKa ITPOrPAMMUPO-
Banusd. Ha 6a3e akcmoMaTUdeCKUX CEMAHTUK PEAJTU3YIOT CUCTEMBI JIeTyKTUBHON BepUUKAIINN
IPOrpaMM, B KOTOPBIX ISl JIOKa3aTeIbCTBa YCJIOBUII KOPPEKTHOCTU IIPUMEHSIIOT CUCTEMbI MH-

TEPaKTUBHOIO JI0KA3aTeIbCTBA TeopeM [34].

BaKHBIM BHJIOM AKCHOMATHIECKOI CEMAHTHUKHU sIBISETCS MPIMOE IpocyexuBanue [28|, ko-
TOPOE OCHOBAHO Ha NPUMEHSAECMBIX K CaMO NEepBOW MHCTPYKIIAM B IIPOTPaMMe MpaBHIax, 4YTO
ITO3BOJISIET TIPU BBIBOJIE YCJIOBHI KOPPEKTHOCTH MPOJIBUTIATHCS 10 MHCTPYKIIMASIM IIPOTPAMMBI B
HOPSIIKE UX HUCIOJHEeHHUs. B ciydae, Korja MHCTPYKIIASA HPOIPAMMBI COJIEPKUT paboTy ¢ Ia-
MATBIO Y€pe3 yKasaTe/l, IPUMEHAETCd TaKOW CIeIUaJbHbINA BUJI JOTUKH Xoapa, KaK cerapa-
moHHast jioruka [36, 49, 50, 52, 53|. Takasi jioruka Mo3BoJIsieT yIpocTUTL PAbOTy € MAMSITHIO
C TIOMOIIBIO Pa3Jie/IeHusI ITaMsATH Ha, OT/E/bHbIE HellepeCceKaIoIecs YIaCcTKI U HE3aBUCUMYIO

paboTy ¢ TAKMMHU yIaCTKaMHU.

B nannoit cratbe onmcana paboTa B mporpecce o MpPOEKTY JeIyKTUBHON Bepuukamm
peasmzanuu x3m-gyaiun «Ctpubors us3 siypa Linux. B kadectBe Bepuduimpyemoit pyHk-
nnoHabHON crerudukannn ucrnosbdyercs [OCT P 34.11-2012. Ormernm, 9T0 Ha TEKYIIEM
STale MpoeKTa Mbl He BepuduimpyeM Kpuirorpadudeckue coiictsa [15, 18, 32, 42, 57| us-
3a MIPUOPUTETHOCTH BepUPUKAIME (PYHKIINOHATBHBIX CBOICTB. /loKa3aTe ibcTBO KOPPEKTHOCTH
BBITIOJIHAETCSA C IOMOIIBIO CHCTeMBI JieiyKTuBHOI Bepudukanun Verified Software Toolchain
(VST) [20, 21, 26|, ocHoBaHHO}I Ha HOTPYKEHUU IIPOrPAMMBI U ee CHEIMUKAIINA B CPeLy
MHTEePAKTUBHON CHCTEMBI JIOKa3aTesibcTBa TeopeM Rocq (panee HasbiBasach Coq) [51]. s

reHeparuu ycJoBuil KoppekTHocTu B cucteme VST ucCHosb3yercs mpsaMoe MPOCIesKUBAHUE W
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cerapalioHHas JIOIUKA.
Hannas pabora BeioHsSeTCH Ha 1poekTe «DopmasibHas BepudUKAIUs PeaTu3alum XII-

dbyukiun «Crpudor» ¢ «I'pymmoit Acrpas» Ha Boabmoit Maremarmaeckoit Macrepcekoit 2025
rojia. 3aKa3duKoOM JIaHHOTO TpoekTa sBisiercss Tumodeit FOpberna Uepranos us ['pymmbr Act-
pa. Kyparopom npoekta siBistercst JImurpuit Asekcanaposud Konjaparbes, K.(.-M.H., HAy IHBI
corpyauuk ICU CO PAH u crapmmuit mpeniogasaresis HI'Y. B koman 1y npoekTa BXOIAT aBTO-
pBI CTaTbH, & UMEHHO:

e bognann Jles KoncrantTunoBuv

e [onuap ['y1e6 EBrennesnu

e Mapuenko Bajgum BuranbeBrna

e O0yxoBa Anmca AnapeeBHa

e Pazournosa FOsusa FOpbesna

e XoBanckas Anna CraHnCIaBOBHA

o {nbynaros Jlenuc PunaroBua
Takum oOpa3oMm, BMECTe ¢ KypaTOpPOM, IIPOEKT BBITIOJTHSIOT BOCEMb ncroTHuTe e, Konrektnn
[IpOEKTa IpejcTaBaeH Ha pucynke 1. J[omoJHUTE/NbHOM 3ajadueil TPOeKTa sIBJISETCS CO3JIaHHe
KOJLJIEKTHBA, CIIOCOOHOT'O BBITIOJIHATD 3aJIa9M 110 JIe/lyKTUBHON Bepudukarmun C-1rporpamm.

OcHoBHas 3a/1a1a ITPOEKTa COCTOUT B (hOpMAaJIbHON BepU(DUKAIINN PeaTn3aInn X3~ yHKITUN

«Crpubor» m3 sapa Linux m paspaboTka Moaxofa K pOpMabHON BeprpUKAIINN peaTn3alimii
kpunrorpadudeckux (pyuknuii. B gaHHO# cTarhe Mbl IPE3eHTYEeM TaKue Pe3y/IbTaThbl Halllei
pabotsl, Kak dopmasmsarnuo 'OCT P 34.11-2012 B cucreme Rocq n 3amanue jeMm Jjist Teo-
puM IpeIMEeTHON 00/IaCTH, ITO MOXKET OBITh MPUMEHUMO B JIDYTHUX MOJ0OHBIX UCC/IEIOBAHUSX.

Pesynbrarsl BbioHEHNS PAOOTHI OOIIEIOCTYIHBI B PEIIO3UTOPUE TIpoeKTa [55].

O0630p po/icTBEHHBIX paboT B KadecTBe 0CHOBHOII POJICTBEHHOI PAOOTHI OTMETHM CTATHIO
po JAeAyKTuBHYIO Bepudukarmio xsm-dyuximn SHA-256 B cucreme VST [19]|. B mannoit pa-
OoTe, TakKKe KaK U B HaIlleM HCCJIeI0BaHUN, BePUMUINPOBAINCH He KpHUIiTorpadudeckne, a
dbyHKIMOHAIBHBIE CBOICTBA, 33/IaHHBIE CTAHIAPTOM Ha X31I-DyHKIN0. OIHAKO N3-3a PA3HUIIBI
CTAH/IAPTOB B HAIlleM ciiydae B cucreme Rocq morpeboBasioch 3a/aBaTh HOBBIE TUIIBI JIAHHBIX
JUTsT XpaHeHnsT OUTOBBIX BEKTOPOB. OTMETHM, YTO MbI HUCIOJIB30BaIN OOJiee THOKOE MPEeICTAB-

JICHHE IJId OUTOBBIX BEKTOPOB, IIapaMe€TpU30BaHHOE 110 UX JIJIMHEe.

Tak»ke B KadecTBe POJICTBEHHOI'O UCCJIEIOBAHUS PACCMOTPUM pabOTHI 110 (POpMaJILHON Be-
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Puc. 1. Koanexmue npoexma «Popmasvhas eepupurayus peasudavuy, row-dyrurkuyuu «Cmpuboes ¢ «I'pynnot

Acmpas »

puduKaIy TaKOl 9acTh olepalnnoHHoi crucreMbl Astra Linux, Kak cucreMa yIpaBjIeHHUs IIpa-
Bamu Jjocrymna [5-7|. Januble paboThl OCHOBaHBI Ha TAKOM MeToje (hbopMasbHON BepupuKa-
mu, Kak mposepka mogesteii (model checking), KOoTopblii OCHOBaH Ha IPOBEPKE BBIOJHEHUE
CBOMCTB Ha MOJEJIHU, OIUCHIBAIONIEH COCTOSTHUS HPOIPAMMHON CHCTEMBI U IEPEXOIbI MEXKILy
uuMu. C OIHOM CTOPOHBI, TAKOW IMOJXOJI, B OTJIUYNE OT JEJYKTUBHON BepU(UKAINN, TO3BO-
JISIET ABTOMATUIECKN MTPOBOINTE (popMasibHyI0 Bepudukammio. C apyroit CTOPOHBI, B OTJIMYINIE
OT JIeJIyKTUBHON Bepu(PUKAINU, UCIOIb3yeMasd IIPU TAKOM I0JIX0JIe aDCTPaKIUsd CUCTEMbI He
[I03BOJISIET BepUUIINPOBATH HU3KOYPOBHEBBIC JIETAIN B BUJIC PEAJM3AINH JICXKAIIUX B OCHOBE
xom-dyuknumit. s gepykruBHOM Bepudukanun dacteil onepannonHoi cucreMbl Astra Linux
IPUMEHAIOT cucTeMy JegykruBHol Bepudukamuu AstraVer [9, 29, 43, 45, 56]. Ho ucnosbsye-
Mble B cucreMe AstraVer jis 1oKa3aTe/bCTBa YCIOBUI KOPPEKTHOCTH TaKWe aBTOMATHIECKHE
cucreMmbl, Kak SMT-peraresn, MOryT He CIIPABJIATHCSA ¢ MOJIEIUPOBAHIEM PabOTHI C ITAMITHIO B
C-mmporpammax [44]. IlpumensieMblii HaMU TI0/IX0J1, OCHOBAHHBI Ha PEaJN3aIliN CerapaOHHO

qoruku B cucreMe VST, Tpebyer pydHOil paboThI IPHU JOKA3aTEIHCTBE KOPPEKTHOCTH ITPOTPaMM
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C yKa3aTeJsAMHU, HO IIPH 3TOM I03BOJIAET BPYYHYIO IIPUBOJIUTDH JOKA3aTEIbCTBO K YCIIEITHOMY
3aBEPIICHNUIO.

Kpowme Toro, B KadecTBe POICTBEHHOI'O HCCIIE/IOBAHUA DPACCMOTPHM IIPOEKT IO CO3/IaHMIO
cucrembl C-lightVer jyist nenykrusnoit Bepudukaiuu C-niporpamm [40, 41, 46]. Tannas cu-
cTeMa MO3BOJIAET YIPOCTUTH JOKA3aTeIbCTBO C OMOIMIBLIO T'eHEePAIlUU BCIIOMOTaTeIbHBIX JIEMM
1o onpejeseHHbIM 1rabsonam [38, 39]. Ho nanmasi cucrema, B oTjimdue oT MpUMeHsSEMOil Ha-
mu cucreMbl VST, mpuMennMa K OrpaHHYeHHOMY IOJMHOYKECTBY dA3bIKa IIPOIDAMMHUPOBAHUA
C [47, 48].

PoncTBeHHBIM HallleMy IIPOEKTY MePOIPHUATHEM fABJIAETCS CEPH POCCUHCKIX COPEBHOBAHMN
1o popmasbroit Bepudukanun nporpamM VeHa. B pamkax mannOi cepun Ha TEKYIIHiT MOMEHT
cocTosamuch Ba copesHoBanms, VeHa-2023 [16] u VeHa-2024 [10]. Ha manubix copeBHOBaHMSIX
KOMAaH/Ibl HCCJIeJIoBaTeN el TaKKe PelIaroT CJIOXKHBIE I (DOPMaJIbHON BepUMUKAINY 33,/ 1a4H.
Ho ma nmamem npoexre, B OTJIn4He OT copeBHOBaHMiT cepun Vela, BpemenHble paMKH HAMHOT'O
Gostee MsrKue (J[Be HeleJM BMECTO TPeX JiHeil), M, caMoe IJIaBHOe, Ha HAIleM IIPOEKTe eCThb
HAIIEJIEHHOCTh Ha MTPOJIOJIZKEHIE PabOThl U MOC/Ie 3aBepIieHnst caMoro Meporpusttust (Bosbioit

Maremarudeckoit Macrepckoii 2025 roza).

Crpykrypa crarbm Jlanmas craTbs UMeET CJEAYIONIYyI0 CTPYKTYPY: B IJIaBE 2 OIUCAHBI
MpPUMEHAEeMbIl HAMU METO/T JIeYKTUBHON BepUMUKAIMKI IIPOTPAMM, IIPUMEHsieMasi HAMU CH-
creMa geaykruBHoil Bepudukanun VST u Bepudunupyemas vavu xsm-pyuxmnus «Ctpubors,
B I'VIaBe 3 OIMCAHa ITPOBOJMMAasi HAME JIe/IyKTHUBHAs BepuUKAIUs PeaTn3alini XIM-(OyHKITNNT
«CTpubory», B 3aKJIIOYEHUN NPUBEJEH CIUCOK HAIINX Pe3yJIbTaTOB M OINUCAHBI HAIIM IIJIAHBI
Ha Oymymee, B [Ipuioxkenun A npuBejieHa peiHA3HAYEHHAS JIJIsT YIIPOIIEHUS JJOKA3ATE/TbCTBA

KoppekTHocTH peanuzanun XLPS jemMa n cxema ee jjoKa3are/ibCTBa.

Biaromapuoctu  ABTOpBI cTaThU BRIpaXKatoT O1arogapHocTh ['pymmme Acrpa, a TakyKe JIMTHO
Tumodero FOpresnay Yepranosy, 3a 3ammyck npoekta «DopmasbHas BepuduKalus peasn3aiun
xam-yarmun «Crpubors ¢ «'pytmoit Actpas». Takzke aBTOpPBI CTAThH BBIPAXKAIOT OJ1aroap-
HOCTL opranuzaropaM BoJibiioit Maremarudeckoit Macrepckoit 2025 roja 3a opraHusaruio u

TIOJIJIEPZKKY ITPOEKTA.

2. OcHoBBI geayKTnBHOII Bepudukaiuu B cucteMe VST m OCHOBBI

pabotbl x3mur-pyHkuu «Ctpudor»
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B nmannom pasgesie TpUBOIUTCA ONUCAHNE UCHOJIB3YEMbIX HaMU (DYHKITU, METOJIOB U WH-
CTPpYMEHTaPUsI, & UMEHHO PACCMOTPEHBI IPUMEHAEMbIIT HAMU METO/T JIeJyKTUBHON BepuduKaum
[IporpaMM, IpUMeHsieMasi HaMu cucteMa JeyKTuBHoi Bepudukaruun VST u Bepudunmpyemast

HaMmu X31-pyHKIa «CTpudors.

2.1. [enyktuBHas BepuduKaIus IIporpaMm

B 1969 roxy Y. Xoap BBes crocob 3a/aHus aKCHOMaTUIeCKONH CeMAaHTUKHU, CTABIIHA OCHO-
BOII MeTo/1a JIelyKTUBHOI Bepudukarmu rnporpamM. [lojixon Xoapa 3akaiodaeTcd B TOM, YTOOBI
MIPEJICTABIATh TEKCT IPOIPAMMBbI KaK 0cOO0e OTHOIIEHNE MeXKJIy yTBep:KJeHnsiMiu. BazoBbiMn
bopMysiaMu B paccMaTpuBaeMoM MojxoJie sipJistiorest Tpoitku Xoapa { P} S {Q}, rue P — npeji-
yesoBue (ormueckas dhopmyna), S — mporpamma, () — mocTycaoBue (Jorudeckast GopmyIia).
Hacruunast koppekTHOCcTh Tpoiiku Xoapa {P} S {Q} osmagaer, uro "ecau npemyciosue P
HNCTUHHO IIepeJl UCIIOJHEHNEM (DparMenTa MporpaMMbl S, U, eCJIM UCIOJHEeHne S 3aBepIIUIOCh,
Torja mocryciaopue () BhINOJHsETCs 1ocje ero 3apepiienus". [IpaBuia BbIBoga 3a1ai0Tcs B

BHUJIE

Y1, Un
¥

rje Y1,...,10, — HOCBUIKK TIpaBIIa BbBOjA (HaOOp Tpoek Xoapa ¥ JIOTHIecKuX (hOpMyJI) U —
3aKJIIOUeHne IpaBuia BbiBojia (Tpoiika Xoapa). /laHHas HOTalus 03HAYAET, YTO ¢ BBIBOJIUMO
npu runorese Y,...,1,. CeMaHTHKa IIPOCTHIX OIIEPATOPOB (HAIIPUMED, IPIUCBANBAHUS ) 3a,/1a€TCH,
KaK [PaBIJIO, C TIOMOIIBI0 Habopa aKCHOM, a JIF0OOro CJI0KHOIO onepaTtopa (HampuMep, ornepa-
TOpa MOCJIeI0BATEIHHOIO UCIIOJIHEHNsI) — € MOMOIIBIO paBuia BbiBoja. Jlormueckas cucrema,
cojiepzKaIast akCHOMBI U ITPaBUJIa BHIBOJ/IA JIJIsT BCEX CUHTAKCUIECKIX (DOPM SI3BIKA IMPOTI'PAMMIU-
poBaHUsl, HA3BIBAETCA JIOTUKON Xoapa WU aKCUOMATUIECKON CEMaHTUKON S3bIKA.

['enepaTop ycaoBuUit KODPEKTHOCTH OCYIIECTBJ/ISIET BBIBOJI B ABTOMATUYECKOM PEKHUME I10 aK-
CHOMATHYECKON CEMaHTUKE M CBOJUT YaCTHYHYIO KOppeKTHOCTh Tpoiiku Xoapa {P} S {Q}
MCTUHHOCTU HEKOTOPOT'O YNCJIa JIEMM, Ha3bIBAEMBIX YCJIOBUSMU KOPPEKTHOCTH, B IIPEIMETHOI
obnactu. JIokazyeMocTu 9THX JIEMM JIOCTATOYHO JIJIsl YACTUIHONW KOPPEKTHOCTU UCXOJIHOM aHHO-
THUPOBAHHOW TIporpaMMbl. Peasim3anueii reHepaTopa yCJIOBUI KOPPEKTHOCTH SIBJSIETCH CUCTEMA
JIeJIyKTUBHOI Bepudukaiuu. B HaeM 1poekTe B Ka9eCcTBe CUCTEMbI JIeIYKTUBHON BepuduKa-

i ucnosb3yerca VST.
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2.2. Cucrema neayKtuBHOI Bepudukamum VST

Paccmorpum cxemy neaykTuBHON Bepudukanun mporpamMm B cucteme VST, m300parkeHHY O

Ha PUCYHKe 2.

TOCT (cneumtmkaLns
Ha ECTECTESHHOM e kop Ha Co
A3bIKE) ‘

DYHEUMOHANEHAR DopMyTHpyeM Abstract Syntax Tree
- P “sn e
[oKa3aTensCTB0 ECNIOMOTATENEHEX YTEEDHISHHI
T em -
streebog_generic.c

streebog_generic.v CeCoq
{Pre} Func {Posf} _streebog_xor static void streebog_xor;
static void streebog_xIps;

f_streebog_xlps

f streebog_round static void streebog_round;

[oKazaTensCTED

Puc. 2. Cxema meaykTuBHOM Bepuduranuu nporpaMm B cucreme VST

Paccemorpum sranbsr Bepudukarmn nporpamm B cucreme VST B cOOTBETCTBUN ¢ JAHHOM CXEMOIA:

. 3ajanue creruduKanuu nporpaMMbsl B opMmasibHOM BHjie Ha s3bike (Gallina, BxojHOM

sI3BIKE CHUCTEMBI JIoKazaTe/bcTBa Rocq. B ciaydae Harero npoekta (yHKITMOHAJIBHOM Clie-
mndukanueii spiasercs 'OCT P 34.11-2012, To ecth cuerudukalims 3a1aHa Ha eCTECTBEH-
HOM #3bIKe, U Ha JAHHOM 3Talle mpoucxoaut 3ajanue crapgapra 'OCT P 34.11-2012 B

cucreMe JoKa3aTeJIbCTBa Rocq.

. 3aganne jyig BepudunupyeMbix QyHKIUH npeaycaoBuii n nocrycaouit. [Ipu stom s

zanucu (opMyJI, BBIPAXKAIONINX ITPEIYC/IOBUAE U MTOCTYCJIOBUE, AKTUBHO UCIOJIL3YIOTCS 3a-
JlaHHBIE paHee olpejie/ieHns n3 PYHKIIMOHAIBHON crienuduKaImm, a Tak:Ke UMeHa, Iepe-

MeHHBIX n3 C-IporpaMMBbl.

. Tpancisnus C-iporpaMMbl ¢ TIOMOIBI0 yTunThl clightgen B abcTpakTHOE CHHTAKCHIE-

ckoe jepeso (AST) B cucreme Rocq.

. CBasbIBaHmUe MPEIYCAOBUN U MOCTYCJIOBUI ¢ mporpaMMoil. Takoe cBs3bIBAHUE MTPOUCXO-

JIUT C TOMOINBIO MOJK/I0YeHnsT Moyt ¢ AST-mpeacraBieHneM MporpaMMbl, a 3aTeM
3aJIaHUEM C ITOMOIIBIO CIEIUaJIbHON (pyHKIMoHAIbHOCTH VST JIeMMBI 0 KOPPEKTHOCTH

nporpaMmMbl OTHOCHUTEJ/ILHO IIPEAYCJIOBUA U ITIOCTYCJIOBUAI.

. BaﬂaHI/Ie JOIIOJIHUTECJIBHBIX JIEMM JIJIgd YIIPDOIIIEHUA JOKa3aTe/JIbCTBa KOPPEKTHOCTU IIPO-

rpaMMBbl U UX JIOKA3aTe/ILCTBO. Takue JeMMbl BMecTe ¢ (DyHKIIMOHAIBLHON crieruduKalmei

GOPMHUPYIOT TEOPUIO MPEJIMETHOM 00JIACTH.



System Informatics (Cucremuas nadopmaruka), No. 28 (2025) 33

6. /lokazaTebcTBO KOPPEKTHOCTH MTPOIPAMMBbI OTHOCUTEIHHO TIPEJTYCJIOBUS M ITOCTYCJIOBUSI.
Takoe 10Ka3aTEILCTBO MPOUCXOJIUT C TOMOIIBIO TPSAMOTO MPOCTEXKUBAHUS TPOrPAMMBI
1 JIOKa3aTeJbCTBa MOJYyUYeHHbIX YCJIOBUN KOPPEKTHOCTH IIPSIMO B MOMEHT UX I'€HEpaluu
IIPU TIPSIMOM IPOCJIEKUBAHUK ITPOrpaMMbl. JIjist yIporenus JIoKka3aTe/bCTBa BO3HUKAIO-
IUX TAKUM 00pPAa30M YCJIOBHII KOPPEKTHOCTU TIOJIE3HO UCIIOJIb30BATH JIEMMbI M3 TEOPUH
npeaMeTHoit obtacTu. Ecu npu TakoM IIPsSIMOM ITPOCJIE2KUBAHUHT YIA€TCA JTOUTH J10 KOHIIA
IPOTrpaMMbl U JIOKa3aTh IIPU 3TOM BCe YyCJIOBUS KOPPEKTHOCTHU, TO IIPOTIPaMMa KOPPEKTHA

OTHOCUTEJIbHO IIPpEeayC/IOBUA U IIOCTYCJIOBUA.

OTrmeTuM, YTO HEKOTOPbIE U3 JIAHHBIX ITAIIOB MOYKHO BBINOJHITH OJHOBPEMEHHO, HAIPUMED,
3aJlaHue crermpukannii mporpamMm B popMasibHOM Bujie u TpaHcanuio C-mporpavmvbr B AST-
peJjicTaBIeHNe, UK, HAIIPUMED, 33 IaHIe JIEMM JIJIS YIPOIIEHUs JI0Ka3aTeThCTBa KOPPEKTHOCTH
U CaMo JIOKa3aTeJbCTBO KOPPEKTHOCTH. B HaleM mpoekTe jaHHas CXeMa IPUMEHSeTCH I

JIe/lyKTUBHOU Bepudukarmu peaausanuu x3m-dyukiun «Crpudors u3 sjapa Linux.

2.3. Xam-dbyukmnsa «Crpubdor»

Paccmorpum cxemy pabotsl xam-gyarmun « CTprOors, n300pakeHHy0 Ha PUCYHKE 3.

g
| |
CoobuweHune
512-6uTtoBbiH | 512-6uTOBLIN || 512-6UTOBLIN 512-6uTOBbIN L
610K 610K 610K 610K
P
. S
g b= ¢ = ¢ .. =] ¢ 512-6utosBbii
Xaw
+ Xor
|
|
[ ™Y

Puc. 3. Cxema paborsr xsur-dysknun «Ctpubors

Jlanaasi X311-QyHKIMA TPUHAMAET Ha BXOJl MHANHAJM3Upyomuil BekTop IV, a Tak:ke coob-
IeHne, I KOTOPOTro HY>KHO CIeHepHpOBaTh X3II. B KadecTBe MHUIUAIU3UPYIONIETO0 BEKTOPA
B BepudummpyeMoM HaMmu ciaydae H12-omropoit xam-dyakimn «CTpubory ucrnoab3yercss H12-

ouTOBBIH HyJ1eBO# BekTOp. Co0bIeHne pasiessercsa Ha JacTh, KaxK1as JauHoi 512 6ur, a ecom
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JIJINHA, COODIIeHnsT B OuTax He KpaTHa H12, TO moC/eIHssI 9acTh JOIOIHAeTCsS 10 H12-61uToBOro
BEKTOPa HYJISIMU U OJHOI eJIMHUTIEH TIepe mocae el yacTbio. TakuM 06pa3oM oIy daeTcs Ha-
60p 512-6uTOBBIX BEKTOPOB. X3MI-pyHKINsA «CTprOOrs BBIOJJIHIET UTEPAINN HAJT JTaHHBIM Ha-
OOpPOM BEKTOPOB, IPUMEHsIS Ha KaxKJI0il nrepanun (pyHKIUIO C2KaTudA g K TeKyIrei H12-6uTtoBoii
JaCTU COODINEHUS U K Pe3yJIbTaTy Ipeablayiieil nrepannn. OyHKINs C:KaThUsi OCHOBaHa Ha IIpe-
obpazoBannu XLPS, onrako peamusarius JaHHOTO Mpeodpa3oBaHust B gjpe Linux 3HAYUTETHHO
ormmgaercs ot omucanus w3 ['OCT P 34.11-2012 Tem, 9TO BMeCTO ONMCAHHBIX B CTAHIAPTE
npeobpaszoBanuil (yimHeitnoe npeobpasoanue L, nojcranoska P u nesmneiinoe npeobpasoBanue
S) B paccMaTpuBaeMoii peajm3aliu UCIOJIb3yeTcs IpeobpasoBaHie CO CHEeNNnaTbHOM MaTPUIIEi.
Ha mrepBoit nurepanuu B KagecTBe pe3y/abTraTa MpPe/IbLIyIeil HTepaIuu UCIIOIb3YeT s WHUITUA T~

3UPYIONINiT BeKTOP. Pe3yibraroM mocje et urepalun sBIgeTcs X1 BCEro COODINEHUA.

3. HenyktuBHas BepuduKanms peaan3anun X311-(yHKITAN

«Ctpubor»

B nmammoit riaBe MBI IIpe3eHTyeM TaKue Pe3yJIbTaThl Halllelt pabOThI, KaK (hOpMaIu3aIlnio
I'OCT P 34.11-2012 B cucreme Rocq, 3amanme st 6a30BbIX (DYHKIUH M3 peaM3aIil XIIIl-
dyuxnuu «Crpubors u3 syupa Linux npejyc/ioBuii u MOCTYCJIOBUIA, JIOKA3aTEIHCTBO KOPPEKT-
HOCTH OCYTIECTBJISIONIeH xor Ha 1 512-06utoBbiMu BekTOpamu ¢dyuknun "streebog  xor", pacrm-
peH#e TEeOPUHU MPEIMETHON 06JIACTH JIeMMaMi 00 HCIIOJIb3YEMbIX B PACCMATPUBAEMOI peaJiu-
3allUi CTPYKTYpaX JAHHBIX U 3aJlaHue (PYHKIMOHAJLHON crienuduKalum OnTHMI3HPOBAHHON

peauzanyu mpeodbpazoBanus XLPS n3 sapa Linux.

3.1. Popmasmzanus 'OCT P 34.11-2012 B cucreMe MHTEPAKTUBHOI'O

AJOoKa3aTeJIbCTBa TeopeM Ro Ccq

Tax kak 'OCT P 34.11-2012 3aja0 B aJI'OPUTMUYECKOM CTUJIE, TO (POPMATMIAIUST CTAH-
Jnapra B cucteMe Rocq npejicrasiisger coboil KOJMpoBaHue aJrOpUTMOB U3 CTaHIapTa Ha, A3bIKe
Gallina. B pesynbrare nosyuanicsa daitn "functional spec.v", obmiemocTynHbiil B perosuropun
Hamero npoekta [55]. Ormerum, aro npu 3aganun aaropuryos u3 ['OCT P 34.11-2012 mbr
IBITAJINCh TTPUJIEPIKUBATBCSI 0003HAYEHU W3 CTaHapTa, YTOObI Halla (hopMau3alud ObLia
MOHATHEE W JPYTUM UCCJIEI0OBATE/IAM, KOTOPbIe TOYXKE MOTYT HCIIOJIb30BaTh HAITy (hOopMaJIn3a-

M0 B KadecTBe crienudukanuu. TakxKke Ji/isi yIPOINEHU MOHUMaHUA Halleil hopMaIu3aiinm
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JAPYTUMHA HUCCJIe10BaTe/IAMNU Mbl II0-BO3MO2KHOCTHU CH&6,ZLI/IJII/I KO/ KOMMEHTapUuAMM.

I'OCT P 34.11-2012 ocHOBaH Ha HMCIIOJL30BAHUM TAKUX THUIIOB JAHHBLIX, KaK H12-OMTOBLIE
BEKTOpa 1 pasduerue 512-6nTOBBIX BEKTOPOB 100aiiToBO (Ha 8-6nToBbIe dacTn). s 3aanms
TaKOI'0 TUIIA JIAHHBIX yJIOOHO UMETb TUII OUTOBOIO BEKTOPA IMapaMeTPUIECKO JITMHBI, KOTOPbIi
MOYKHO B HaIlleM CJIydae apaMeTpu30BaTh IyiuHoMi 512, n qymHoi 8. Takoit moixo1 6071ee rnboK,
JeM IOJIXO/I U3 U3BECTHOI paboThl 1o dpopMasbHoil Bepudukamun SHA-256, roe misa mpeacras-
Jlenus 256-OMTOBBIX BEKTOPOB HE UCIIOIH30BAIUCH MTOCTEIOBATEILHOCTH OUT, & UCIIOJIb30BaJICS
crucok OaiToB. MbI TOXKe MCIIOJIb3yeM CIUCKU OAfTOB Jijisd XpaHeHus: pa3ouenns H512-OMTOBBIX
BEKTOPOB 1100afiTOBO, OJTHAKO MbI KPOME TOI'0 HCIIOJIb3YeM THII JIAHHBIX JIJIs ITPEJICTaBICHUS

512-0UTOBBIX BEKTOPOB B BHJIE IIOCJIEI0BATEILHOCTI OUT.

B kadecTBe THIA JTAHHBIX JJI [IPEJICTABIEHUS TOCIEI0BATEIHLHOCTH OUT MapaMeTpUIecKOonl
JUIMHBI MBI UCIIOJI30BaJIM THUIl JAHHBIX int u3 oubanorexku compcert.lib.Integers. Jlanubrii Tut
IIpeJICTaB/ISgET COOOI T0C/IeI0BATEILHOCTh OUT MapaMeTpudecKoil jaauubl. g mamHoro Tumna
y2Ke TpeJiolpe/iesienbl mapaMerpusaiun 1o e 8 (tun Byte), mo qymue 32 (tum Int) u mo
e 64 (tun Int64). Tun Byte npurouiicst HaM Jijisi XpaHeHHsI B BUJIE CIIUCKa OaliToB pa3ou-
enne H12-6UTOBBIX BEKTOPOB Ha 8-6uToBbIe YacTu. /s npejicrapienus 512-0NTOBBIX BEKTOPOB
MBI ITapaMeTPU30BaIN TUII int AmuHOM 512 1 387811 1719 TAKOTO THIIA B COOTBETCTBUU CO CTAH-

JnaproM HaszBaHus blockb512 u Vech12.

Tax kak ucnosibzyembie B 'OCT P 34.11-2012 npeobpazoBanust TpeOyIOT KOHBEPTAIIUU U3
512-6uToBbIX OJIOKOB B CIIMCOK OaiiT 1 0OpaTHO, TO MBI 33,1a/11 (PYHKIIUK JIJIT TAKUX IIPeodpa3o-
BaHUil, KoTopble Ha3BaHbl block512 to bytes um bytes to block512 coorBercrBenHO. BMecTe
C JIPYT'MMU BCIIOMOTATEIbHBIMU (DYHKITUSAMU JIJIs JAHHBIX TUIIOB MBI CJeJIaIi BasKHbIe Iaru Ha
NyTH K 3aJ[@aHUU Teopur Jjist H12-OMTOBBIX BEKTOPOB M MX Pa30OMEHUil Ha YacTH, KOTOpas MO-
JKeT OBITh UCIO/Ib30BaHa JIid (DOPMaAIbLHON BepruUKaImym Takux (PyHKIH, T/1e TPUMEHSAIOTCS
512-6uToBBIE BEKTOPA.

UcnonwzoBanue 6ubsmorekun compcert.lib.Integers mozsosmio HaM UCIOIB30BATH BCTPOEH-
Hble (DYHKITUU HaJT MAIIMHHBIME TIPEJICTABICHUSIMI TEebIX qucel. OTMeTnM, 9TO HaM He IpH-
IIJIOCH 3a/[aBUTh WI'PAIOIIYI0 BaXKHYIO pOJib B IpeobpaszoBannn XLPS dyrkiuio xor mrsa 512-
OUTOBBIX BEKTOPOB, TaK KaK IOCJIE TTapaMeTpPU3allnyd TUIA int Mbl ABTOMATUYECKH IOJIYYMIN

dyukmnuio Vechl2.xor s orepaliiyu NCKJIIOYAIoNero i HaJl H12-0MTOBBIMEA BEKTOPaMMU.

C moMoIIpIo 33 TaHHBIX HAMU THUIIOB JaHHBIX MbI orpeennan ajaroputmbl u3 'OCT P 34.11-

2012 B Buje ynknumii Ha a3bike Gallina. [yrsg 6a30BbIX aJIrOPUTMOB, BBITOJHSIONINX ITpeodpa-
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zoBanue LPS, mbl 3aamn dyuknun ¢ umenamu 1, p u s coorBercTBerHo. st Bcero mpeobpa-
soBanus LPSX wmbr 3agamm dynkimio LPSX kak kommosunuio dyukiuii 1, p, s u Vechb12.xor.
WcnonszoBanne dhyukims LPSX mozsomio Ham onpeienTsb (hyHKIUIO CKATUS & IO/, HA3BAHM-
eM g N. lreparusnoe ucnosaerue xam-GyHKimn « CTpudors, rje mpuMeHsieTcs olpeieieHHas
namu yakiusa ckatust g N, peanm3oBana B yHKIun stage2.

OT1HebHO OTMETHM BOIIPOC 0Bepus K 3agannoi Hamu (popmaausamnuu ['OCT P 34.11-2012.
K coxaJsiennio, moka 9To HET WHJIYCTPHAJBLHO IMPUMEHUMBIX METOJI0B (popMaJjibHOI BepuduKa-
[N COOTBETCTBUSI TEKCTa Ha €CTECTBEHHOM #A3bIKE M KOJa B CHCTeMe MHTEPAKTHUBHOIO JIOKAa-
3aTe/IbCTBa. B craHgapre MpeJiaraloTcsi TeCThI, MOITOMY MBI IIPOBE/IN TECTUPOBAHUE HAIIe
dopmauzauu, peajsn3oBas MPUMEHEHNE BCeX TeCTOB U3 CTaHIapTa B (aiiie
"functional spec test.v", gocrynHOM B pemosuropuu Hariero mnpoekta [55]. Ormerum, [uro
B CTaHJApTe IIPeJjIaraloTcs TeCThl He TOJBKO JJjIs 3allyCKa BCeil peau3aluu X3M-(OyHKIINNT
«Crpubory, HO U TO-OTIETBHOCTH I 0A30BBIX Mpeobpazoanuii. Bee npeamoxenasie 8 'OCT
P 34.11-2012 Tectbl ObLIM yCHENTHO NPOMIeHbl Halllell opMau3aliieil cranjiapra Ha s3bIKe
Gallina. Sazannas HamMu (QyHKIMOHAJIbHAS CHeIU(UKAIds [IpeIHa3HATYeHa JIJIsT UCIIOJIb30Ba-
HUsI B IIPEJIYCJIOBUSIX U TIOCTYCJIOBUAX peamn3aruii xam-pyakinun « CTpudory, 9Todbl 10Ka3aTh

9KBHUBAJECHTHOCTDH TAKUX peasu3aruili Hameil pyHKIIMOHATILHONW CIeNn(OUKAIIIH.

3.2. 3amaHue mpemxycJIOBHUiT M MOCTYCJI0BUI 6a30BbIX DYyHKINIT 13

peasmm3arumn x311-pysknun «Ctpudors us3 aiapa Linux

B nepByio odepesib BaxKHO BepudpUIIPOBATH Oa30Bble (PYHKITUU PeATU3aIluNd XIII-(PyHKITH

«Crpubor» u3 gapa Linux, mosroMmy MbI 3aa/1n cruennUuKAIIT [ CJIeAYIOMmUX (yHKIIIL:

e "streebog xor" — dbyHKIMA, OCYIIECTBIISIONIAs OMepaInio Xor HaJl 512-6UTOBBIMEI BEKTO-
pamu, IpeJicTaB/JIeHHbIMU B BUjie 8-Mu 64-6uToBbix dacreit. [IpeycioBue u nocryciosue
JlaHHO# (DyHKIIMM OIpejie/ieHbl B KOHCTPYKIMK streebog  xor spec B daiie
"spec_streebog xor.v", mocrymHOM B pernosuropuu Hatiero mnpoekrta [55]. B mocryciio-
BUH JIAHHOM (DYHKITUU MBI 33IaJ/IA €€ SKBUBAJCHTHOCTH (DyHKIUNU VecdH12.xor u3 PpyHKIH-
OHAJILHOM CITeIuUKAIIN.

e "streebog init" — dyHKIM, OCyIIECTBIMIONAT UHAUATU3AINIO0 HAYAILHOTO BEKTOPA.
[IperyciioBue u mnoctycyioBue gaHHOM (DYHKIUK OIIPEJIE/IEHBI B KOHCTPYKITUT
streebog _init _spec B (daite "spec_streebog init.v", jocTynHOM B perno3uTopun HAIIEro

npoekTta [55]. B mocrycioBun panHol (DyHKIME MbI 33171, 9TO B pe3yJibTaTe JOJIKeH
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HOJIYUNThHCA MHUIUAIU3UPYIOMi BekTop. Takyke B Ie/dx JajbHeillneil BepuduKaim
JIaHHOW (DYHKITUU MbI 33/Ia/1M B KOHCTPYKIINN memset Spec IPeIyCcjoBHe U MOCTYCIOBUE
MIPUMEHSIEMOI B JIaHHOW (PYHKIINK cTaHIapTHOH yHKImE memset. OT™MeTnM, 910 3318~
Hue creruduKanuii s pyHKuil crangapTaoit oubanorekn s3bika C siBIgeTCS BayKHOMN
3aaa4eit.

e "streebog addb512" — dyuknus, ocyrmecTsIsionias mpudasaeHune H12-6MToBOr0 BEKTOPA.
[IpeycioBre u moctycyioBre AaHHOM (DYHKIMK OIIPEIe/IEHbI B KOHCTPYKITUH
streebog add512 _spec B daiisie "spec streebog add512.v", mocTynHom B pero3uropun
Hamero npoekrta [55|. B mocrycimoBunm gannOil (DYHKIMH MBI 3aJaJid, 9TO DPE3yJIbTATe
JIOJIZKHA TIOJIYIUTHCA CyMMa BEKTOPOB.

e "streebog xlps" — dyuKImMsa, ocymecTBisgomas npeobpasopanne XLPS. IpemayciioBue u
[IOCTYCJIOBHE JIAHHOM (DYHKITHH OIIPe/IeIeHbl B KOHCTPYKINH streebog  xlps spec B (aiisre
"spec_streebog xlps.v", mocrymHOM B penosuTopun Harrero mpoekrta [55]. B mocrycito-
BHUH JIAHHON (PYHKITMU MBI 33/IaJ11 €€ SKBUBAJIEHTHOCTb (DYHKINU IpsX n3 pyHKIIMOHAb-

HO#I crienuuKaIum.

ITocue 3a/JJaHnd Hpe,ﬂyCHOBI/Iﬁ n HOCTyCJIOBI/Iﬁ CTaJI0 BOBMO2KHbBIM /I0Ka3aTE€/IbCTBO KOPPEKTHOCTU

dyHKITHI.

3.3. HokazarenbcTBO KOppeKTHOcTU (pynkmun "streebog xor",

OCYIIECTBJIAIONIE xor Haa 512-0MTOBBIMU BEKTOpPAMU

Hamu 6n11a tetyktuBHO Bepudunnposana ¢yukmnus "streebog  xor" ocyrmecrsisiomneit xor
Ha 1 512-6uToBbIMI BeKTOpamu. MbI 3a/1a/11 KOPPEKTHOCTD JTAHHON (DYHKIIUU OTHOCUTETHLHO ee
[peJIyCJIOBUs U TOCTYyC/IoBUs B jlemMe body streebog  xor u jgokazanu jJannyto jgemmy. Jlemma
body streebog xor m ee jokazaresbcTBO npuBesieHbl B (haitine "spec streebog xor.v", mo-
CTYITHOM B DEIO3UTOPUE HAIIEro mpoekTa [55].

B nokazarenbcrse jiemmbl body streebog  xor 24 pasa npumensierca taktuka forward, aro
[IO3BOJISET OCYIIECTBUTH IPSMOE MPOCTEKUBaHUE O BceM 24 WHCTPYKIUSIM JAHHOW (QyHK-
U, BHOCS (DAKTBI O CTPYKType IporpaMMmbl B mpejycioBue. OTMETHM, 9TO JIAHHBIH IIPO-
IIECC JIOKA3aTeIbCTBO MOXKHO PACCMaTPUBATh, KAK JTOKA3aTE/IbCTBO SKBUBAJIEHTHOCTH (DyHKINN
"streebog xor" m dbyuknum Vec512.xor uz dyukimonaaphoit creruduranun. Ho crpykrypa
dyukiwmit "streebog  xor" m dynxnun VecH512.X0r cyImecTBeHHO PA3IMIaeTCs, 9TO IIPUBOJIUT K

CJIO?KHOCTH TAKOTO JioKazaTeabcTBa. PyHkIima VecH12.xor ocyIiecTBageT XOr HaJl PeICTaB/Ie-
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HUSIMA BEKTOPOB B BHJIE IIOCJIEIOBATEILHOCTH OUT, Torma Kak ¢yHknus "streebog xor" mis
9P HEKTUBHOCTU UCIIOJTHEHUST OCYIIECTBIAET XOT HaJ IIPEICTABICHUSIMI BEKTOPOB B BHUJIE 8-MU
64-0uTOBBIX YacTeil. DTU Pa3IUUINs OTPAYKAIOTCST BO BHECEHHBIX B IPEIYCIOBHE B XOJE TPsi-
MOT'O ITPOC/IEKUBaHUSA (PaKTOB O IporpamMMe. B KoHIle goKa3aTebeTBa Jjisd BbIBOJIA TOI'O, 9TO
U3 HAKOIJIEHHOI'O IIPEJIyCJIOBUs CJIeJlyeT IOCTYCIOBHe, IIPUMEHsIeTcs TaKTHKa entailer!, Ho 1e-
pes 9TUM JijIsl YIIPOINEHUsl BBIBOJA HY:KHO C(OPMYJIUPOBATH U IPUMEHUTH JIEMMbI O CBSA3H
orepal xXor HaJl 64-OMTOBBIMU BEKTOPAMHU M OIEPAIMKA XOT HaJI MOC/IEI0BATEILHOCTAMU OU-
ToB. [Ij151 9TOr0 moTpedboBaIoCh pacImpsaTh TEOPUIO IIPEJIMETHON 001aCTH JIeMMaMU 00 UCIIOJIhb-
3yeMbIX B IPOTpaMMe CTPYKTypaxX JaHHBIX (JIEMMbI XOI Trepr comm, Xor unsigned comm,

Z to_ chunks xor) u OpUMeHSTH 3TU JIEMMBbI.

3.4. 3ajgaHue JiIeMM O CBOMCTBaX CTPYKTYP JAaHHBIX, UCIIOJIb3yeMbIX B

peam3anun x31m-gyHkin «Crpubdor» un3 sapa Linux

s mokasaresbcTBa KOppeKTHOCTH QyHKINs "streebog  xor" Mbl pacHimpuim Teopuro
[PeIMETHON 00JIaCTH JIeMMAMK O CBOHCTBAX CTPYKTYD JIAHHBIX, IPUMEHIEMBIX B Peasn3allun
xonr-pyaknun «Ctpubdory u3 siapa Linux. J/lanHBIE JIeMMBI JOCTYIIHBI B HAIEM PEIO3UTOPUH
[55] B daitne "specstreebog  xor.v", Ho Tak Kak cBoiicTBa 64-GUTOBBIX BEKTOPOB MOI'YT TIPUTO-
JINTHCST IPU BEPUMDUKAINY 1 JIPYTUX peanu3aruii Xa-GyHkimn « CTprubors, To Mbl IJIAHUDYEM
[IEPEHEeCTH ITH JIeMMbI B (ails ¢ pyHKImonaabHoil crierndukarmeit "functional spec.v", arobsr
chopMUPOBATH TEOPUIO IIPEJIMETHON 00J1acT B OJHOM haiie.

Jlemmbr XOr repr comm, xor unsigned comm u Z to chunks xor nmpumensiorcs nero-
CPeJICTBEHHO B JI0Ka3aTe/IbcTBe KoppekTHocT hyHKIimn "streebog  xor". Jlanubie jjeMMbI o111~
CBIBAIOT CBSI3b MEXKJIy OIle€palireil XOr HaJl MOC/Ie0BaTeIbHOCTSIMI OUTOB U OllepaIiueil Xor Ha/l
OUTOBBLIMU BEKTOPAMU OIPEJICICHHON UINHBI. B KadecTBe orepannn Xor HaJl IOC/IeI0BATETbHO-
cTMu OUTOB UMeEeTCsi B BUJLY ollepalius Z.1Xor, orpejiesieHHasi HaJ[ TUIIOM Z, TIPEJICTABJISIONTIM
1IEJI0€ YUCJIO B JIBOUYHOM IIPEJICTAB/IEHUN C HOMOIILIO O€33HAKOBON WJIM CO 3HAKOM IOCJIE/I0-
BaTe/IbHOCTH OUTOB Jit000H JnHbL. OTMETHM, YTO JJId JIOKA3aTeIbCTBA JTAHHBIX JIEMM OBLIN
BBEJICHBI JIPYTUE JIEMMBbI, KOTOPBIE C OJIHO¥ CTOPOHBI MOT'YT PACCMATPUBATHCS KAaK BCIIOMOTa-
TeJIbHbIE, HO C JIPYrOii CTOPOHBI TOXKE OIHUCHIBAIOT BayKHBbIE CBOWCTBA O CBSI3dAX JIBYX BHUJIOB
oriepaIuu Xor.

JlemMma xor _repr comm ONUCHIBAET, YTO IIPUMEHEHNE Olepalun Xor HaJl 64-0MTOBBIMU BeK-

TOpaM¥ K pe3yJibTaTaM NpuBejieHns K 64-OMTHOMY BEKTOPY JBYX IIOCJIEI0BATETbHOCTEN OUT K-
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BUBaJIEHTHO IIPUBEJICHUIO K THUILY 64-6uTOBOrO BEKTOpa pe3yJ/ibTaTa IPUMEHCHNA Z.lxor K 3TNM

I10CJIeJ0BaTEC/IbHOCTAMMI OunT. HpI/IBG,Z[eM JIEMMY XOr _Tepr comim Mu ee J0Ka3aTe/IbCTBO:!

Lemma xor_repr_comm : forall x y,
Int64.xor (Int64.repr x) (Int64.repr y) = Int64.repr (Z.lxor x y).
Proof.
intros x y.
specialize (Int64.same_bits_eq (Int64.xor (Int64.repr x) (Int64.repr y))
(Int64.repr (Z.lxor x y))) as H; lapply H; clear H.
- intros T; exact T.
- intros i R. rewrite Int64.bits_xor.
-- rewrite 3!Int64.testbit_repr.
--- rewrite <- Z.lxor_spec.
reflexivity.
--- exact R.
--- exact R.
--- exact R.
-- exact R.

Qed.

JlokazaTeabCTBO JAHHOI JIEeMMBI OCHOBAHO Ha IpUMeHeHNN JieMM Int64.same bits eq m
Int64.testbit _repr uz 6mbamorexku compcert.lib.Integers. Jlemma Int64.same bits eq mas 64-
OUTOBBIX BEKTOPOB YTBEPKIAET, UTO €CJIN BCe OUTHI JIAHHBIX BEKTOPOB PAaBHBI, TO U CAME BEK-
Topa paBHbl. Jlemma Int64.testbit repr yTBepxKgaer, 94To ecyim MHIEKC OUTa HAXOJIUTCH B JIHA-
nazone oT 0 710 JUIMHBI MAITUHHOTO cJioBa n3 64 OUT, TO OUT ¢ TAKUM MHJIEKCOM OT Pe3yJbTaTa
npuBejienus: K 64-0MTOBOMY BEKTODPY PaBeH OUTY C TeM 2Ke MHJEKCOM OT II0CJIeI0BaTe/IbHOCTU
out. OT™MeTuM, ITO OIPEJIE/IEHUIX STUX JIBYX JIEMM OCHOBaHBI Ha onepanun Z.testbit, koropas
IpUHUMAET Ha BXOJ| [OCJIEI0BATEIbHOCTh OUT (MMeeT TN Z) W UHJEKC OuTa W BO3Bpalaer
3HaveHne OUTa Kak OyJIeBO 3HAYEHUe.

JlemMma xor unsigned comm ONKUCBIBAET, YTO PE3YJILTAT IPUMEHEHUs Z.1X0or K 6€33HAKOBBIM
IpUBEJIEHNSAM K 512-OMTOBBIM BEKTOpaM JIBYX IIOCJIEI0BATE]bHOCTENl OUT PaBeH DPe3yIbTaTy
0e33HAKOBOrO TpUBEJeHUS K 512-OMTOBOMY BEKTOPY pe3yJjbTara HpuMeHeHus Z.lxor K 3Tum

rocJie/oBaTesbHOCTAM OUT. IIpnBenem memmMy xor unsigned comm u ee J10Ka3aTesbCTBO:

Lemma xor_unsigned_comm : forall x y,
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Z.1lxor (Vecb512.unsigned x) (Vec512.unsigned y) =
Vecb12.unsigned (Vec512.xor x y).
Proof.
intros [x Hx] [y Hyl. simpl.
rewrite Vecbl12.Z_mod_modulus_eq.
unfold Vec512.modulus in *.
rewrite two_power_nat_equiv in *.
rewrite Zlxor_mod_pow2 by easy.
now rewrite 2!Zmod_small by lia.

Qed.

Jloka3aTebCTBO JIAHHOM JIEMMbl OCHOBAHO Ha IIPUMEHEHUU 3aJ[aHHOM HAMHU BCIIOMOT'aTeIbHOI
JeMMbl Zlxor mod pow?2. /lannas jilemMMa yTBEpKIAeT, 4TO Pe3y/abTaT MpuUMeHeHus Z.lxor K
JIBYM apryMeHTaM, B3dThII 0 MOJYJIIO CTEIeHN TBOWKH, PABEH Pe3yJIbTaTy MpuMeHeHusd Z.lxor
K TeM 2Ke apryMeHTaM, HO B3dTBIM II0 MOJYJIIO TOH Ke caMmoil crernenmu JBoiiku. [Ipusesem

BCIIOMOTATEIbHYIO jieMMy Zlxor mod pow2 u ee J0Ka3aTEIbCTBO:

Lemma Zlxor_mod_pow2 : forall x y n, 0 <= n ->

(Z.1xor x y) mod 2 ~ n = Z.1lxor (x mod 2 ~ n) (y mod 2 ~ n).
Proof.

intros x y n Hn. apply Z.bits_inj’. intros i Hi.

rewrite Z.lxor_spec. destruct (Z_lt_le_dec i n).

- rewrite 3!Z.mod_pow2_bits_low by assumption.

apply Z.lxor_spec.

- now rewrite 3!Z.mod_pow2_bits_high.
Qed.
JlokazaTebCTBO JJAHHON BCIIOMOTATETbHON JJeMMbI OCHOBAHO HA PACCMOTPEHUN JBYX CJIydIaeB:
cITydail I M IIIIX 110 OTHOIIEHNIO K CTEIeHN JBOWKN OUT ¥ CIIydail JJIs CTapIINX 110 OTHOIIIe-
HUIO K CTeleHu JBOMKN OuT. OTMEeTHM, YTO B JJAHHON BCIOMOTATENILHOIT JJeMMe hOpMYIupyeTcs
OTHOCHTEJIFHO 00ITee YTBEPZK IeHNEe, KOTOPOE MOXKET NMeTh OOIMUpPHBIE cephl IPUMEHEHNS 1PN
JIOKa3aTeJIbCTBE TEOPEM.

Jlemma Z to chunks xor ommchIBaeT, 9TO pe3y/IbTaT MONApHOro mpuMenenus Z.lxor x pe-
3yJbTaTaM pa30neHus TOCIe0BaATebHOCTel ONT Ha OJMHAKOBOE KOJIMYECTBO YacTell oJnHa-

KOBO# JIJIMHBI PaBeH pe3yJIbTaTy IOIMAapHOro pasOMeHusi Ha TO Ke KOJUYEeCTBO YacTeil TOoi ke
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JJIMHBI pe3yJibTaTa ITPUMEHCHNA Z.lxor K 3THM I10CJIE10BATE/IbHOCTAM OUT. HpI/IBG,ZLeM JIEMMY

7 _to_chunks xor u ee jj0Ka3aTe/ILCTBO:

Lemma Z_to_chunks_xor : forall nm x vy,
map (uncurry Z.lxor) (combine (Z_to_chunks m n x) (Z_to_chunks m n y)) =
Z_to_chunks m n (Z.lxor x y).
Proof.
induction n; intros m x y; simpl.
- reflexivity.
- now rewrite <- xor_LSB_comm, Z.shiftr_lxor, IHn.

Qed.

JlokazaTebCcTBO JIAHHON JIeMMbl OCHOBAHO Ha MCIIOJIb30BAHUU 3a/IaHHOM HAMHU BCIIOMOTaTE Ih-
Hoit iemMbl Xor _ LSB  com. /lannast BcriomorareibHas IeMMa yTBEPK/IAeT, 9TO PE3YIbTAT IIPH-
MeHeHHs Z.lXor K j HaMMEHBITUM 3HadaIuM OuTamM 0O00MX apryMEHTOB PaBEH j HAUMEHBIITAM
3HAYAIIM OUTaM OT pe3yJibTaTa IpuMeHeHud Z.Ixor K 3TuMm ke aprymenTam. [Ipusesem Bero-

Morareabuyio Jemmy xor  LSB  com u ee nokazarenbcrBo:

Lemma xor_LSB_comm : forall (j : mnat) (xy : Z),
Z.1lxor (LSB j x) (LSB j y) = LSB j (Z.lxor x y).
Proof.
intros j x y.
unfold LSB.
rewrite 3!Zbits.Z_mod_two_p_eq.
rewrite <- Z.bits_inj_iff.
unfold Z.eqf.
intros n.
rewrite Z.lxor_spec.
specialize (Z.1lt_ge_cases n (Z.of_nat j)) as [Hnltj | Hngej].
- rewrite two_power_nat_equiv.
rewrite 3!Z.mod_pow2_bits_low.
--- rewrite <- Z.lxor_spec.
reflexivity.
--- exact Hnltj.

--- exact Hnltj.
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--- exact Hnltj.
- rewrite 3!testbit_ge_k.

-- reflexivity.

-- apply Z.le_ge. exact Hngej.

-- apply Z.le_ge. exact Hngej.

-- apply Z.le_ge. exact Hngej.
Qed.
JlokazaTeabCTBO JAHHOI BCIOMOTATETbHON JIeMMBI OCHOBAHO HA PACCMOTDPEHUN CJIyYaeB JJIsd
ouT MJIaIIIe j-TOro U Jjid 6ut crapiie j-roro. OTMeTHM, YTO B JJAHHON BCIIOMOTATE/ILHON JIeMMe
TakzKe (GOPMYJIUPYETCS OTHOCUTETHLHO 00Iee YyTBEPXK/IEHIE, KOTOPOe MOXKET yYIPOCTUTDH JI0Ka-
3aTeIHCTBO MHOTUX TEOPEM.

Mper naHEpyeM TOMOTHSATh TEOPUIO IPEIMETHOM 00JIaCTH HOBBIMU JIEMMaMH, KOTOPBIE Oy-
JIyT YIPOINATh JOKA3aTeIHCTBO KOPPEKTHOCTN (DYHKIIWI W ONUCHIBATH HOBBIE CBOWCTBA THUIIOB
JIAHHBIX, MCIOJIb3yEeMbIX MpH peasjm3anun xX3m-dyukimun «Crpudors. B kadecTtBe nepBoote-
PEIHBIX 3a/Ia9d MbI IUIAHUPYEM J0Ka3aTh jJeMMy o ToM, aTo omucanras B 'OCT P 34.11-2012
koMTtIo3uIHs mpeobpasoBanmit LPSX sxBuBasieHTa IPUMEHSIEMOMY B PEATN3AINN XITMI-(DYHKITAN

«Ctpubors» mpeodpPaszoBaHUIO CO CIIENUATbHON MaTPHUIIEH.

3.5. DPyHKNuoHaJbHada clieludUKaIusd ONTUMAZUTPOBAHHOMN

peasm3anuu npeobpazoBanng XLPS n3 aapa Linux

Jls1 mokazaTenbcTBa KOPPEKTHOCTH b deKTnBHON peasnsanuu npeodpasoBannsa XLPS u3
siyipa Linux Mbl TIPEJIJIOXKUIIN UCTIOTB30BATH MTOIXO0/, COCTOAIINI U3 CJIEIYIONINX IIaroB:
1. Bajanne GyHKIMOHAIBHON CIEIU(PUKAINT ONTHMUI3MPOBAHHON peaju3aIiun 1peodpas3o-
Banus XLPS u3 sapa Linux.
2. 3ajanue JeMMbI 00 SKBUBAJIEHTHOCTH JIBYX (DYHKIMOHAIBHBIX crieniudukaruit XLPS: co-
OTBETCTBYIOIIEH CTAHIAPTY U COOTBETCTBYIOMNIEH 3((DEKTUBHON peam3aIlui.
3. [Ipumenenne Takoii jJeMMbI 00 SKBUBAJIEHTHOCTH JJI YIPOIIEHUS JOKA3aTeTbCTBA KO-
peKkTHOCTHU peau3aiuu npeodpaszosanus XLPS u3 gaapa Linux.
Takum 0O6pa3oM, B JJAHHOM IOJIXOJIE JIJIst YIIPOIIEHHs JTOKA3aTeTHCTBA KOPPEKTHOCTH ONTUMMU-
3UPOBAHHOI MMPOrpaMMbl BBOJIUTCS ITPOMEXKYTOUHBIN 3Tall B BUJE 33JaHud (PYHKITNOHAILHOM
crienupUKAIMI ONTUMU3UPOBAHHON peaJTU3alln U JIOKA3aTe/IbCTBA €€ SKBUBAJICHTHOCTH CTaH-

JapTHOU peain3alluu.
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Mbr 3378/ (DYHKIIMOHAIBHYIO CHElMUKAINIO ONTUMU3UPOBAHHON peasm3aryuu B daiiie
"functional spec.v" u3 mamero penosurtopust [55], ZOMOJHUB TEM CaMbBIM TEOPHIO ITPEIMETHO
obactu. OnTUMU3NPOBAHHBIN AJITOPUTM peasn3yeT 3ajanHas HaMmu na a3pike Gallina dymnk-
musg LPS opt. Takke MbI 3aja/u wHTEpECYONy0 Hac jieMMy alg equiv 06 SKBUBAJIEHTHO-
cru LPS opt m kommosuruu 1, p u s, HO JaHHasg jieMMa MOKa 4TO He jJoka3ana. Mbl cBesn
JIOKA3aTeJIbCTBO JIEMMBI alg equiv K joKa3aTejbcTBY HaOOpa JIEMM, YaCTh U3 KOTOPLIX €Ille
MPEJICTOUT JI0KA3aTh, M, TAKIM 00pPa30M, MBI MOJIYUMIA CXEMY JOKAa3aTeIbCTBA ITOM JIEMMBL.
Jlemma alg equiv u cxema ee fokazarebeTBa npuBesienbl B [puioxkennn A. Jlanuas cxema j10-
Ka3aTeJbCTBa OCHOBaHA Ha MaTepHasie CTAThbU O TOM, KaK U3 CTAHJIAPTHOI peasn3aluin MOKHO

[OJIy9UTh PACCMATPUBAEMYTO ONTUMHU3MPOBAHHYO pean3aluio [3].
4. 3akJjo4YeHue

B pannoit ctaTbe MbI IPE3EHTYEM CJIEJIYIONINE PE3YJIHTATHI:

e ®opmasnmzanuio ['OCT P 34.11-2012 B cucreme MHTEpAKTUBHOIO JIOKa3aTeIbcTBa Rocq.
JlaHubIil pe3yIbTaT MOXKeT OBITh HCIIOIBL30BAH B KavuecTBe (DyHKITMOHAILHOM creruduka-
U IpU BepuduKaUU U JApyrux peajusaruii xsmi-dyakmun «Crpudors. Kpome toro,
JIAHHBII pe3y/IbTaT JeMOHCTPUPYET aKTYaJIbHOCTE (hOPMAIM3AINY CTAHIAPTOB.

e 3aJlaHne IPEIyCJI0BUN U MTOCTYCJIOBUIT 0a30BbIX (DYHKIMH U3 peain3aiiun X3II-(yHKITH
«Crpubory u3 siapa Linux. OrMernm, 4To ObLIa TaK)Ke 33/ aHbI IPEIYCI0BUE U TIOCTYCJIO-
BHe cTaHIapTHON (byHkimn memset. JaHubIil pe3yabTaT MO3BOJIIET BEpUMUIIMPOBATD T
byHKIMHU, TjIe TPUMEHAI0TCH JaHHble 0a30Bble yHKINNU. KpoMe TOro, JaHHBIN pe3y/ib-
TAT 0JIe3€H He TOJILKO JIJIsi (POPMAJILHON BepUMUKAIIUN, HO U JJIs TECTUPOBAHUS JIAHHBIX
yHKIIMIA, TO3BOJISAS IPOBEPSTH PE3YIHTAT UCIIOJHEHUS TECTOB C TIOMOIIBIO TPOBEPKU UC-
TUHHOCTHU TIOCTYCJIOBHIA IO UTOTaM TECTOB.

e JTokazaresibcTBO KOPPEKTHOCTH (DYHKIMU XOr HaJl 512-6uroBbiMu BekTOpamu (yHKIs
"streebog xor"), ocymiectiisiemast HaJl JAHHBIMUA BeKTOpamMu 00109HO (8-6J10K0B 110 64
ouTa B KaxkoM 0Jsioke). [aHHOE T0KA3aTebCTBO MO3BOJISIET JOBEPIThH Peasn3aluil JaH-
Hoit byuKIH. [losTOoMYy, TaHHYIO PYHKIINIO MOXKHO NCIOJIH30BaTh BO BCEX ITPOIPAMMHBIX
cucremMax, rje Tpedyercs s3dpdeKTuBHas onepalus Xor HaJl 512-0nTOBbIMEI BEKTOPAMH.

e 3ajlaHne JIeMM O CBOMCTBAaX CTPYKTYP JAHHBIX, UCIIOJIb3YEMbIX B PeaTnu3allun
xom-pyaknun «Ctpubors u3 siapa Linux. /laHHBIT pe3ysibTar MO3BOJISIET YIIPOCTUTD Be-

pudUKAIIIO BXOJSAIIIX B PACCMATPUBAEMYIO PEATU3AINIO (DYHKIINI ¢ TTOMOIIBIO TIePEnc-
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[0JIb30BaHUs JIEMM IIPU JIOKA3aTe]bCTBE KOPPEKTHOCTH Takux dyHkimit. Kpome toro,
JIAHHBII PE3yJIbTAT MOXKET ObITH MPUMEHUM U IPU BEPUPUKAINY JIPYTUX KpUITorpadu-
JeCcKUX (PYHKIHI, TaK KaK B UX PEAJTH3ANUAAX MOT'YT BCTPEUATHCS MOJIOOHBIE CTPYKTYPbI
JIAHHBIX.

e Sajianre (HYHKIIMOHAILHOIN crienndUKaIuu ONTUMU3UPOBAHHON pean3anuu mpeodpaso-
Banusg XLPS u3 sypa Linux. /lannas dyHKInoHa/IbHAS ClenuUKAINAsT OPUEHTHPOBAHA
Ha YIPOIeHNe JOKa3aTeIbCTBa KOppeKTHOCTH peanu3armn XLPS n3 gapa Linux ¢ mo-
MOIIBIO 3aJIaHUS JIEMMbI 00 SKBUBAJEHTHOCTH JBYX (PYHKIMOHAJIBHBIX CHEIU(MUKAIIIIT
XLPS: coorBercrBytoIeil cTaHIapTy U COOTBETCTBYIOIIEH ONTHMU3UPOBAHHON peasin3a-
nuu. Takoe 3ajanne QyHKIMOHATBHBIX CHEIU(MUKAIINN ONTUMU3UPOBAHHBIX ITPOrPAMM,
OPMEHTHPOBAHHOE Ha JIOKA3aTeJbCTBO JIEMMbI 00 SKBUBaJEHTHOCTH CTAHIAPTHON W OI-
TUMU3UPOBAHHON BEPCHH ITPOrPAMMBI, MOYKET OBITH IIPUMEPOM IOJIXOJIa K e/ IyKTUBHOM

BepUPUKAIIUN ONTUMU3UPOBAHHBIX ITPOI'PAMM.

OTMmernM, 9TO JaHHBIE PE3YAbTATHl MOTYT CJIY?KHThb IPOTOTHUIIOM KOMILIEKCHOI'O IIOJIX0/1a K
JIEJIYKTUBHOW BepudUKAIUU KPUTITOTpadUICKUX (DYHKITHIA.

Mpb1 paccmarpuBaeM ILTaHbl 110 (pOpMaIbHON BepUpUKAIUA KPUITOIPAPUIECKUX CBOWCTB
peasmsaruu xam-Qyarmun «Crpubors n3 sapa Linux. Mbr mmanupyem 3aBepiiuTh (hopMasib-
HyI0 Bepudukaiuio peaausaruu x31m-gyuknun «Crpubdors u3 supa Linux u chopmuposars 110
uTOraM TaKoW BepU(pUKAIMN KOMILIEKCHBIH MMOIX0/] K BepudUKaIuu pean3auil Kpuirorpa-

duyeckux GyHKIHII.

Crmcok aurepaTyphbl

1. Bacenun B.A., Kpupuukos M.A. ®opmajibHble MOAEIN IPOrPAMM U SI3BIKOB IPOrPAMMUPOBAHMSI.
Yacreb 1. Bubaunorpaduveckuii 0630p 1930-1989 rr. // Iporpammuast urzkenepusi. 2015. Ne 5. C.
10-19.

2. Bacenun B.A., Kpusuukos M.A. ®opmajibHbIe MOJEN IPOIPAMM ¥ A3bIKOB ITPOI'PAMMUPOBAHUS.
Yactp 2. CoBpemennoe cocrostaue ucciaemosanuii // Ilporpammvuast nmxkenepusi. 2015. Ne 6. C.
24-33.

3. Tadypos U.P. BeicokockopocTHasi TporpaMMHasl peajr3alius ajroputMa xsimposanust «Crpu-
6or» // Yuensie 3amucku Yal'V. Cepus "Maremaruka u undopmarmonusie Texaosornn’. 2023. Ne
2. C. 19-27.

4. TOCT P 34.11-2012. Nudopmarmonnast Texuosiorusi. Kpunrorpadudaeckast 3amura WHOOPMAIUH.
OyHKIUS XIMUPOBAHUSI.

5. Hewsaun I1.H., Kyaamuu B.B., Ilerperko A.K., Xopommiaos A.B., [llenerkos 1.B. NUurerparms



System Informatics (Cucremuas nadopmaruka), No. 28 (2025) 45

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

MaHJI@THOTO U POJIEBOIO YIPABJIEHUS JOCTYIIOM M MAHJIATHOTO KOHTPOJIS IEJIOCTHOCTH B Bepudu-
IPOBAHHOII Mepapxuaeckoii Moesn b6e3omacHocTn onepannonuoii cucrems! // Tpyast UncruryTa
cucreMHoro mporpammuposanust PAH. 2020. T. 32. Ne 1. C. 7-26.

Hepsinun T1.H. | Jleonosa M.A. [Ipuémbr onucanust mojenu yrpasienust goctynom OCCH Astra
Linux Special Edition na dopmanuzoBannom szbike metona Event-B s obecnieuenust e€ Bepudu-
kaiu uHcTpyMentamu Rodin u ProB // Ilpuknanaas nauckpernas maremaruka. 2021. Ne 52. C.
83-96.

Hepsnun T1.H., Tenexxnuxos B.FO., Xopommiaos A.B. @opmupoBanie MeTOIOJOTHN pa3spabOTKN
6€3011aCHOTO CHCTEMHOTO ITPOrPAMMHOTO 00ECIIeYeH s Ha [IPUMepe OleparnoHubix cucrem // Tpy-
el MaCTHTYTA cucTtemuoro nporpammuposanust PAH. 2021. T. 33. Ne 5. C. 25-40.

Kamkur A.C. Beenenue B hopmasibabie MeTo bl Bepudukaruu mporpamm. M.: JIMK IIpecc, 2024.
- 304 c.

Kokopun A.O., Tuesckuii C.., lessuun I1.H. IIpuemb! e lyKTUBHON BepUDPUKAIINNA TPOIPAMM-
HOro Kojla ¢ ucnosib3oBanneM AstraVer Toolset // Ilpukiajnast quckperHas Mmaremaruka. [1pusio-
xkenne. 2022. Ne 15. C. 80-90.

Konaparses 1. A., Craposero C.M., [ommuna 1.B., Kpacuenkosa A.B., 3u6opos K.B., [1lumos
H.B., l'aparuna H.O., Yepranos T.}O. CopeBroBanust o ¢opmasibaoii Bepuduranuu VeHa-2024:
HAKOILIEHHBIN B TedeHue JBYX JieT onblT u nepcruektusbl // Tpyasl UHcTUTYTA CHCTEMHOrO TIPO-
rpammuposanust PAH. 2025. T. 37. Ne 1. C. 159-184.

Jleittno K.P.M. /lokazarenscTBo KoppekTHOCcTH miporpamm. M.: JIMK Ilpecc, 2024. — 522 c.
Muponos A.M. Merojer Bepucukarnuu nporpamm. M.: JIMK ITpecc. 2023 — 332 c.

Hemomusimuit B.A., Pakun O.M. Ilpuknajgnabie metossl Bepudukanun nporpamm. M.: Pagno n
cBsA3b, 1988. — 256 c.

Oueparonnas cucrema Astra Linux. Pexxum nocryna: https://astralinux.ru , cBoboaublil (z1a-
Ta obpamenus: 25.07.2025)

Cenos I''K. Croiikocts 'OCT P 34.11-2012 k arake moucka mpoobpasa u K aTake IOUCKa, KOJUIU3UI
// Maremarmaeckue Bompocs! Kpunrorpadum. 2015. T. 6. Ne 2. C. 79-98.

Craposieros C.M., Kongparees [I.A., l'apanuna H.O., MlomMuna W.B. CopeBroBanust mo ¢op-
masbHOl Bepudukarmu VeHa-2023: onbit nposejenust // Tpyapt HCTHTY T CHCTEMHOTO TIpOrpaM-
muposanus PAH. 2024. T. 36. Ne 2. C. 141-168.

Iuros H.B. OcHOBBI cHHTaKCHCA, CEMAHTUKU, TPAHC/ISIUA U BepUMUKAIUN [TPOrPaMM: yIeOHOe
nocobue. Hosocubupck: Uznarensctso HoBocubupckoro rocynapcrsennoro yausepcurera, 2011, —
292 c.

AlTawy R., Youssef A.M. Integral distinguishers for reduced-round Stribog // Information
Processing Letters. 2014. Volume 114. Issue 8. pp. 426-431.

Appel A.W. Verification of a Cryptographic Primitive: SHA-256 // ACM Transactions on
Programming Languages and Systems (TOPLAS). Volume 37. Issue 2. Article No.: 7. pp. 1-31.
Appel A.W. Verified Software Toolchain // Lecture Notes in Computer Science. 2011. Volume
6602. pp. 1-17.



46

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

35.

36.

Konnpareses /I.A. u ap. Popmasnbras Bepudukanus peajusanuu x3u-dyaruun «Crpubors ¢ «['pynmoit Acrpas

Appel AW, Beringer L., Cao Q., Dodds J. Verifiable C: Applying the Verified Software Toolchain
to C programs. 2023. URL:
https://github.com/PrincetonUniversity/VST/raw/master/doc/VC.pdf (Accessed 25 Jul
2025)

Apt K.R., Olderog E.-R. Assessing the Success and Impact of Hoare’s Logic // Theories of
Programming: The Life and Works of Tony Hoare. New York: ACM, 2021. pp. 41-76.

Apt K.R., Olderog E.-R. Fifty years of Hoare’s logic // Formal Aspects of Computing. 2019. Volume
31. Issue 6. pp. 751-807.

Biryukov A., Perrin L., Udovenko A. Reverse-Engineering the S-Box of Streebog, Kuznyechik and
STRIBOBr1 // Lecture Notes in Computer Science. 2016. Volume 9665. pp. 372-402.

Brain M., Polgreen E. A Pyramid Of (Formal) Software Verification // Lecture Notes in Computer
Science. 2025. Volume 14934. pp. 393—419.

Cao Q., Beringer L., Gruetter S., Dodds J., Appel A.W. VST-Floyd: A Separation Logic Tool to
Verify Correctness of C Programs // Journal of Automated Reasoning. 2018. Volume 61. Issue 1.
pp. 367-422.

Degtyarev A., Chikunov V. Streebog Hash Function. URL:
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/tree/crypto/
streebog_generic.c (Accessed 25 Jul 2025).

Dijkstra E.W., Schélten C.S. The strongest postcondition // Predicate Calculus and Program
Semantics. New York: Springer, 1990. pp 209-215.

Efremov D., Mandrykin M., Khoroshilov A. Deductive verification of unmodified Linux kernel
library functions // Lecture Notes in Computer Science. 2018. Volume 11245. pp. 216-234.
Fillidtre J.C. Deductive software verification // International Journal on Software Tools for
Technology Transfer. 2011. Volume 13. Issue 5. Article ID: 397.

Floyd R.W. Assigning meanings to programs // Proc. Symposia in Applied Mathematics.
Providence, 1967. Volume 19. pp. 19-32.

Guo J., Jean J., Leurent G., Peyrin T., Wang L. The Usage of Counter Revisited: Second-Preimage
Attack on New Russian Standardized Hash Function // Lecture Notes in Computer Science. 2014.
Volume 8781. pp. 195-211.

Héhnle R., Huisman M. Deductive Software Verification: From Pen-and-Paper Proofs to Industrial
Tools // Lecture Notes in Computer Science. 2019. Volume 10000. pp. 345-373.

Harrison J. Theorem Proving for Verification (Invited Tutorial) // Lecture Notes in Computer
Science. 2008. Volume 5123. pp. 11-18.

Hoare C.A.R. An axiomatic basis for computer programming // Communications of the ACM.
1969. Volume 12. Issue 10. pp. 576-580.

Ishtiaq S.S., O’Hearn P.W. BI as an assertion language for mutable data structures // Proceedings
of the 28th ACM SIGPLAN-SIGACT symposium on Principles of programming languages (POPL
'01). London, United Kingdom, January 17-19, 2001. New York: Association for Computing
Machinery, 2001. pp. 14-26.



System Informatics (Cucremuas nadopmaruka), No. 28 (2025) 47

37.

38.

39.

40.

41.

42.

43.

44.

45.

46.

47.

48.

49.

50.

51.

52.

Kazymyrov O., Kazymyrova V. Algebraic aspects of the Russian hash standard GOST R 34.11-
2012 // Proceedings of the CTCrypt’13. Ekaterinburg, Russia, June 23-24, 2013. TACR ePrint,
URL: http://eprint.iacr.org/2013/556 (Accessed 25 Jul 2025)

Kondratyev D.A., Maryasov [.V., Nepomniaschy V.A. The Automation of C Program Verification
by the Symbolic Method of Loop Invariant Elimination // Automatic Control and Computer
Sciences. 2019. Volume 53. Issue 7. pp. 653-662.

Kondratyev D., Maryasov 1., Nepomniaschy V. Towards Automatic Deductive Verification of C
Programs over Linear Arrays // Lecture Notes in Computer Science. 2019. Volume 11964. pp.
232-242.

Kondratyev D.A., Nepomniaschy V.A. Automation of C Program Deductive Verification without
Using Loop Invariants // Programming and Computer Software. 2022. Volume 48. Issue 5. pp.
331-346.

Kondratyev D.A., Promsky A.V. Developing a self-applicable verification system. Theory and
practice // Automatic Control and Computer Sciences. 2015. Volume 49. Issue 7. pp. 445-452.
Ma B., Li B., Hao R., Li X. Improved Cryptanalysis on Reduced-Round GOST and Whirlpool
Hash Function // Lecture Notes in Computer Science. 2014. Volume 8479. pp. 289-307.
Mandrykin M.U., Khoroshilov A.V. High-level memory model with low-level pointer cast support
for Jessie intermediate language // Programming and Computer Software. 2015. Volume 41. Issue
4. pp. 197-207.

Mandrykin M.U., Khoroshilov A.V. Region analysis for deductive verification of C programs //
Programming and Computer Software. 2016. Volume 42. Issue 5. pp. 257-278.

Mandrykin M.U., Khoroshilov A.V. Towards deductive verification of C programs with shared data
// Programming and Computer Software. 2016. Volume 42. Issue 5. pp. 324-332.

Maryasov 1.V., Nepomniaschy V.A., Promsky A.V., Kondratyev D.A. Automatic C Program
Verification Based on Mixed Axiomatic Semantics // Automatic Control and Computer Sciences.
2014. Volume 48. Issue 7. pp. 407-414.

Nepomniaschy V.A., Anureev [.S., Mikhailov I.N., Promsky A.V. Towards verification of C
programs. C-light language and its formal semantics // Programming and Computer Software.
2002. Volume 28. Issue 6. pp. 314-323.

Nepomniaschy V.A., Anureev 1.S., Promskii A.V. Towards Verification of C Programs: Axiomatic
Semantics of the C-kernel Languages // Programming and Computer Software. 2003. Volume 29.
Issue 6. pp. 338-350.

O’Hearn P. Separation logic // Communications of the ACM. 2019. Volume 62. Issue 2. pp. 86-95.
O’Hearn P. Separation Logic Tutorial // Lecture Notes in Computer Science. 2008. Volume 5366.
pp. 15-21.

Paulin-Mohring C. Introduction to the Coq Proof-Assistant for Practical Software Verification //
Lecture Notes in Computer Science. 2012. Volume 7682. pp. 45-95.

Reynolds J.C. An Overview of Separation Logic // Lecture Notes in Computer Science. 2008.
Volume 4171. pp. 460-469.



48 Konnpareses /I.A. u ap. Popmasnbras Bepudukanus peajusanuu x3u-dyaruun «Crpubors ¢ «['pynmoit Acrpas

53. Reynolds J.C. Separation logic: a logic for shared mutable data structures // Proceedings 17th
Annual IEEE Symposium on Logic in Computer Science. Copenhagen, Denmark, July 22-25, 2002.
IEEE, 2002. pp. 55-74.

54. Saarinen M.-J. O. StriBob: authenticated encryption from GOST R 34.11-2012 LPS permutation
// Mathematical Aspects of Cryptography. 2015. Volume 6. Issue 2. pp. 67-78.

55. Stribog Hash Formal Verification. URL:
https://github.com/MathAndLive/StribogHashFormalVerification (Accessed 25 Jul 2025)

56. Volkov G., Mandrykin M. Efremov D. Lemma functions for Frama-C: C programs as proofs //
Proceedings of the 2018 Ivannikov Ispras Open Conference (ISPRAS). Moscow, Russia, November
22-23, 2018. IEEE, 2018. pp. 31-38.

57. Wang Z., Yu H., Wang X. Cryptanalysis of GOST R hash function // Information Processing
Letters. 2014. Volume 114. Issue 12. pp. 655662

A. JlemMma 00 3KBHUBAJIEHTHOCTH JIByX (PYyHKIIMOHAJIBHBIX
cuenmudukaruii XLPS: coorBeTcTByIOIeil crangapTy u

COOTBGTCTBYIOHIeﬁ OHTHMHBHPOB&HHOﬁ peajin3anmnumn

Jlemma alg  equiv 3as1aHa ciie/LyIonmM oOpPa3oM:

Lemma alg_equiv : forall (b : block512),
LPS_opt b =1 (p (s b)).
Proof.
intros b.
unfold LPS_opt.
unfold tablelPS_i_j.
assert ((fun k : Z => fold_right Int64.xor (Int64.repr 0)
(map (fun i : Z => fold_right Int64.xor (Int64.repr 0)
(map (fun k0 : Z => nthi_int64 A (63 - 8 x i - k0))
(bit (Byte.unsigned
(pi_byte (nthi_bytes (tau_bytes (block512_to_bytes b)) (8 *x k + 1)))))))
[0; 1; 2; 3; 45 5; 6; 71))

the_thing b) as H by reflexivity; rewrite H; clear H.

assert (map (the_thing b) [0; 1; 2; 3; 4; 5; 6; 7]
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map (fun k : Z => fold_right Int64.xor (Int64.repr 0)

(map
(map
(bit

(fun i : Z => fold_right Int64.xor (Int64.repr 0)
(fun kO : Z => nthi_int64 A (63 - 8 *x i - k0))

(Byte.unsigned

(nthi_bytes (block512_to_bytes (p (s b))) (8 x k + 1))))))
(0; 1; 2; 35 4; 5; 6; 71))

[0; 1; 2; 3; 4; 5; 6; 7]) as H.

{

unfold the_thing.

pose proof map_ext_in as M.

(* obazarenbHoe melicTBue, 6e3 Hero specialize He cpaboraeT *)

specialize (M

apply M.
clear M.

intros i R1.

Z

int64

(fun k : Z => fold_right Int64.xor (Int64.repr 0)

(map (fun i : Z => fold_right Int64.xor (Int64.repr 0)
(map (fun kO : Z => nthi_int64 A (63 - 8 x i - kO0))

(bit (Byte.unsigned (pi_byte

(nthi_bytes (tau_bytes (block512_to_bytes b)) (8 x k + 1)))))))
[0; 1; 25 3; 45 5; 6; 71))

(fun k : Z => fold_right Int64.xor (Int64.repr 0)

(map (fun i : Z => fold_right Int64.xor (Int64.repr 0)
(map (fun kO : Z => nthi_int64 A (63 - 8 *x i - kO0))

(bit (Byte.unsigned

(nthi_bytes (block512_to_bytes (p (s b))) (8 * k + i))))))
[0; 15 2; 3; 45 5; 6; 71))

[0; 1; 25 3; 45 5; 6; 71).

apply remove_fold_right_xor.
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pose proof map_ext_in as M. (* To xe camoe *)

specialize (M
Z
int64
(fun i0 : Z => fold_right Int64.xor (Int64.repr 0)
(map (fun kO : Z => nthi_int64 A (63 - 8 * i0 - k0))
(bit (Byte.unsigned (pi_byte (nthi_bytes
(tau_bytes (block512_to_bytes b)) (8 * i + 10)))))))
(fun i0 : Z => fold_right Int64.xor (Int64.repr 0)
(map (fun kO : Z => nthi_int64 A (63 - 8 * i0 - k0))
(bit (Byte.unsigned
(nthi_bytes (block512_to_bytes (p (s b))) (8 * i + i0))))))
[0; 1; 2; 3; 4; 5; 6; 7] ).

apply M.

clear M.

intros 1 R2.

apply remove_fold_right_xor.

apply remove_map.

apply f_equal.

apply f_equal.

apply ith_of_pi_tau.

unfold In in R1.

unfold In in R2.

assert ((Datatypes.length tau) = 64%nat) as obvious by

reflexivity; rewrite obvious; clear obvious.

lia.
}
rewrite H; clear H.
unfold 1.
apply f_equal.

apply l_equiv.

Qed.
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YK 629.78:523.6

I'eokocMHUYeCKHMI MOHUTOPUHI OKOJI03€MHOI'0
NMPOCTPAHCTBA: MEPCHEKTUBHbIC TEXHOJOTUH 3ALUTHI OT

KOCMHUYCCKOTI0o Mycopa u aCTepOHHHOﬁ onmacHoCTu

Konecenxos A.H., I'vcee C.U., Axcenog A.A., Konopawosa T.U., Ilacuunsk B.E.
(D®I'FOY BO «Psizanckuil 20cy0apcmeeHtblil paouomexHudecKul YHUSEpCUumen um.

B.®. Ymrunay)

Crathsi TPEICTABISET KOMIUICKCHBIH 0030p COBPEMEHHBIX CHCTEM T'€OKOCMHYECKOTO
MOHUTOPUHIAa OKOJIO3EMHOI'O IMPOCTPAHCTBA, HAIPaBJIICHHBIX Ha obecrieueHne 3aluThl OT
KOCMHUYECKOTO Mycopa W acTepoMJHOM omacHocTH. B pamkax o030pa paccMOTpPEHbBI
CyHIECTBYIOIINE W TEPCIICKTUBHBLIC TCXHOJIOTHUH, BKIIHOYasd METOABI Ha6J'[IO]IeHI/I$I, AKTUBHOI'O
yAaJICHHS YIpo3 U NpuMeHeHHe HHGOPMAIMOHHBIX chucTeM. Oco00e BHUMAaHHE YICICHO POJIH

HUCKYCCTBECHHOI'O MHTCIIJICKTAa U aBTOMAaTHU3allluK B ITOBBIICHUN Bq)q)eKTI/IBHOCTI/I MOHUTOpPHUHTA.

Knrouesvie cnosa: 2ceoxocmuueckuti MOHUMOPUHZ, 0630]9, KOCMUYECKUll mycop,
acmepou@naﬂ onacHocnio, acmepoué, qubopmaL;uonnbze mexHoJjiocuu, cnynHuxKoevle cucmembol

Habooenus, Kocmuyeckas 6e30nacHoCmb.
1. BBenenue

CoBpeMeHHbBIC BBI30BBI TPEOYIOT MEKIUCHUIUIMHAPHBIX PEIICHUH, Te WH(OPMAIlMOHHbBIC
TEXHOJIOTUM WrpaloT KIIYEBYI0 pOIb B 00paOOTKE JaHHBIX W YIPABICHUH CHCTEMaMH
MoHUTOpHHTa. (OKOJI03€MHOE KOCMHYECKOE MPOCTPAHCTBO CETOAHS TMPEACTABISAET COOOM
JMHAMHYECKA HW3MEHSIONIYIOCS Cpely, XapaKTepU3YIOUIYIOCs PpacTyLIUM MPHUCYTCTBHEM Kak
€CTECTBEHHBIX, TaK U HMCKYCCTBEHHBIX OOBEKTOB. YBEIWYCHHE KOJIWYECTBA (DYHKIHOHHPYIOIIMX
KOCMHUYECKHX allapaToB, pOCT MOMYJSIUU KOCMHYECKOTO Mycopa U PeryyspHoe OOHapy>KeHue
HOBBIX MIOTCHIIMAIBHO onacHbIX acteponioB (IIOA) co3aaroT cephe3HbIE BBI3OBBI ISl 00€CTICUCHUS
0€301aCHOCTH KOCMHYECKON NEATeIbHOCTH U 3alIUThl 3€MJIM OT BO3MOXKHBIX KaTacTpO(HUUECKHX
MOCTEJCTBUI CTOKHOBEHUH [1].

['eokocMuUeCKUii MOHHMTOPHHI OKOJIO3EMHOIO MPOCTPAHCTBA KakK KOMIUIEKCHAs HAay4YHO-
TEXHUYECKas 3a/1aya BKIIIOYAET CIEAYIOIINE OCHOBHbIE HanpaBieHus [2]:

— OoOHapy)XeHHE€ W  KaTaJloTu3alui0  OOBEKTOB  HMCKYCCTBEHHOTO U  €CTECTBEHHOIO

MPOUCXOKIACHUS
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— ONpeJeNICHHE U IPOTHO3UPOBAHUE UX OPOUTAIHHBIX APAMETPOB;

— OLIEHKY PHCKOB CTOJIKHOBEHHI U MOTEHLIUAIBHOTO yIep0a;

— pa3paboTKy ¥ MPUMEHEHHE METOAOB 3aAIIUTHI OT BBISBICHHBIX yIPO3.

Ilo cocrossHuro Ha Hauvano 2025 rojga KOJMYECTBO KATaJOTM3UPOBAHHBIX OOBEKTOB
KOCMHUYECKoro mycopa pasmepom Oonee 10 cm mpeBsicmiio 34 000, B TO BpeMs KakK YHCIIO
OTCJICKMBAEMBIX TMOTECHIIMAIBHO OMACHBIX acTepouaoB nocturiio 2 978. Ilpu stom HaOmomaeTcs
yCcTOMuMBasi TEHASHIMS K YBEIMYEHHUIO JITUX [OKas3arejeid, dYTo O0OyCIOBIEHO Kak
COBEPIICHCTBOBAHMEM CPEICTB HAONIONCHHS, TaK ¢  MPOJODKAIONIMMCS  TEXHOTCHHBIM
3arpsi3HEHUEM OKOJIO3EMHOTO MPOCTpaHCcTBa [3].

Pabora BeIONHEHA B (hopMaTe aHATUTHYECKOTO 0030pa, CHCTEMATHU3HMPYIOIIETO ITOCIIEIHNE
JTOCTIDKEHUS B 00JIaCTH T€OKOCMHYECKOT0 MOHHUTOPHHTA ¥ 3alUTHl OT KOCMUYECKHUX yrpo3. Llensb
0030pa — BBIJIENIUTH KIFOYEBHIE TEXHOJIOTHIECKUE TPEHIbI, OIICHUTh WX TIOTEHIIHAT U 0003HAYNTh
Oapbepsl BHEApPEHHSA. Marepuan OCHOBaH Ha aHAM3e HAYYHBIX ITyOJUKAIWid, JaHHBIX
MeXTyHapoaHbIX TTPoekToB (Takux kak ISON u «MACTEP») U OTKPBITBIX OTYETOB KOCMHUYECKUX

ArCHTCTB.

2. COBpeMeHHOC COCTOSIHHE OKOJIO3€EMHOI'0 KOCMHYECKOI0

NPOCTPAHCTBA

Kocmuueckuit mycop BiimodaeT He(yHKIUMOHHMPYIOIIME HCKYCCTBEHHBIE CITyTHHKH,
OTpabOTaHHBIC CTYNEHH paKeT-HOCUTENeH, ¢parMeHThl, OOpa30BaBIIMECS B  PE3yJIbTaTe
CTOJIKHOBEHUH U B3pPHIBOB, a TaKXKe TEXHOJOTMYECKHE OJJIEMEHThI, YTEpsSHHbIE B Ipolecce
KOCMHUYECKOW JesATeNnbHOCTH. Pacrmpenenenne 53TUX OOBEKTOB MO oOpOUTaM U pa3Mepam
MIPEJICTABIISIET CIIOKHYIO KAapTUHY, CYIIECTBEHHO BIMAIONIYI0 HAa JOJTOCPOYHYIO YCTOWYMBOCTH
KOCMHUYECKOU eSITENbHOCTH [4].

JluHamMuKa pocTa KOJUYECTBA KAaTaJIOTM3HMPOBAHHBIX OOBEKTOB KOCMHUYECKOTO Mycopa 3a
MOCIIEIHUE TO/IbI OTPAKAET KaK BO3PACTAIOIIYI0 aKTUBHOCTh B KOCMOCE, TaK U COBEPIICHCTBOBAHUE
cpenctB HabmomeHus [5].

Oco0yro 00ecrOKOEHHOCTh BBI3BIBAET pOCT 4HclIa (parMEeHTOB, OOpa3yroluXcs B
pe3ynbTare CTOJKHOBEHHH M TMpEAHAMEPEHHBIX pPa3pyIICHWH CIIyTHHUKOB B XOJ€ HCIBITAaHHUMA
IIPOTUBOCITYTHUKOBOTO OpYXkHus [6].

[loTeHuManbHO OMNACHBIMM CUYUTAIOTCA AacCTEPOUIbl, KOTOpPbIE HMEIT MHUHUMAJIBHOE

paccrosiHue nepeceueHus opoutsl ¢ 3emieit (MOID) menee 0,05 a.e. (~7,5 MJIH KM) U aOCOJIIOTHYIO



System Informatics (Cuctemuas unpopmaruka), No. 28 (2025) 55

3Be3HYI0 BennunHy H < 22 (uto coorBetrcTByeT nuamerpy Oosee 140 m). CTONKHOBEHHE C TaKUM

00BEKTOM MOXKET IPUBECTH K PETHOHAIBHOW WM TII00abHON KaTacTpode.
2.1. CucreMbl MOHUTOPHHIA 0KOJI03€MHOI0 POCTPAHCTBA

OcHOBY T1JI00QJIBHOM CHUCTEMBl MOHUTOPHHIA OKOJO3EMHOIO IPOCTPAHCTBA COCTABIISAIOT
Ha3eMHbIE CPEACTBAa HAOIIOAEHUS, BKIIOYAIOIIME ONTUYECKHE TEJIECKONbl M PaHOJIOKAllMOHHbIE
cranimu [7].

Kocmuueckue cucreMbl MOHUTOPUHIA 00J3/Jal0T PSAOM IPEUMYIIECTB IO CPAaBHEHUIO C
Ha3eMHBIMH CpEACTBAMM, BKJIOYash OTCYTCTBHE aTMOC(EpPHBIX MCKa)K€HUH, BO3MOYKHOCTh
HEMPEPbIBHOIO HAONIOJEHHUA M 00Jiee€ BBITOJHOE TIE€OMETPUUYECKOE IOJIOKEHHE OTHOCUTEIBHO
Ha001aeMbIX 00bEeKTOB [8].

O} PeKTUBHBII MOHUTOPUHI OKOJIO3EMHOT0 IPOCTPAHCTBA TPEOYyeT HHTErpaluy pasiInyHbIX
cucteM HaOmoJaeHuss U oOMeHa JaHHBIMM MEXJIy HHUMU. B HacTosiiee BpeMsl CYIIECTBYET
HECKOJIbKO MEXIYHapOJHBbIX HWHMIIMATHB, HANpPaBJIEHHBIX Ha KOOPAMHAIMIO YCHIMH B JTOH

oOacTu.
2.2 MexayHapoaHble MHUIUATUBBI 10 KOOPAUHALIMA MOHUTOPUHIA

O} heKTUBHBIIT MOHUTOPUHT OKOJIO3EMHOTO IMPOCTPAHCTBA TPeOyeT TIIO0AIBHOM KOOIEpaIuH.
KinroueBble elCTBYIOIINE MHUIIMATUBBI BKIKOYAIOT:

Ipoexr ISON (International Scientific Optical Network)

Kpynueiimas MexayHapoaHas CeTb ONTHYECKMX oOcepBaropuii, oObeauHstomas 23
obcepBaropun B EBporie, Azuu, Adpuke u AMepuke.

OcHoBHbIE 337a4U:

— Tpexep 10 000+ o6wvektoB (GEO, HEO, LEO), BKiTH0Yas KOCMUYECKHI MYCOpP M aCTEPOU/IBI.

— ABTOMaTHM3UpoOBaHHOE ynpasieHue Teneckomnamu dyepes [10 (manpumep, FORTE) u 06pabdoTka
JTaHHBIX ¢ hcnoib3oBanueM MU.

Cetb o0cepBaTopuiit BPUKC

PaszBuBaercs ¢ 2019 rona kak yacts corpynnunyectsa crpad bPUKC.

[Ipumep: poccuiicko-kuTaickue HaOmoaeHus GparmeHToB cryneHu «lleHTtaBp» — mepBbli mar
K CO3/IaHuIO0 eaquHoi cetu [14].

[enu: coBMecTHBIE KaMIaHUM [0 OTCIEKUBAHUIO Mycopa U ONACHBIX acCTEPOUJIOB,
CTaHJapTU3alMsl JaHHBIX.

IIporpamma ESA
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ESA’s Space Debris Office: koopauHaiusi JaHHBIX OT PaJHOJIOKATOPOB U TEJIECKOIOB, BKIIFOYAs

corpyaandectBo ¢ ISON.

4. MeToabl 3allIATHI 0T KOCMHYECKOr0 MYyCOpPa U aCTEePOUIHOI

OIHaCHOCTH

[TaccuBHBIE METO/IBI 3aIIMTHI HANTPaBJICHBl HA MUHUMHU3AIUIO BEPOSTHOCTH 00pa30BaHMsI HOBOTO
KOCMHYECKOT'0 MycOpa M CHIDKEHHE PUCKOB CTOJKHOBEHHUH C CYIIECTBYIOIIMMU 0ObEKTaMHU.

AKTHBHBIE METOJBI 3aIlUTHl BKJIOYAIOT B CE€OS CHCTEMBI YKIOHEHHUS OT CTOJIKHOBEHUU U
TEXHOJIOTUU aKTUBHOTO YJAJICHHSI KOCMHUYECKOTO Mycopa.

O} PeKTUBHOCTh MaHEBPOB YKJIOHEHUS 3aBHUCUT OT TOYHOCTH OIPEIEICHUS OpOuT,
CBOEBPEMEHHOCTH OOHApY>KEHHUsT YIrpO3bl M MaHEBPEHHBIX BO3MOXXHOCTEH KOCMHUYECKOTO
ammapara [9].

OcCHOBHOHM CTpaTeruei 3aluThl OT aCTEPOMIHOW OIMACHOCTH SIBISIETCS paHHEE OOHapyKeHUe
MOTEHIIMAJIFHO OIACHBIX OOBEKTOB M ONpEIEICHHE WX OpOUTATBHBIX H  (PU3MUECKHX
XapaKTEPHUCTHK.

JUis  mpenoTBpallleHusi CTOJKHOBEHHS C 3emileld MOTEHLMAalIbHO ONACHOTO acTepoujia
HEOOXOAMMO W3MEHUTHh €r0 TPACKTOPUIO TakKUM 00pa3oM, 4YTOOBI OOECHEYWTh NPOJET Ha

6e3onacHom paccrosiauu [10].

5. UndopmManmoHHble TEXHOJIOTHH B CUCTEMAX 3AIIUTHI OT

KOCMHMYECCKOIo Mycopa u aCTepOI/IIlHOﬁ OImacHoOCTH

CoBpeMeHHbBIE CUCTEMbI T€OKOCMHYECKOTO0 MOHUTOPUHTA U 3allIUTHI OT YyrPO3 HEBO3MOXKHBI 0€3
MPUMEHEHHsI TiepenoBbiX uHpopMarroHHbx TexHonoruid (MT). Onu obOecneduBaroT cOOp,
00paboTKy, aHaJM3 W paclpeleliecHue JaHHBIX, a TaKKe aBTOMATH3MPOBAHHOE YIIPABIICHUE

Ha6J'IIOI[aTCJ'ILHLIMI/I KOMIIJICKCaMH.
5.1. IIporpamMHoOe oGecnieyeHne AJ51 YIPABJEHUS CETAMU TeJIeCKOINOB

KiroueByto posib UrparoT CHelUaIU3UpPOBAHHBIE POTPAMMHBIE KOMILJIEKCHI, KOOPAUHUPYIOIINE
paboty pacnpenenéHHbix oocepBaTopuid. Cpeau HauboJiee YCHEeIHbIX IPUMEPOB:

IIpoexT ISON

Hcnonb3yeT aBTOMaTU3UPOBAHHYIO CHCTEMY YIpaBJIEHUS POOOTH3UPOBAHHBIMU ONTUYECKUMU
o0cepBaTOpUSIMHU, KOTOpPasi BKIIOYACT:

— IJIaHUPOBAHUC Ha6J'IIo,HeHPII>i C y‘léTOM IMOTr'OJHBIX YCJ'IOBI/Iﬁ M IIPUOPUTETOB 3aJ1a4,
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— 00paboTKy M300paKEHUH B pEATbHOM BPEMEHHM C NMPUMEHEHHEM aJTOPUTMOB MAIIMHHOTO
o0y4eHus i UASHTH(PHUKAUN 0O0bEKTOB,;

— MHTErpanuio ¢ 0a3aMu JaHHBIX OPOUTAIBHBIX MapamMeTpoB JUIsI ONEPATHBHOIO OOHOBIICHHS
karayoros [15].

I'no6anbnas cerb <MACTEP»

OcHOBaHa Ha KOHUENIMHA MYJIbTU()YHKIHOHATFHOTO ACTPOHOMHYECKOTO KOMILIEKCa C
JMHAMHYECKU MHTErpupoBaHHOM 0a30il nanHbIX. E€ [10 oOecneunBaert:

— MHOTOKaHaJIbHBIEC HaOM0ieHus (ontuueckue, YD, paano);

— aBTOMAaTHYEeCKOEe PACMO3HABAHWE TPAH3UEHTHBIX COOBITHH (BKIIOYAs IMOTEHIIMAIEHO OTACHBIC
aCTEPOU/IbI);

— KOOPJIMHALIMIO Pa0OTBl TEJIECKONOB B Ppa3HBIX YacOBBIX TMOSiCAaX JUIsl HEMPEPBIBHOTO
MoHuTOpUHTa [16].

[Tom TpaH3WEHTHBIMH COOBITHSIMA B MOHHTOPHWHIE OKOJIO3EMHOTO MPOCTPAHCTBA IMOHHUMAIOTCS
KPaTKOBPEMEHHBIC WM U3MEHSIFOIINECS SBIICHHS, TAKHE KaK:

— BCTIBIIIKA HA TIOBEPXHOCTH OOBEKTOB (HAIIpUMEp, OTPaKCHHWE COJIHEYHOTO0 CBETa OT
BPAIAIONIETOCs aCTEPOU/Ia);

— BHE3AITHOE MOSIBIICHHE HOBBIX 00BEKTOB ((hparMEeHTHI Mycopa TOCIIe CTOJKHOBCHHH, paHee He
KaTaJIOTU3UPOBAHHBIC aCTEPOUIBI);

— aHOMAaJIbHBIE M3MEHEHHS TpPaeKTOpHil (pe3Kue MaHEeBphl CIYTHUKOB, TPaBUTAIMOHHBIC

BO3MYIICHUS ).
5.2. UckyccTBeHHbIH HHTE/LIEKT U Big Data B MOHUTOpUMHIE

AJITOPUTMBI MAIIMHHOTO 00y4eHus [17] mpuMeHstOTCS IS

— Knaccudukammuu o00beKTOB  (MycOp/acTepoOuI/CIIyTHHK) HAa OCHOBE CICKTPAIBHBIX H
OpOUTAIEHBIX XapPAKTEPUCTHUK.

— [IporHO3UpOBaHUsl CTOJIKHOBEHH C Y4YETOM HeompenenéHHocTeil opout (Metonasl Monte
Carlo, HelipoceTeBble MOJICIIHN).

O6pabotka 6onpmux qaHHbIX [18]:

— Arperaiss “HGOPMALIMU OT PaAJUOJIOKATOPOB, JIMIAPOB M TEJIECKONOB B CIUHBIC OOJAYHBIC
iargopmsl (Hanpumep, ESA’s Space Debris Office).

— Wcnonp3oBanue rpadoBbix 0a3 [MaHHBIX ISl aHalIM3a CBs3ed MEXAy OOBEKTaMH U

(l)pal"MeHTaMI/I IMOCJI€ CTOJIKHOBEHHH.

9.3. MoaenupoBanue u uudpoBbie IBOMHUKHA
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Ouznyeckue cumyasatopsl (Hanpumep, NASA’s ADAM) Bocipou3BOIAT:

— JluHaMuKy 001aKOB Mycopa mociie pparMeHTAIUH.

— D¢ dexTuBHOCTH METOIOB yalIeHUs (J1a3epHas aOJSIIIHsI, TPOCOBBIC CUCTEMBI).

— lludpoBbie ABOWHUKHU acTEPOUIOB MIOMOTAIOT TECTUPOBATH CTPATETHH OTKJIOHEHUS, YIUTHIBAS

COCTaB U CTPYKTYPY OOBEKTa.
6. [lepcnekTMBHBIE TEXHOJIOTUH

Pa3BuTne TEXHONOTrMI MOHHUTOPHUHIA OKOJO3EMHOIO IMpocTpaHcTBa (Tabn. 1) maer mo myTtu
MOBBIIICHUSI YYBCTBUTEIBFHOCTH JATYMKOB, PACIIMPEHUS 30HBI HAONIOACHUS M aBTOMATH3aIHU
MIPOIIECCOB OOHAPYKCHHS U COMPOBOXKACHUS 00beKTOB [11].

HexoTtopsie MeTo 61 TPEOYIOT YTOYHEHHUS! TEPMHHOJIOTHU:

Alasimua (ot nat. ablatio — «ymaneHue») — MPOIECC yAajeHUs BEIIECTBA C MOBEPXHOCTH
00BbeKTa MOJ BO3JEHCTBIEM BHEIIHUX (PAKTOPOB (JIa3€pHOTO M3Iy4YeHUs, TpeHus o0 atmochepy u
ap.). B xoaTekcTe 00pbhObI ¢ KOCMUYECKUM MYCOPOM M aCTEPOUIAMHU HUCIIONIB3YETCS IS H3MEHEHUS
OpOUTHI 0OBEKTA 32 CUET UMITYJIHCA OT UCTIAPEHHS €T0 MaTepHuaa.

HMmnaxTop (0T aHri. impact — «yjaap») — amnmnapar, MpeJIHa3HauYeHHbIN Uil CTOJIKHOBEHHUS C

00BEKTOM (HaIllpUMep, aCTEPOUJIOM) C IIEJIbIO Mepelaul KUHETUUECKOM SHepruu U M3MEHEHUS ero

TPaeKTOPHH.
Taouauna 1. [lepcnekTHBHBIE TEXHOJIOTUH MOHUTOPUHTA OKOJIO3EMHOIO MPOCTPAHCTBA
TexHosorust IIpuHuMn neiicTBus IHoTeHuanbHbBIE Bpemennoii
npenMyliecTsa TOPU30HT
BHe/IpeHUs
NT-nnardopmbl JUIs | Arperanusi  JaHHBIX c | Bricokas CKOpOCTh | 2-3 Tonia
pacrnpenenéHHOTo rJ100aTbHBIX cetelt | 06paboTKH,
MOHUTOPHUHTA TEJIECKOIIOB U pajapoB MUHUMU3ALUS
«CIIENBIX» 30H
MHOTONO3UITMOHHBIE Hcnonb3oBanue [ToBeIIEHUE 3-5 ner
pasvoNIOKallMOHHbBIE pa3HECEHHBIX YYBCTBUTEIbHOCTH,
CUCTEMBbI nepeIaTunKoB U | CHU)KCHHE
MPUEMHUKOB SHEProNnoOTPeOICHUS
KBaHTOBBIE TaTUMKH HcnonwszoBanue Oo6napyxenue Oomnee | 10-15 ner
KBAHTOBBIX 3(PQEKTOB Ui | METKUX OOBHEKTOB
TOBBIIIICHUS




System Informatics (Cuctemuas unpopmaruka), No. 28 (2025)

59

YyBCTBUTEIBHOCTU
Kocmuueckue nuaapsl AKTHUBHOE na3zepHoe | Beicokast TOYHOCTb | 9-8 JIeT
30HJMPOBAHUE U3 KOCMOCA | OIIPENEICHHUS
paccTosiHus u
CKOpPOCTH
CeepxuupokornosiocHsle | Mcnonbs3oBanue curHanoB | Beicokoe pazpemienue | 5-7 ser
panapsl c OUYEHb UIUPOKUM | IO TAIbHOCTH
CHEKTPOM
Pacnpenenennsie Koopnnauposannas HenpepsiBHOE 3-6 ner
IpyIIUPOBKU MajblX | paboTa MHOYKECTBAa MaJbIX | INI00AJbHOE MOKPBITHE,
CIIyTHUKOB KA YCTOMYHBOCTH K
oTKa3aM
AnanTuBHAas ontuka | Koppexuns wuckaxenuit B | [loBblmeHune 7-10 ner
KOCMHUYECKOT0 pexume peaIbHOTO | pa3peularoniei
6a3upoBaHus BpeMEHU CIIOCOOHOCTH
ONTUYECKUX CUCTEM
INunepcnexTpanbHOE Ananmu3  wsnydenumst B | Ompenenenue cocrtasa | 4-7 jeT
30HIUPOBAaHUE COTHSAX CHEKTPAJIBHBIX | U CTPYKTYPbI OOBEKTOB
KAaHAJIOB
HckyccTBeHHBIN [Tpumenenne meTonoB | IToBeimieHue 2-4 rona
MUHTEJUIEKT IUIs | MAlIMHHOTO 00y4eHus 3pPEeKTUBHOCTH
aBTOMAaTHYECKOT O oOHapy’KeHus,
oOHapy KeHUs CHIDKCHHE JIOYKHBIX
TPEBOT

Pa3BuTne TexHomorui 3alIUTBI OT KOCMHUYECKOT'O MyCOpa (Ta6J'I. 2) HaIIpaBJICHO Ha IIOBLIIMICHUC

3(1)(1)6KTI/IBHOCTI/I YAaJIeHU CYHICCTBYROIIUX 00BEKTOB U IpeaAoOTBpalICHHUEC 06p330BaHI/IH HOBOI'O

mycopa [12].

Taﬁ.lmua 2. HepCHCKTI/IBHLIe TEXHOJIOTUHU aKTUBHOT'O YAAJICHUS KOCMHUYCCKOI'0O MyCOpa

TexHoJsiorus IpuHuun xeicreus IHoreHunanbHbIE BpemenHnoii
NnpeumMylecTsa TOPHU30HT
BHE/pEeHUs
ONeKTpOAMHAMHUYECKUE HcnonwszoBanue He tpebyer pacxona | 5-8 et
TPOCOBBIE CHUCTEMBI B3aUMOJCUCTBUSA pabouero Tena,
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mpoBojsmero tpoca ¢ | apdexTuBHO TUTST

MarHUTHBIM MOJIEM 3eMIIU HU3KUX Op6I/IT

PobotusupoBannsie ABToHOMHBIE POOOTHl ¢ | [loBBIIIEHNE 7-10 ner
CUCTEMBI C | IPOJBUHYTBIMHU 3P PEKTUBHOCTH
HCKYCCTBEHHBIM IropuTMaMu 3axBara
UHTEJUIEKTOM pacrno3HaBaHMs U 3aXBaTa | HEKOONEPATUBHBIX
00BEKTOB
MHnoropazoBbie  Oykcupsl | KA MHOTOKpPaTHOT0 | DKOHOMHUYECKast 5-8 net
Ha  DJIEKTPOPEAKTUBHBIX | UCIIOJIb30BAHUS s | 3ppexTUBHOCTD
JIBUTATENSAX MOCJIEI0BATENBHOTO YBOAA

HECKOJIBKUX 00BEKTOB

JlazepHbie cucteMbl | MomHbele  nasepsl s | Bo3MoxHOCTB 8-12 met
Ha3eMHOro 0a3upoBaHUs abnsuuu MOBEPXHOCTHU | BO3JIEHCTBUS Ha
00BEKTOB MHOXECTBO  MEJIKHX
dbparmMeHToB

Ilena gus 3amemrenus | Pactbuienue cneruansuoi | ITaccuBHbiii metond, He | 10-15 mer

00BEKTOB MCHBI,  YBEJIMYMBAIOIIEH | TPEOYIOMMUA TOYHOTO
a’POMHAMUYECKOE HaBEICHUS
COTIPOTHBIICHHE
CamoBoccranaBnuBatonue | Marepuansl, crnocoonsie | [loBwimenue 10-15 mer
Cs 3alIUTHBIC SKPAHBI "3a;IeuynBaTh" noaroseynoctd KA B

HOBPEXKICHUS OT YIapOB YCIIOBUSAX

3arpsi3HEHHBIX OPOUT

YHuBepcanbHbIi CrangapTu3npoBaHHbIE VYnpouienue 3-5 ner

unTepdeiic s OyIymiero | TOUKH 3axBara u | Oyayuiero

o0CITyKUBaHUS CTBIKOBKH Ha Bcex KA o0CITyKUBaHUS u
yAaneHus

Pa3BuTHe TEXHONOTWI 3aIIMTBI OT ACTEPOMAHOM omacHOCTH (Tabn. 3) HampaBiIeHO Ha
noBbIieHNE 3(PHEKTUBHOCTH BO3ACHCTBUS Ha aCTEPOU/IbI Pa3IMYHBIX PasMepoB U coctaBoB [13].

TaGJmua 3. HepCHeKTI/IBHLIC TCXHOJIOTHMH 3allIUThI OT aCTGPOHHHOﬁ OIIaCHOCTH

TexHoJsiorus IpuHuun xeicreus IHoreHunanbHbIE BpemenHnoii
NnpeumMylecTsa TOPHU30HT

BHeJIpeHUs
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SAnepHbie B3pbIBHBIE | DOKYyCcHpOBKa sHeprud | lloBeiienue 10-15 ner
yCTpoHcCTBa B3pbIBa B 3amaHHOM | 3 heKTHBHOCTH
HaIPaBJIEHHOT O HaIlpaBJIEHUU nepesadyy UMITyJibca
JEUCTBUSA
BbicokOCKOpOCTHBIE Hcnonb3oBanue 3HaYUTENIbHOE 7-10 ner
KMHETUYECKUE IPaBUTALIMOHHBIX MAHEBPOB U | YBEIMUEHUE
uMnakTopsl (>30 KM/C) | MEepeoBbIX  JIBUTATENBHBIX | TIEPEIaBAEMOI0

TEXHOJIOTHI AMITyJIbCa
JlazepHbie cucteMsbl | Beicokomomnsle s1azepsl Uit | Bo3aMokHOCTB 15-20 ner
KOCMHUYECKOI'0 abnsuuu MOBEPXHOCTH | JJIUTEIBHOIO
0a3upoBaHus actepouia KOHTPOJIUPYEMOT'O

BO3JICUCTBHUA

['paBuTarmonueie KomOunarms IToBbrmieHue 10-15 ner
TPaKTOPBI C | TPAaBUTALlMOHHOTO 3¢ deKkTuBHOCTU
JIOTIOJIHUTEIbHBIM BO3JICHCTBUS C  HMOHHBIMU | TPaBUTAILIHIOHHOTO
BO3JIEHCTBUEM JIBUTATEISIMU, TpaxkTopa

HaIpaBJICHHBIMHU Ha aCTEPOU
[Tponukarommue VYerpoiicTaa, criocoOubIe | [ToBbIICHHE 15-20 ner
YCTpOHCTBA C | mpoHHKaTh BrIIyOb actepousa | 3pHeKTUBHOCTH
TEPMOSJIEPHBIMU nepes AeToHaluen nepesady SHepruu
3apsaamMu
PoeBrie cucteMbl | MHokecTBO  ManblIx KA, | ATanTHBHOCTD, 15-20 net
BO3JICHCTBUS KOOPAMHUPOBAHHO YCTOWYMBOCTD

BO3/ICHCTBYIOIINX Ha | OTKa3am

acTepous

7. 3aka04eHue

HpOBeHeHHHﬁ 0630p ACMOHCTPUPYET, 4YTO T€OKOCMHYCSCKHI MOHUTOPHUHI" OKOJIO3€MHOI'O

IpoCTPaHCTBA H pa3pa60TKa MCTOAOB 3allUTbhl OT KOCMHUYCCKOI'O MYCOpa H aCTCpOHHHOﬁ

OIMMACHOCTU HNPCACTABJIAIOT co0oif KOMIUJICKCHYIO HAaYYHO-TCXHHUYCCKYHO np06neMy, peuieHuce

KOTOpOfI Tpe6yeT MCKIUCHUIINIMHAPHOTO MOAX0Aa U MEKAYHAPOAHOTI'O COTPYAHNYCCTBA. PaszButue

I/IH(I)OpMaI_II/IOHHBIX TEXHOJIOTHH — OT ABTOMATU3HWPOBAHHBIX CHUCTEM YIIPABJICHUA TCJIICCKOIIaMU

(ISON, MACTEP) no Al-ananmutuku Big Data — craHOBHUTCS KpUTHUYECKUM (PAKTOpOM B

MOBBIIICHUHU TOYHOCTU U OIICPATUBHOCTU PCArMPOBAHUA HA KOCMHUUCCKHUC YTI'PO3BI. I[aJ'ILHefILHaH
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MHTETpanuss nHGOPMAIMOHHBIX TEXHOJIOTHH C amllapaTHBIMA KOMILUIEKCAMH, BKIIFOYash KBAHTOBBIE
BBIUMCIICHUS JJISI YCKOPEHHUS OpOMTANbHBIX pPACUYETOB, OIMPEACTUT KOHKYPEHTOCIIOCOOHOCTD
3alUTHBIX CUCTEM B OJIMXKaMIlIee JECATUIIETHE.

[IpoBeneHHBIN B CTaThe aHAIU3 MOKA3bIBAET, YTO:

— CoBpeMEHHOE COCTOSIHUE€ OKOJIO3EMHOIO IIPOCTPAHCTBA XapaKTEPU3YETCs YCTOMYMBBIM
pOCTOM  HOMYJSIIMM ~ KOCMHUYECKOTO MycOpa, 4YTO CO3JAaeT BO3pAcTalOlIMe€ pUCKUA JUId
(GYHKIMOHHMPYIOIMX KOCMHUYECKMX armapartoB. [Ipu sTom HaOmiomaercss yBEIMYEHHUE TEMIIOB
3aIyCKOB HOBBIX CITyTHUKOB, OCOO€HHO B COCTAaBE KPYMHbBIX IPYIITUPOBOK.

— CucteMbl MOHHUTOPMHIa KOCMHYECKOIO Mycopa M acT€pOMIHON OMACHOCTH aKTUBHO
pa3BHUBAIOTCS, HO BCE €IlI€ MMEIT OrpaHMuYeHUs] MO0 OOHApYKEHHIO0 M KaTajJoru3aluu OObEKTOB
Majblx pa3MepoB. [logHoTa KaTasoruzanMM KOCMHYECKOrOo Mycopa pasmepoMm MeHee 10 cMm Ha
HU3KUX OpOUTax U MEHee | M Ha reocTaliuoHapHON OpOUTE OCTAeTCs HEAOCTATOYHOM.

— [loTeHnmansHO omacHbIe acTepouabl pazmepoM Oosiee 140 M oOHapy)eHbI TpUMEPHO Ha 56%,
YTO OCTaBJIET 3HAYUTENIbHYIO HEONPEAEICHHOCTh B OIIEHKE acTepouIHON yrpo3bl. [lpu stom amns
00BexToB pazmepom MeHee 100 M mosiHOTa 0OHapy)eHus cocraisieT Menee 30%.

— TexHomornn aKTUBHOM 3alIUTBl OT KOCMHUYECKOTO MycCOpa HaxoJsITCsi Ha CTaJuu
JIEMOHCTPALIMOHHBIX MUCCUI U TIOKa HE MPUMEHSIOTCS B NMPOMBIIIJIEHHBIX Maciutabax. Haubonee
MEePCIIEKTUBHBIMU MPEJCTABIAIOTCS TEXHOJIOIMH KOHTAKTHOI'O 3axBaTa JUIsl KPYMHBIX OOBEKTOB U
OECKOHTaKTHbIE METO/bI JJIi MHOKECTBEHHOT'O BO3JICHCTBUS HA MENKKE (hparMeHThl.

— Metoapl 3alIUTHl OT ACTEPOUIHOI OMACHOCTH MPOILIU NEPBYIO YCIEIIHYIO JEMOHCTPALINIO, HO
TpeOyIOT nanbHeiero pa3BuTus 1 odecrnedeHus 3(Q(HEKTUBHOCTH MPU PA3NIUYHBIX CLIEHAPHIX
yrpo3bsl. KoMOMHUpPOBaHHBIE OAX0/IbI, BKIIOYAIOIINE KUHETUYECKOE, IPAaBUTAIIMOHHOE U B3PhIBHOE
BO3JICHCTBUE, IPEACTABISAIOTCSA Hauboee MepcrneKTUBHBIMH.

— MexyHapoIHOE COTPYIHHUYECTBO B 00JACTH MOHUTOPUHIA U 3alIUTHI OT KOCMHYECKUX YTPO3
pacimupsieTcsi, HO COXPAHSIOTCS 3HAUUTEIbHbIE MOJUTHYECKUE W OpraHHU3allMOHHBIE Oapbephl.
Tpebyercsi COBEpIIEHCTBOBAHME MEXKIyHAPOIHO-TIPABOBOM 0a3bl M MEXaHU3MOB KOOPAWHAILIUU
YCUIIUH.

— IlepcrieKTUBHBIE TEXHOJOTMM MOHHTOPUHIAa M 3allUThl MOTYT CYIIECTBEHHO IOBBICUTH
3¢ GEeKTUBHOCT,  MPOTUBOACUCTBHUSI KOCMHYECKMM yrpo3aMm, HO TpeOyIOT 3HAYUTENbHBIX

WHBECTULIUN U Me)KHYHapOHHOﬁ KooInepanuu Ui CBOGBpGMGHHOI’I pa3pa60TI<H N BHCAPCHUA.
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KpunrorpapuiecKknx MpoTOKOIOB

Muponos A.M. (Mockoscruii Tocydapcmeennviti Yrusepcumem

umernu M.B. Jlomonocosa)

B nacrosieit pabore ussiaraercst HoBasi MaTeMaTUIeCKasi MOJIE/b KPATITOIPADUIECKIX
IIPOTOKOJIOB, ¥ IIPUBOJIATCS IPUMEDDI IPUMEHEHUsT 9TOM MOJIESH JIJIS PElleHns 3a/1a9 BEPH-
dukanuu Kpunrorpadpuiaeckux mpoTokosoB. Kpunrorpaduieckue mpoToKoIbl — 9TO KOM-
MYHUKAIIMOHHBIE [TPOTOKOJIbI, PEAJIM30BAHHBIE ¢ ITPUMEHEHIHEM KPUIITOIPAMDUICCKUX AJITO-
PUTMOB JIJIsl PEIIeHns 3a/1a9 3aUThl nHMOPMAIUH, B PAMKAX KOTOPOI'O CTOPOHBI HHGOP-
MaIlMOHHOTO B3aMMOJIEHCTBHUSI IOCIEI0BATEIbHO BBIIOJHSIOT OINpEIeeHHbIe TefCTBUST U
obMeHuBarTCs coobienusivu. OHU UCIOJIB3YIOTCS, HAITPUMED, B 3JIEKTPOHHBIX IIJIATEXKAX,
9JIEKTPOHHBIX IPOIE/ypax T'OJIOCOBAHUS, CHCTEMAX JIOCTYIA K KOH(MUIECHIIUAIBHBIM JIaH-
HBIM, 1 T.J. Ommbkn B KpUNTOrpadpUIeCKUX MPOTOKOJAX MOTYT TPUBECTH K OOJIBITOMY
yIepOy, 0ITOMY HEOOXOIUMO HCIIOJb30BATh MATEMATHIECKAE METOIbI JJisi 0OOCHOBAHMUST
PA3JIMIHBIX CBOHCTB KOPPEKTHOCTUA U HE30MacHOCTH KPUITOTpadUIeCKux MPOTOKOIOB. B
paboTe m31araroTCst HOBbIe METOIbI (PDOPMAIBLHON BepUUKAIMA KPUITOIPADUIECKAX TPO-
TOKOJIOB. 1151 MOeiMpoBaHust KpUOTOrpadpuIeCKUX IPOTOKOJIOB B paboTe BBOJISITCS TIOHSI-
THS TIOCJIEIOBATEILHOTO U PACIPEIEICHHOTO mporteccoB. [Ipeamaraemplii moaxom npeana-
3HAYEH TOJIBKO JIJIs IOKA3aTEIbCTBA KOPPEKTHOCTU KPUITOTIpapUIeCKUX MPpOTOK0I0B. Oco-
OEHHOCTDHIO MOJIEJIH [IPOTOKOJIOB SIBJISIETCS €€ IIPOCTOTA 110 CPABHEHUIO C JIPYTUMU MOJIEISIMU
IIPOTOKOJIOB, OCHOBAHHBIX Ha JIOTHIECKUX (POPMyJIaxX UJIU Ha AJIredpanIecKux MPOIeCCHbIX
BBIPAYKEHUAX. Y YACTHUKHU ITPOTOKOJIOB IIPEJCTABISIOTCS B BUJIE TPAQOB, MIPEICTABISIIOIITITX
CUCTEMBI [IEPEXO0JIOB. JlelicTBUS, BBIIOJIHAEMbIE YIACTHUKAME, ABJISIOTCS METKAMU STHUX 1€~
pexonoB. MeTobl 000CHOBaHUsT KOPPEKTHOCTH MIPOTOKOJIOB, PACCMaTpPUBAEMble B HACTOSI-
el cTaThe, CBA3aHBI C PACCYKIEHUIME JJIsi 'PpadOB, KOTOPhIe O0Jiee IPOCTHI U HATJISTHBI
10 CPABHEHUIO C METOJIAMU, OCHOBAHHBIMY HA ITOCTPOEHUU JIOTUYIECKOI'O BBIBOJA B JIOTHUE-
CKUX U aJIre0pPanvdecKux MOJIEJISAX ITPOTOKOJIOB.

Kmouesnie caosa: KpunrorpaduaecKue TPOTOKOJIBI, TIOCTIETOBATEILHBIE TIPOIECCHI, PAC-

pejgejieHHbIe ITPOIECCHI, BepI/ICbI/IKaL[I/IH

ﬁpI/I IOJIEP2KKe MaremaTudeckoro IIEeHTpa B AKa,HeMl"OpO,ZLKe7 corvialienue C MI/IHI/ICTepCTBOI\/I HayKu U BBICIIIETO O6pa30BaHI/Iﬂ

Poccuiickoit @eneparnuu Ne 075-15-2025-349
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1. BBenenue

[IpescraBieHHOe HCCTEIOBAHNE SIBIISACTCS PA3BUTHEM HMCC/IEIOBAHMNSI, OMMCAHHOTO B [2].

1.1. IlonsaTue Kpunrorpadmieckoro NpoTokKoJa

Kpunrorpadudeckuii nporokosi (KII) — 310 KOMMYHUKAIMOHHBIH TIPOTOKOJI, PEaJIn30-
BAHHBII € IPUMEHEHNEM KPUITOIPAMUIECKUX aJITOPUTMOB JIJI PEIeHU 3a/1a9 3aIUThl HTH(OP-
MaIii, B paMKaxX KOTOPOT'O CTOPOHBI MH(MOPMAITMOHHOT'O B3aNMOIEHCTBIS ITOCIeI0BATETHHO BbI-
[OJIHAIOT OIpejlesIeHHble jeiicTBus 1 oOMenuBaioTcs coobmienusamu. KII npescrasisier coboii
PACIIpEe/Ie/IEHHBI AJITOPUTM, OIUCHIBAIOIIUI TOPsI0K 0OMEHA COOOIEHUSIMEI MEK/Iy HECKOJIb-
KUMU arentaMu. [Ipumepbl TaKMX areHTOB — KOMITBIOTEPHBIE CUCTEMbI, OAaHKOBCKUE KapTOYKH,
JIOJA, W T.]T.

s obecrievennst coiicts GezonacHoctn KIT (Taknmx wampumep Kak KOHMUIEHINATBHOCTh
nepegasaeMbix Janubix) B KII MoryT ucnosb3oBaThest Kpunrorpadudeckue mpeobpasoBaHus
(mmdpoBanue, IEKTPOHHAS TIOJIINCE, XIMI-(DYHKIIUK, U T.11.). MbI Ipe/moaraem, 9To KpUIITo-
rpacdudeckne rpeodbpazoBanud, ucnosbldyembie B KII, apisgiorcsa njieaabHbIME, T.€. YIOBJIETBO-
PSIOT HEKOTOPBIM aKCHOMaM, BBIPAXKAIOIINM, HAIIPUMED, HEBO3MOXKHOCTH U3BJIEUEHUS OTKPBI-

ThIX TEKCTOB U3 LHI/ICpreKCTOB 0e3 3HaHud COOTBETCTBYIOHIUX KpI/IHTOI‘pa(l)I/IquKI/IX KJIIOY€elt.

1.2. VazBuMocTH B KpunTorpaduiecKnX MPOTOKOJJIaX

Mmuorne yazsumoctu B KII cBazanbr He ¢ mioxumu KpunTorpapuiecKuMA KavdeCTBAME HC-
[OJIb3YEMBIX B HUX KPUMNTOIPAMDUICCKUX HTPUMUTHBOB, a ¢ Jiormdeckumu omubkamu B KII.
Hawubostee apkum npumepom yassumoctu B KII asnsercs yassumocts B KII ayrentndukanum
Huxsma-Ipenepa [122], koropsiii 6611 onybaukoBan B 1978 ., U HCIOIB30BAICS B KPUTHU-
JecKux 10 Oe3zonacHocTu mHopMarmonnbix cucremax. Crycrs 6osee 16 jier mocsie Hadasa
ucnosb3oBanus sroro KII B Hem obHapy:kumiack sormdeckas omnmoka [I11], ceasannas ¢ Bos-
MOXKHOCTBIO HeIpeIyCMOTPEHHOI'0 HEUEeCTHOTO MOBEJIeHNS OJHOIO M3 yIacTHUKOB Toro KII n
Hapymaomas cBoiictBo 6ezomacuoctu 3roro KII. OcobennocTsh 9T0il OmMmOKN 3aK/II0O9aeTCs B
toM, uto ganubiit KII saBisercs npejiebHO TPOCTBIM PACIPEICICHHBIM aJITOPUTMOM, COCTOSI-
UM BCEro W3 TPeX JIefCTBUil, n mpu BusyaabHOM aHasuze 3toro KII orcyrcersue B HeM ommboK
HE BBI3BIBAJIO HUKAKUX comuennii. OmmbKa Obly1a 0OHAPYKEHA JIUIIb [TPU TIOMOIIN HHCTPYMEHTA
aBromMaru3npoBanHoil Bepudukarmu KII.

Hpyroit npumep sorndeckoii ommbku B8 KIT (B3st u3 crareu [70]): 8 KIT Bxoga B nopras



System Informatics (Cucremuas nadopmaruka), No. 28 (2025) 67

Google, o3BoJIAONIEM TI0JIB30BATEIO UACHTUMUIIMPOBATEL cedsi TOJIHLKO OJUH pa3, a 3aTeM 00-
paIaThCs K Pa3JINIHBIM IPUIOKeHUsAM (TakuM, HanpuMep, Kak Gmail min karengaps Google),
obHapy»KeHa JIoru4deckas OIMMOKa, MO3BOJIAIONIAs HEYECTHOMY TTOCTABIIUKY YCIYT BbIIABATD Ce-

651 3a JIIOOOT0 U3 CBOMX TOJIb30BaTENEH JJIsA IPYTOro TOCTABIIIKA YCIYT.

CymecrByer muoro apyrux npumepos KIT (em. wampumep [120], [II8], [I10], [78]), B koTopbix

O6Hapy}KI/IJII/ICb YA3BUMOCTHU CJIEAYIOIIEr'O BUA:

e yuactaukn 3tux KII Moryr mosrydars mckarkKeHHbIe COOOIeHMs (MM BOOOIIE TePATH WX )
B pe3yJibTaTe IepexBaTa, y/IaaeHus W UCKaXKeHUsl MPOTUBHUKOM IIE€PEIaBaeMbIX CO00-
MIEHUI, YTO HAPYIIAET CBOMNCTBO IEJOCTHOCTU IEPe/IaBaeMbIX COOOIIECHUIA,

® [IDOTUBHUK MOXKET y3HATb CEKPETHYIO MH(OPMAIIUIO, COJEPKAIILYIOCSd B MEePEeXBaUCHHBIX
COODIIEHNSAX, B PE3yJIbTaTe Yero HapyIIaeTcss CBOMCTBO KOHMUICHIINAILHOCTH II€pe/iaBa-

€MbBIX COOOIICHUIA.

Taxxxe ectb npumeps! ya3sumocteit B KII, ucrob3yeMbix j1j1st ayTeHTHMOUKAIINN [T€PE/T] TPO-
BalijiepaMu MOOMJIBHOM Tesie(DOHHOU CBS3U, JIJId CHATHA JeHer B OaHKoMare, Jijiss pabOThI C

9JIEKTPOHHBIMU TIACIIOPTAMHU, IIPOBEJICHUS JJIEKTPOHHBIX BHIOOPOB, U T./I.

Bce stu npuMeps! gBASI0TCA 000CHOBAHUEM TOTO, YTO B KPUTUYECKUX IO OE30ITaCHOCTHU CH-
cTeMax HeJ0CTaTOYHO HepOPMAJHLHOTO aHaIu3a TpedyeMbIX CBOMCTB O€30IIACHOCTH UCIIOJIb3Ye-

Mbix B Hux KII, Heobxommmo

® [IOCTPOEHIE MaTeMaTUuYeCKnuX mojeeit anajmsupyeMbix KII,

e OIlCaHue CBOICTB AHaJIUSUPYEMBIX KH B BJ€ MaTEMaTUICCKUX O6”l:>eKTOB7 Ha3bIBa€MbIX
crnenudukamuaMm cpoiicts 3tux KII, u

e rocTpoeHne (popMasIbHBIX JTOKA3aTEIbCTB YTBEPKICHNH 0 TOM, 9T0 aHasm3upyembie KII
VJIOBJIETBOPSIIOT (UM HE YJIOBJIETBOPSIOT) CBOMM CHEI(DUKAIMSIM, MPOIEypa MOCTPOe-

HUs TaKUX JIOKA3aTe/IbCTB Ha3biBaeTcs BepuduKamumeil anansupyembrx KII.

B nacrogmeit pabore crpoutcd HoBag Maremarmdeckas mojenb KlI, B TepMmHax KOTOpPOIt
MOXKHO BBIpayKaTh Takme cBoiicTBa KoppekTHocTn KII, kKak mHampmMep KOHWIEHINATHHOCTD
nepejiaBaeMbIX coobIenuii (T.e. 060CHOBaHME CJIe/Iyomiero croiicrsa anaaunsupyemoro KII: co-
JiepzKaHue COOOIIEHUH, TTOCJaHHbIX OJHUM ydacTHUKOM 3Toro KII apyromy ydacrauky sToro
KII, He GymeT n3BeCTHO MPOTUBHUKY ), UK ayTeHTHhUKAIM (T.€. TOKA3aTeJIbCTBO MOJJIHHHO-

cru) yuacraukos KII.
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1.3. OcHoBHBIE MeTO/Ibl MOJIEJIMPOBAHUA N BepuUKAIIAN

KpunrorpaduniecKnX NpoTOKOJIOB

O0630pbI HaMbOJIEE MUPOKO HUCIOJIb3YEMBIX METOJOB MojeanpoBannsa n Bepudukarun KII

copepxkarcsa B kKuurax [74] u [72]. Ocuosubie kinacest mogesteit KIT u nmoixo108 K Bepudukanum

KII umeror caeyroruit BuI.

1. JIormyeckue Momeu.

Jlanublit Kjracc Mojiesieit ObLT cAMbIM ITEPBBIM ITOJIXOIOM K MOJIEJTUPOBAHUIO U BepUdUKa-
nuu KII. Ha ocHoBe mannoro kiacca mojeseii mpobsiema Bepudukarun KII cBoguTes K
pobJieMe MOCTPOECHUsT B HEKOTOPOM JIOTMYECKOM UCUHCICHUH J0KA3aTeIbCTBA TEOPEMbI
o ToM, uro anaausupyembiii KIT obiagaer 3aganubivu ceoiicrsamu. B pabore [116] 6bu1a
U3JI02KeHa repBasi MaTemarudeckas mojens KII, naseiaemast sorukoit BAN (nassanue
9TOM JIOTHKH COOTBETCTBYeT (baMumsiM ee cozmaaresieir — Bappoysa, Abaan n Hunxsma).
[lannas MoJiesib nMeeT OOJbINNE OIDAHUYEHUS: B Hell IpeoJaraercs, 9YTo yIaCTHUKH
ananusupyemoro KII sBisiorcss decTHBIME, T.e. TOYHO BBITOJTHAIOT mpesnucanus KII.
Takoe orpanmvenue He MO3BOJIMIO OOHAPYXKHUTL YIIOMSHYTYIO BbINe yga3BumocTtb B KII
Hunxsma-IIpenepa. Kpome Toro, namnas mojenb He 1mo3BossgeT aHagmsupoBaTh KII c
HEOI'PAHUYIEHHBIM TTOPOXKieHneM ceancoB. Anmapar joruku BAN Obu1 paszsut B paborax
[117], [115], [113], [114], |[112], [108], [88|. BaxkubiM KIaccoMm JOTHIECKUX UCIUCTIEHUN JITsT
mozesiupoBanus n anaansa KII sBisercst kommosurmonHas oruka mporokosios (Protocol
Composition Logic), koropoii nocesitmenst paborer [91), [80], [77], [75]. Oxaum u3 kiaccos
sornaeckux Mojiesieit KII csazan ¢ siormdeckum mporpaMmmupoBanuneM. B aHHBIX MoJie-
JISIX AU TTPOTOKOJIA TPEJCTABIAIOTCSA B BUJIE IIPABUJI TIeperucbiBaHus TepMoB. st mo-
nemupoBanusg KII ucrosb3ytores Kiay3bl XopHa U CUCTEMbI YPaBHEHUI ¢ OrpaHUYeHUAMUI
(constraint systems). lannbiit nojxos usnaraercsa B paborax [90], [84] u ap.

BazkubIiM KJ1aCCOM JIOTHYIECKUX METO0B MojieupoBanus u anaansa KII asisercs nnmyk-

tusiblil Metox [ayascona: [106], [100], [97], [92].

. Mogesin, ocHoBaHHBIE Ha ajiredpe MPOoIeCCOB.

WcrounnkomM JAHHOTO KJIacca MoJe/eil aB/isieTcsi OCHOBOMo Iaraomast pabora P.Muraepa
[121]. B manmoit pabore CTPOUTCS MOJETb B3aMMOJIEHCTBYIONIIX MPOIECCOB, B KOTOPOi
HIPOIIECCHI TIPEJICTABIAIOTCA TepMaMu. Ha 9Tux Tepmax BBOJMUTCA OTHOIEHUE HAOJIIO/ae-

MOIl 9KBUBAJIEHTHOCTH, KOTOPOE I03BOJIsieT 3(DPEKTUBHO BhIparXKaTh Pa3JIMIHbIE CBOHCTBA
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[POIECCOB, CBSA3AHHBIE ¢ GE30IACHOCTHIO (B YACTHOCTH CBOHCTBA CEKPETHOCTH M AHOHWM-
nocrn). [lepsoit paboroii, B KoTopoii uznaraercst mojesb KII Ha 6a3e nojxona P.Muaepa,
siesisiercst ctaths M.Abamu u A.Toprona [96]. Cpenun apyrux pabot, OTHOCAIINXCST K 9TOMY
HarpasJeHnio, MoxkHo ormeruth paborer [95], [89], [R6], [79], [76], [67], [68], [66], [64].

3. Monenu, ocnoBanubie Ha CSP.
CSP (Communicating Sequential Processes) — 310 MaremarTudeckuii anmnapar, pas-
paborannbiii Y. Xoapom [I19] u npesHasHAUeHHBIN JJIs MOJIEJIMPOBAHUS U aHAJIN3a Pac-
IIpeJIeJIEHHBIX BBIYUC/IUTENbHBIX IIporieccoB. Ha 0ase sToro ammapara ITOCTPOEH METO/I
mozesiupoBanus u Bepudukaryn KII, nHanbosee momno m3mnoxkennsrit B kuure [94]. e-
aykrusHas Bepudukarug KII Ha ocHoBe JaHHOrO IMOJIX0/Ia MCIOJIB3YET MOHATHE PaHT-
dyukiuu. Cpeu paboT, OTHOCAIIUXCA K JJAHHOMY HallPpaBJIEHUIO, MOYKHO OTMETHUTDb pPa-
6orer [109], [107], [105], [104], [103], [65].

4. Monesin, ocHOBaHHBIE HA IPOCTPaHCTBaxX Hurei (strand spaces).
[IpocTpancTBa HUTElN TTO3BOJISIIOT TIPEJICTAB/IATE ITporiecchl, Bxoaganiue B KII, B Buje rpa-
dbuaecknx 00bEKTOB (HA3BIBAEMBIX HUTSMH), B KOTOPBIX YKa3aHbI 3aBHCHMOCTU MEXK]LY
JIERCTBUSMU, OTHOCAIIUMUCA K Pas/jndubiM 1poreccaM. Cpen paboT, OTHOCAIUXCS K
MeToaM Mojieupoanns u Bepudukaiun KII Ha ocHOBe MOHATHS MPOCTPAHCTBA HUTEN,
moxkao ormeruth paborsr [T0T], [T02], [98], [99], (93], |87, [85], [81, [82], [83l, [73], [T1],
[69].

1.4. CpaBHeHme mpeaJjiaraeMoil MojieJin KpunTorpadmuiecKnx

ITPOTOKOJIOB C ApPpYrmMunu mMoae/IdMun

Mogens KII, uznaraemasi B HacTosiieir pabote, yHacjaeoBasIa Hanbosiee CynecTBeHHbIE Ka-
JecTBa MOJIesIell KayKJIoro U3 IMEpPEeYrC/ICHHBIX BBIIIE YeThIipex KjaccoB. B sroit momenn KII
PEJICTABJISIIOTCS B BUJie pactpeiesieHubix mporeccos (PID), B3anmoseiicTByomux myTeM acuH-
XPOHHOI Tlepejiadn coolrennii yepe3 KanaJbl. Kaxpiit PLI, coorBercTByfonuit kakomy-amu60
KII, npeacrasiser coboii COBOKYITHOCTH Hocae1oBaTebbX nporeccos (I1I1), momemupyromumx
paboty ydactaukoB 3toro KII. Kak mpasuiio,

e >t [II1 ipejicTaBiisgroT cob0it TIOC/I€10BATEILHOCTH AEHCTBUI, KOTOPbIE T'PadUICCKU MOK-
HO M300pa3uTh B BUJE HUTEH, 1
e BoiosiHeHne Beero KII MOXKHO mpeiacTaBuTh B BHJE HPOCTPAHCTBA HUTEIH, TOUYKM Ha KO-

TOPBIX CBSI3aHBI pedpaMu, N300ParKaroluMy Iepeiady U IpreM COOOIIEHUI.
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Cnoiicra KII moryT npejcraBisaTbes B BHjie JOrndeckux (hoOpMysi, JiJisi 0OOCHOBaHUS KO-
TOPBIX MOTYT MCIOJIB30BATbCS CTaHJIAPTHBIE aJTOPUTMbBI JIOTHYECKOTO BBIBOJA. Kpome Toro,
Hekotopsle ceoiicrBa KII (Hampumep aHOHUMHOCTD) M.0. BBIDAYKEHbI B BUJI€ OTHOIIEHUsT HAGITIO-
JlaeMoli SKBUBAJIEHTHOCTU MeK Ty cooTBeTcTByomuMu PII, anasorunaso Tomy, Kak 9T0 JeraeTcs

B Mojiesisix KII ocnoBanHBIX Ha IPOIECCHO asrebpe.

OcHOBHOE JIOCTOMHCTBO MPEJJIOKEHHON MOJE/IN 3aKJII0Yal0TCsd B TOM, UTO JIOKA3aTEeIHCTBA
cBoiicTB KoppekTHocTr KII Ha ocHoBe jmannoit mojiesin M.6. CyIIeCTBEHHO KOpOYe, YeM JI0Ka3a-
TEJIbCTBA STUX CBOMCTB Ha ocHOBe Jipyrux mojesneit KII. Iy obocHoBaHUS 9TOTO yTBEPKICHUS
Mbl ipuBouM npumep Bepudukanun KIT Yahalom [94]. Bepudukanus sroro KII B Bbimeymno-
MAHYTOM HCTOYHUKE 3aHMMAET HECKOJIbLKO JIECATKOB CTPAHUIl, B TO BPeMs KaK BepUDUKAIISI
KII Yahalom na 6a3ze mpe/ioxkeHHOI Mojen 3aHuMaeT MeHee 4 crpanuil. llpwannaa Takoro
cymectBennoro ynpoienus Bepudukaruu KII cga3zana ¢ ucrnosmb3oBanneM JIOKa3aHHBIX B Ha-
crosimieit pabore Teopem (1| u KOTODPBIE MPEJICTABISIOT cO0O0# cxeMbl 0OOCHOBAaHUS CBOMCTBA
BAIMUIIEHHOCTH COOOIIEHUT P BBITIOJIHEHUH I1€PEX0/I0B IIPOTOKOJIA, U YCTPAHAIOT JTyO/IMpOBa-

HUEe paccyKJIeHuil mpu jgoKazareabcTBe KoppekTHoctu KII.

[Ipenoxkennblit popMan3M IpeiHa3HAYEH TOJIBKO JIJIS JI0KA3aTeIbCTBa KOPPEKTHOCTH KPHII-
TorpaduIecKux MPOTOKOJIOB, U He IIPeJIHa3HaueH )il OOHAPYKEHUs ONINOOK B HEKOPPEKTHBIX
KII. Ecian nmpotokos sBjigeTcd HEKOPPEKTHBIM, TO JIjId OOHapyKeHUs ONMIMOOK B HEM JIOJI?KEH
HCIIOJIB30BaThCsT IPYTOit MeTos, anajgorundubiii Mmeroxy Model Checking B Teopun Bepucukarmm

nporpamm, cM. [125]. Tauubtii MeTos Oyger U3/I0KeH B MOCJIELYONUX MyOJIUKAIUIX aBTOPA.

Mznoxkennoii B crarbe a3bIk onucanus PII mveer CaMOCTOATE/IbHYIO HEHHOCTb, 1 MO2KET
paccMaTpuBaTbCA KaK HOBBIN SA3bIK OIIMCAHUS pacipejge/IieHHbIX aJITOPUTMOB C IIPUMEHCHHUEM

KpunTorpahuaeckux (pyHKITHii.

B mesrsx mpocToThl N310KeHns B paboTe pacCMaTpUBAETCs TaKas MaTeMaThdecKas MOJeThb
KII, koTopas orpazkaer mnpocreiiline Kpunrorpaduieckie MpUMUTUBI, ucrojb3yeMble B KII:
B Heit (hopMaIu3yIOTCs JINIb CUMMETPUYHBIE CUCTEMBI UM POBAHNS, U HE PACCMATPUBAIOTCS
TaKue MPUMUTHUBBI KaK CUCTEMBbI MUMPOBAHUS C OTKPBITHIM KJIOYOM, XII-(DYHKINU, TUPPO-
Bbl€ TIOJIIUCH, U T.I. Bce 9TH NPpUMUTHUBBI HECJIOKHO BBECTHU B IIPEJICTABJIEHHYIO MOJIETDH IIyTeM

COOTBETCTBYIOIIUX ,ZLOHOJIHGHI/IfI.

2. BcnomorarejgbHble TOHSITHUS
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B srom Haparpa(be MBI U3JiaracM IIOHATHA, HeO6XO,ZLI/IMI)I€ JJId OIIpee/IeHu A HOHATHU II0CIE-

J0BaTEJIbHOT'O 1 paCHpe,ZLeJIéHHOFO IIporecca.

2.1. Twumnbl, tepeMeHHble, KOHCTAHTHI 1 (DYHKIIMOHAJIbHBIE CUMBOJIBI

By,[LeM npeaioJiararb, 9To 3aJdaHbl CJAEAYIONINE MHOXKECTBA.

e Muoxkectso T'ypes, ero 3J1eMeHThbl Ha3bIBAIOTCS TUIAMY JAHHBIX (/I TPOCTO THIIAMH).
Kaxmomy tuny 7 u3 T'ypes conocTaBieHO MHOXKECTBO [, 3HAYE€HU THIA T.

e Muoxkectsa Var u Con, ux s1eMeHThI Ha3bIBAIOTCSI IEPEMEHHBIMY I KOHCTAHTAMH CO-
orBercTBerHo. Kazk1oit mepemennoii € Var u koucrante ¢ € Con comocrasiieH THII 7(x)
u 7(c) € Types coorBercrBenno. Kax/as nepeMentas © MOXKET [IPUHIMAThL 3HAYCHUS
B HEKOTOPOM MHOXKECTBE, KoTopoe Oyjiem obo3nauaTh Dy (g, T.. B PA3/IMIHbIe MOMECHTHI
BPEMEHH [epeMeHHas & MOXKeT ObITh CBA3aHA C PA3IMIHBIME JIEMEHTAMH MHOYKECTBA
DT(m).

e MuozkecTBo F'un, ero sjieMeHTh! Ha3bIBaIOTCA (byHKIMOHAIBbHbIMU cuMBosiaMu (PC).
Kaxaomy f € Fun conocrasien dynknuonaabueiit Tun (®T) 7(f), koTopslit pes-

CTaBJIIET COOOIl 3aIInCh BUIA
(T1, .-, Tp) = T, TAE T1, ..., Ty, T € Types. (1)

Bynem cumrarh, 9TO Cpeam THIIOB, BXOIAININX B YKA3aHHOE BBIINIE MHOXKECTBO 1'ypes, Ipu-
CYTCTBYIOT CJIE/IYIOIIHE THUIIbI:

e A 3HaYEHUs STOTO TUIIA HA3BIBAIOTCS areHTaMM,

e K, 3HavUeHNs 9TOr0 THIa 0003HAYAIOT KJIOYH, HUCII0JIb3yeMble areHTaMu Jijis MudpoBa-
HUs WK pacimrdpoBaHus COOOIEHNI,

e M, 3HaUEHUs 9TOrO THIIA 0OO03HAYAIOT COODMIEHUS, KOTOPbIE areHThl MOT'YT HE€PECHLIATD
JPYT IpyTy BO BpeMsi CBOEil pabOThI,

® J1JTsi KaXK/I0r0 TUTIA T MHOXKeCTBO T'ypes copepkut tutt 27, 3HaUeHUSIMHI KOTOPOTO SIBJISIOT-
¢ TOJIMHOYKeCTBA MHOYXKecTBa [, Tun 27 UCIOJIb3yeTCsi, HAIIPUMED, JJIsd ITPEJICTABICHU
COJIEP’KUMOI0 KaHaJIa: ero 3HaUeHUsIMI MOT'YT OBITh MHOXKECTBA Pa3JIUIHBIX COOOIIEHNUI,
COJIEPIKAINNIXCS B KaHaJe,

e /[Tl KaXKJIOrO CIIMCKA THIIOB T1,...,T, MHOX)ecTBO Types comepKuT tun (71,...,7T,), U

D(n,... y = DT1 X ... X DTn.

»Tn

2.2. Tepmbi
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Tepmbl cTrpogTes u3 nepemeHHbix, KoHcTaHT 1 PC. MHOXKeCcTBO Bcex TepMOB 0003HAYTAETCS

cumBoJioM T'm. Kazkaplit TepM € nuMeeT THUIl T(e) € Types, onpeieasseMblil CTPYKTYPOil Tepma

e.
[IpaBuiia OCTPOEHUST TEPMOB MMEIOT CJICAYIOMINIA BYI;
e ccu x € Var U Con, To  — tepm Tuna 7(z), u
ecciu ey,...,¢, € Tm, f € Fun, u 7(f) mmeer Bun (1)), rme 7, = 7(e;) (1 = 1,...,n), T0
samuch f(ey,...,€,) — TEPM THIA T.
Tepm e € T'm nHasbiBaeTcss moarepMoM TepMma e € T'm, ecim 6o e = €/, qmubo ¢ =
fler, ... eq),mIi e {l,...,n}: e —mogrepm repma ¢;. 3amucs e C €', vye e, €’ € T'm, o3Havaer,

4T0 e — noarepm tepMma €. 3amuch e C €, rie e, e’ € T'm, o3nagaer, uyro e C €' u e # €.

Nuaykimeit 1o cTpyKType TepMa € HETPY/IHO JT0Ka3aTh, YTO

€CJTN €1 U ey — Pa3JInIHbIe TTOJITEPMBI TEPMA, €, 2)

10 JIOO €1 C eg, b0 ey C ey, IUOO €1 U €9 He UMEIOT OOIUX KOMIIOHEHTOB.

Bynem canrars, aro Fun comepxkur ciemaytomme OC:
o OC encrypt Tuna (K, M) — M,
tepM Buza encrypt(k, e) obo3uadaer coobienne, moJydaeMoe IudpoBaHIEM COODITECHUST
€ Ha KJIo4e k B CUMMETPUIHON cucTeme mudpoBanusd, OyjgeM 00603HAYATH TaKOW TepM
sanuchio k(e) u HasbiBaTh ero mmdpoBanabiM coobinenunem (I1IC),
e OC shared_key tuna (24) — K,
tepMm Buga shared key({Ai,...,A,}) HasbiBaeTcsi pa3esieMbIM KJIIOYOM areHTOB
Ay, ..., A, u6yger obosHauarbed ka, A,
e OC list Tuna (1q,...,7,) = (71, ..., Tn), 1€ (71, ..., T,) — IPOU3BOJIbHBIE TUIIBI, TEPM BU-
na list(eq, ..., e,) 0603HAUAET CIIUCOK TEPMOB, KOMIIOHEHTBI KOTOPOI'O — TEPMBI €1, . . . , €y,
MBI OyieM 0003Ha4daTh TepM list(eq, . . ., e,) 6oee KOPOTKOM 3amucho (€1, ..., €e,).
OTmeTnm, 9To MBI He upeanonaraeM Hajamuaue B Fun OC decrypt, 0603Ha9aI0MIEr0 OIIEPAIIIO
paciudgpoBaHusd B CUMMETPHYHON cucTreMe MU(pPOBAHUS. DTO CBI3AHO C TEM, YTO ONEPAIIO
pacmudpoBanns mudpTEKCTa € Ha KJI04e k MOYKHO BBIPDA3UTh B HAIleM S3BIKE IIyTeM JIeii-
crBust Bujia k() := e, KOTOpOe 3aKJII0YAeTCs B HAXOXKJIEHUN TAKOIO 3HAYEHUs [ePEMEHHOl T,
pesyJibTar mudpoBaHus KOTOPOro Ha Kiode k Oyjer coBIajaTh ¢ 3HaYeHneM TepMa e (OHATHe
JIEHCTBUST U3JI0KEHO B IyHKTE [3)).
[Tostcnum Takzke, KaKkuM 0Opa3oM B PacCMaTPHUBAEMOll MOIEIN OCYIIECTBIAETCA IIPOBEPKA

BO3MOKHOCTH JIOCTYIIa ydacTHUKa K 3aiundpoBanHoii nndopmarnmu. CoriacHo OIpeIe/IeHuIO
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HOHSATHSA JIeficTBUsA Bujia e := €', onepaius pacimdpoBaHis MOXKeT ObITh BBITOJIHEHA YIaCTHHU-
KOM B TOM M TOJIbKO TOM CJIy4dae KOIJia KJIIO4Y, KOTOPBIH OH MCIIOJIB3YeT JIsd pacimdpoBaHus,
COBIIQIAET C Te€M KJIFOUOM, Ha KOTOPOM ObLIO 3amndpoBaHO pacirmdpoBbIBAEMOe COOOIIEHNE.
Ecmu stn kymounm passble, TO pacmmdpoBaHue He MOYKET ObITh BBIOJTHEHO, T.€. BBIIOJHEHNE
[IPOTOKOJIa HE JIOWJIET JI0 CBOEIrO 3aKJIIOUUTEIHHOIO COCTOSHUS.

B npemoxennom hopmanzme pyHKIIMOHATBHBIE CAMBOJIBI ABJIAIOTCA abCTPAKITUEH HIea b
HBIX KPUNTOTPpadUIeCKNX TPUMUATHBOB, MOITOMY JIJIsl ITOJTHON MapaHTUN KOPPEKTHOCTH KPHII-
TorpaduIecKux MPOTOKOJIOB HEOOXOJUMO TapaHTUPOBATH KOPPEKTHOCTH pPeasn3alluil TaKuX
Kpunrorpadudeckux npuMuTuBOB. [l rapanTun KOPPEKTHOCTU peau3aIiuil TaKuX KPUIITO-
rpaduIecKnX TPUMUTHBOB IPUMEHSIIOTCA METOJIBI JIe/lyKTUBHON BEPUMUKAIIIMH TPOTPAMM, Ha-
puMep, JIelyKTUBHAsS BepUMUKAIS IPUMEHSIACh JIJIsi TPOBEPKU KOPPEKTHOCTH Peasn3alinii
xon-dyuxiuit SHA-256 u «Crpubors, uro onmcano B crarbax [11] u [I] coorsercrrento.

Takyke oTMETHM, 9TO MBI He paccMaTpuBaeM (hbOPMaJIN3AIUIO B HAIIEH MOJIE/IN TAKUX KOMIIO-
HEHTOB KPHUNTOrpaduiecKnx MPOTOKOJIOB KaK aCHMMeETPUYIHOe IMudpoBaHne, mudpoBas Moj-
IIUCH, X3I-DYHKINN, CXeMbI pa3jiejieHns cekpeta, u T. 1. Popmasn3alys BceX STUX KOMIIOHEH-
TOB SABJIAETCS HECJIOKHOI U IPOM3BOJIUTCS Ha OCHOBE BBeJIEHUS JONOHATENbHBIX DC.

Bynem ucrionb3oBaTh cieayronme 0003HaYCHIUS:

eV e Var Ve € T'm 3amuch x € e 03Ha4aeT, 9YTO T BXOIUT B €,
oVECTm Var(E)={x € Var|Jdee€ E:x € e},
oV E C T'm zanucs T'm(E) obo3nadaer HanMEHDIIEE 110 BKJIIOUYCHUIO MHOYKECTBO, Y/I0BJIE-
TBOPSIOITEe CIIEYIOIINM YCIOBHUSIM:
—E CTm(E), Con CTm(FE),
— JUIsT Kaxk10ro TepMma Buja f(eq,. .., ey,)
ecn ey, ..., e, € Tm(E), To f(ey,...,e,) € Tm(E),

oV 7T eTypes, VECTm E, ={ec E|7(e) =71}

2.3. PopmMyJsibl U Teopun

DuemenTapHoii dopmynoit (DP) HasbIBACTCH 3AKUCH OJHOIO U3 CJIEJYIONMX BUJIOB:

e=¢, taer(e)=r1(),

ece, mmert(e) =27,
Dopmyioii HasbpiBaeTCst 0ObITHAsT OysieBa KomOuHAIUsS P, B KOTOPOI MOTYT UCIIO/Ib30BaATh-

cd JIOTUIeCcKHe CBA3KM —, A, V, —, <> u KoHcTaHTbl 1 n 0. MHO)KecTBO Beex dhopmys 0bo3HaTa-
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ercst F'm. @opmyuiet Bujia A(eq, e2) 6y/ieM 3anmceiBaTh B 60J1e€ IIPUBBIYHOM BHJIE €1 /\ €2, AaHAJIO-

TUYHAs 3aIUCh UCIOJIB3YETCs it IPYTruX OyaeBbix koMmOuuarmit. Popmysisl Bujga e; A ... A e,
€1

MOI'YT TaKKe 3allUChIBATbCS B BUJIE . win {ej,...,e,}. Bo3aMoxkHA KOHBIOHKIUS TIPO-
€n

M3BOJILHOTO ceMedicTa dopmyi {e; | i € I}, ona obosnadaercs 3amucwio /\,; e;.

Teopwmeii HazbiBaeTCss TPOU3BOIbHAaA COBOKYITHOCTL hopmyst T'h C F'm. Ilonarue mokazy-
eMocTH (HOPMYJIbI B TEOPUHU OIPEJIEIsieTCsl CTaHIapTHBIM obpa3zoMm. Huxke Mbl Oy/eM Ipeino-
JIaraTh, 4TO 3aJlaHa HeKoTopas Teopus 1'h, u OyjaemM roBopuTh 4To (bopMysia ¢ JOKa3yema,

€cJIn OHa JoKa3zyeMa B 3Toit Teopuu 1 'h.
2.4. IloncranoBKmM

IToncranoBKoii HazbiBaercs dyukiwms 0 : Var — T'm, Takast, 910
Vo e Var 1(x) =7(0(x)).

Bysem rooputs, uto 6 3amensier nepemennyio x € Var na repum 0(x). TlojcranoBka HasbiBaeTcst
TOXK/IeCTBeHHOI, ecin Vo € Var 0(z) = .
Byziem ucrosib3oBath ciejyomnme 0003Ha eHusI:
e O 0603HAUAET MHOXKECTBO BCEX IOJICTAHOBOK,
eV c O, Ve € Tm zamuch e’ obo3nauaeT TepM, IOTydaeMblil U3 € 3aMEHOM [T KaxKI0il
nepemennoii © € Var(e) KazKoro BXoxJjeHus B e Ha tepM 0(z);
V0O VECTm E’={e’|ec E}.

eV c O,V Fm samuck 0 - ¢ obosnauaer yrepzkaenue, uto dopmymta ¢ mokasyema.

3. llocnenoBaresibHBIE U pacipe/ieJiIieHHbIE ITPOIECChI

B sro0it ry1aBe onpenessioTcss MOHSITHUsS IOCIEI0BATEILHOIO U PaCIpeIeIeHHOIO IIPOoIlecca.
[TocsteoBaTe/IbHBIN TIpOIIECcC sBJsIETCA Mojesblo yaacTHuka KII, a pacmpejienenunblii mporecc
spisierca Mojesbio Bcero KII. Ilpemioxkennas Moiesb sIBJIsSIeTCsl TEOPETHIECKON OCHOBOM J1JIs

merosa Bepudukanuu KII, nznaraemoro B mynkre [6]
3.1. eiicTBus

eiicTBme — 3T0 3a11Ch OJIHOIO M3 CJICIYIONINX BUJIOB:

! /
, ole, e:=¢€, rmee, e €Tm,
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KOTOpbI€ Ha3bIBalOTCA BBIBOJOM COO6HL€HI/IH € B OTKprTI:IfI KaHaJl ©, BBOJOM COO6HL€HI/IH (&
u3 OTKPLITOI'O KaHaJla O, W IIpHCBaMBaHHUEM, COOTBETCTBCHHO. MHuokecTBO BCexX ,ZLGI'?'ICTBI/HU/I

obosznaugaerca Act.

3.2. IlociaenoBaTesibHbIE TPOIECCHI

ITocnenoBaTesbHBIM MPOLECCOM (MU TIPOCTO MPpOIEeccoM) Oyjem HasbBaTh rpad P co
CJICJIYIOIUMHA CBOMCTBaAMU:

e P mMmeeT BbIJeJEHHBIE BEPIIUHBI &) U &, Ha3blBaeMble HAYAJIbHOW 1 TEPMUHAJIbHOMI
BEpIMHAME COOTBETCTBEHHO, U3 @ HE BBIXOJIAT PEOpa,

e KaxKJI0My pebpy rpada P comocraBiieHa MeTKa a € Act, pebpo mporecca P 1pencTaBiisi-
eTCSL 3AIUChI0 U — v/, Te v 1 v/ — HAvaJIo U KOHer, peGpa, a — MeTKa peopa.

[Iporiecc sBJIsIeTCA ONMMCAHUEM TTOBEJICHUS JIMCKPETHON JTUHAMUYIECKONH CUCTEMbI, paboTa KO-
TOPOI 3aK/II0YAETCS B MOC/IEI0BATEILHOM BBIIIOJTHEHUN JeHCTBUM, CBSI3aHHBIX C BBOJIOM W BbI-
BOJIOM COOOITIEHNT U M3MEeHeHneM 3HavdeHuil mepeMeHHbIX. C KayKIbIM IPOIeccoM P C¢Bs3aHbI

e areHT Agentp € Vara, Ha3bIBaeMblil HCIIOJTHUTEJIEM TIporecca P,
HAIIOMHUM, 9TO COIJIACHO ODO3HAUEHUsIM, BBEJEHHBIM B KoHIE nyHKTa [2.2 Vara — srto
MHOKECTBO IT€PEMEHHBIX, UMeIomuX Tl A (areHr),
® MHOXKECTBO V arp IIepeMeHHbBIX Tporecca P, siBISoIeecs U3 bIOHKTHBIM 00be THHeHIeM
CJIEJTYIOIIUX MHOYKECTB:
— MHOKecTBO Publicp OTKPBITBIX EPEMEHHBIX,
— MHOXKeCTBO Privatep MpUBATHBIX MEePEMEHHBIX,
— MHOXKecTBO Uniquep TepeMeHHBbIX, WHUIIMAIU3UPOBAHHBIX YHUKAJIbHBIMU 3HAYECHU-
sIMH, 9TH IIepeMeHHbIe 0003HAYAI0T KpHUITOrpaduieckne KU, WK ITepeMeHHbIe,
Ha3bIBaeMble HOHCAMM,

—{zp}, 3HAUEHUST Tp — MOJMHOKECTBA MHOKECTBA
Publicp U Privatep U Uniquep,

UX 3JIeMEHTHI HA3hIBAIOTCA MHUNMAJIN3NPOBAHHBIMHA IIepeMeHHbIMU Hpolrecca P,
—{atp}, snavyenus atp — Beprunbl rpada P,
— {2}, 7(2,) = 2M, 3navenua x, UHTEPUPETHPYIOTCA KaK CO/IEPKUMOE OTKPBITOTO
KaHaJjia (OTMETHM, 9TO [epeMEeHHAast T, ABJIACTCS OOIIEeH M BCeX MPOIECCOB).
B KazK/plii MOMEHT BBIIOJIHEHHsI [IPOIECCa KazKIast ero HecJry:KeOHast nepeMeHHas (T.e. oT-

JIMYHAsA OT atp, Tp, To) MO0 MHUIUAIN3UPOBAHA KAKUM-JIUO0 3HAUEHUEM, JINOO HEMHUIIUATIA3H-
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POBaHa. Ecnn ona B Kakoif-mmbo MOMEHT BpEMEHU MHUIINAJIN3UPOBaHa, TO BO BCE IIOCJIEYIOIINE
MOMEHTDBI JaHHad IIEpEMEHHasd NMeeT TO 2K€ 3HaYCHHE YTO U B MOMCHT MHUIMAJIU3aIlN. Hepe—

MeHHbIe U3 Uniquep MHANMAIU3UPOBAHBI B HAYAJILHBI MOMEHT.

3.3. IIpomecc mpoTuBHUKA

ITpouecc mpoTuBHUKA — 5TO IIporiece T, 06/1a a0l CBOACTBAME:
® MHOKECTBO BepIuH rpada mporecca T 0JHOSJIEMEHTHO,
e YVa € Act rpad mporecca | comepKuT pedbpo ¢ METKOM a.
Huxe Oynem npejmnosarars, 9To T — €IMHCTBEHHBIN U3 BCEX PACCMaTPUBAEMBIX ITPOIECCOB,

rpad KOTOPOro mMeeT IUKJIbI.

3.4. PacnpegaejieHHbIE IIPOIIECCHI

Pacnpepnesienabim niporieccom (PII) naswbiBaercst cemeiictso nponeccos P = {P; | i € T},

TAKUX, YTO KOMIIOHEHThI CeMelicTBa
{Privatep, U Uniquep, U {xp, atp} |i € I} (3)

JIU3BIOHKTHBI (€CJIM 9TO YCJIOBUE HE BBINOJIHSIETCs, TO COOTBETCTBYIOINIHE [ePEMEeHHbIE B PO~
neccax P mepenMeHOBBIBAIOTCH ).
C kaxapiM PII P cBasano HavaJIbHOE COCTOSIHUE 9% € O, obaaroree CJIe Iy FOIIIMEI

CBOVICTBaMU:
02 . . 02 02
VP eP xf = Publicp UUniquep, atg = ®,x." = .
Ecau PII cocrout u3 omHoro mporecca P, To oH obo3HavaeTcd TeM ke cumBoJsioM P. Ecim
{P; | i € I} — cemeiictBo PII, T0 nannas 3amucs obosuadaer takxke PII, cocrogmmuii u3 Beex

POIIECCOB, BXOjsmuX B Kakoi-imbo PII uz cemeiicrsa P; (Vi € 1).

Bamnucu Publicp n Uniquep 0003HAYAIOT COOTBETCTBEHHO MHOYKECTBA
Upep Publice u | Jpep Uniquep.

3.5. Ilepexoabl B pacnpeaejeHHbBIX Mpoleccax

ap
ITepexon B PII P — 310 yTBepKAcnue, oboznadaemoe samuckio 0 — ¢, rne P € P, 0,0 € ©
(6 Ha3bIBaeTCS HAYAJIOM JIAHHOTO TIEPexo/ia, a f' — ero KOHIIOM) 1 @ — MeTKa HEKOTOPOro pebpa

a .
v — v mponecca P, IpudéM BBIIOIHEHBI YCIOBUS:
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L. ath = v, ath =/,
2.Va € 2%\ {atp,vp, .} 2% =¥,
3. ecmu a = ole, To
eccTm(zh), 2% =%, 2% = 20 U {e},

e ccim ¥ coneprkuT OATEPM BHIA k(€é), tae k € T'mg, TO BEPHO CJIE/IYIONIEE CBONCTBO:

k = shared_key(...)
mbo k € Var, mubo : (4)

Agentp € k
HAIIOMHHUM, YTO COTJIACHO 0DO3HAUEHUsIM, BBEJIEHHBIM B KOHIIE ITYHKTA Tmg —
9TO MHOXKeCTBO TepMoB, mmetonux tun K (kimoq), u Agentp € k oznadaer, 4ToO
nepemenHast Agentp BxoauT B TepMm k,
4. ecim a = ofe wnm e := €', TO

(a) 28 = al, af = 2% U Var(e),
OFe=¢
e’ € Tm(z%)

(b) 0 F e € o mm
(c) ecm €’ comepsxut nozrepym Buya k(€), tie k € Tmy, To Bepro croiictro (),
)

COOTBETCTBEHHO,

(d) eciin a = (e :=€') u k = shared_key(...), To BepHA UMILIHKAIIHS
kC () = Agentp € k. (5)

[Tepexon 6 L o PII P UHTEPIPETUPYETCd KaK BBINTOJIHEHNE TIporieccoM P € P jeiicTBus a,

B pesyabrare 4ero P nepexonut ot 6 x §'. Eciu B Tekymuit MoMeHT ¢ P CBs3aHa IOJICTAHOBKA,

0, 1 B 5TOT MOMEHT HEKOTODBIil porece P, Bxosmmii B P, coaepKuT pebpo v — v/, npudem

v = at%, To MBI cunTaem, aro PII P, cBA3aHHLIH B TEKYIUii MOMEHT C MOJICTAHOBKOIT 6, MOYKeT

BBIIIOJIHUTE JIefiCTBUE @, IIOCJIe 9ero OH OyIeT CBA3aH C MOJACTAHOBKOM ', yuIoBaeTBOpsIONIei
BBIIICIPUBEIEHHBIM YCIOBUSIM IIPH 3TOM

e IIpU BBLINOJIHEHNH JeiicTus ole mponcxoauT jobasiaenne tepma e’ K comep:kumomy oT-

KPBITOIO KaHaJja o,

® IPU BBINIOJIHEHUH JIeficTBUsI o7¢e Wi e := €' MPOUCXOaUT JTUOO YTeHHEe HEKOTOPOTO TepMa

13 COJIEPKUMOTrO KaHaJja o, JUOO MpUCBanBaHKe COOTBETCTBEHHO, ITyTeM WHUIUAA3ATIIHN

HEMHUIUAJIM3UPOBAHHBIX B TEKYIIUI MOMEHT IEepeMEeHHBIX U3 TepMa €: TEPM € PacCMaT-

puBaeTCs KaK Iab/IoH, KOTOPOMY JIOJIZKEH COOTBETCTBOBATL HEKOTOPLIH TepM u3 x’ mim

Tepm (€')? cooTBETCTBEHHO, 1 BBIMOIHSAEMOE JIefiCTBIe 3aK/II09aeTcs B mpeobpasoBanun 0 B

noJIcTaHOBKY € TIyTeM oIpe/iesieHns MOIXOAIIX 3HadeHni mepeMennbix u3 Var(e) \ %,
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0

o

. /
C TaKHUM pPacdeTOM, 4TOOBLI 3HAYECHHE 69 OBLIO OBI PaBHO HEKOTOPOMY TEpMYy U3 T, WUJIA

tepmy (€')? coorercTBento.

3.6. BbimosiHeHUMe pacripejieJIeHHOTO ITpoIiecca

Bomoanenne PII P — 310 nocieosareibHOCTD oacTanoBok m = (6g, 01, . ..) PII P, takas,

uro 0y — HadasgbHOe coctosgamre PII P, m s xaxkmoit mapst 6;, ;11 COCETHUX UJICHOB ITOM
ap

[IOCJIE/IOBATEILHOCTH UMeeTcst epexof ; — 6,1, e P — kakoii-ymmbo mporecc u3 P.

st kaxkoro seinosnenus m = (g, 0y, .. .) 3amucek 0 € 7w o3naqaer, aro 3¢ > 0: 6; = 0.

Eciu 3ayian0 Boimosienne m = (0g, 61, ...) u 0,0 — nojcranoBky, BXOJSIIKE B T, TO 3alUCh
6 <, 0 osmauaer, uro § = 6; u 6 = 6, naa HekoTOpBIX HHAEKCOB i < j. 3amuce § <, ¢
osna4vaet, 9ro 0 <, 0 w6 = 6’.

[Toncranoska 6 PII P nasbiBaercss mocTu>KuMbIM coctosiimeM PII P, eciin ona BXxoauT B
HekoTopoe BhioiHeHne P. MHoxKecTBO Beex JocTHKUMbIX coctosinnii PIT P obosnadaercss Op.

B maganbubiit Mmoment Bbimosinenus PII P nepemennnie n3 Uniquep WHUITUATT3UPOBAHBI
YHUKAJIbHBIMIA 3HAYEHUSIMU, T.€. TAKNMU 3HAUEHUSIME, KOTOPbIE HUKOIJIA HE BCTPEYAJINCH

cpeJn Bcex 3Ha}‘IeHI/II‘/JI7 HCIIOJIB3YEMbIX 10 HaYaJla BbLIITOJIHECHUA P.

4. CBoOICTBO 3alIUINEHHOCTHI

4.1. OmnpeneseHne cBoOiicTBa 3aIUIIIEHHOCTH

B paccyxnenusx, cesa3anubix ¢ Bepudukanueit PII, Oymem ncrosb3oBaTh CBOMCTBO 3allu-

MIEHHOCTH, 0003HAYUAEMOE 3aIICHIO

E C Publicp U Tm(Publicp)k,
E 1P, e N F ( Pl (6)
PeP Vk e Ex Agentp & k,

rye P — mexoropsriit PII. Hamomanm, 90 corstacHo 0003Ha4€HNAM, BBEJICHHBIM B KOHIIE ITyHKTa
Ex — 10 MHO)ecTBO TepMoB u3 E tuna K (kioq).

Caoiictso () ncrunno B cocrosamn 6 € Op (uro obosnauaercs samuceio § = E L P), ecin

Vee E, Ve € (2%)° Ux? kaxoe Bxoxienne e B € ™

conepxkurcs B oarepme k(...) C €', tne k € Fk.

Jlannoe CBOMCTBO MMEET CJIEIYIONINI CMBIC/T: TEPMbBI U3 [ JIocTynHbI TIporieccy P B cocTosinum
f TOTBKO B «3AIUIMEHHOM» BUjiE, T.e. cofepzarcsa B Tepmax u3 (%)’ Uz? rorsko sayTpn IIC,

KOTOPBIe 3ammdpoBaHbl Ha KJIIOYax, HEJOCTYIHbIX g P B 6.
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4.2. CoxpaHeHUe 3alIUIIEHHOCTH IIPU Iepexoaax

B sTom maparpade jokasbiBaeTcs TeopeMma O COXpaHeHHH CBoiicTBa 3armuinénnoctu F | P
npu nepexogax PII. Jlamnas Teopema M.6. MHTepIpeTHpOBaHa KaK CJIEIYIOIIee YTBEP:KICHHE:
ecJIi B TEKYIeM COCTOsHuM # BepHO cBoiicTBo F 1 P, TO HuUKaKas COOCTBEHHas aKTHBHOCTD
nporecca P, HaumHasi ¢ cocTostHUS 6, He TPUBEJIET K TOMY, UTO Kakoe-JTubo coodbrnenne n3 F

KOTJIa-HUOY/Ib CTAHET JOCTYITHBIM Iporieccy P.

Teopema 1
[ycrs 3aman nepexos  — ¢ s PII P.

YV E C Publicp UTm(Publicp)k BepHA MMIUIIKAITIA
fEELP=¢E=ELP (8)

JlokazaTejbCcTBO.
[Tycrs BepHa nocbIKa uMIiLMKamu (8), T.e. BEpHO . Jlokaxkem, 9TO TOTJIa OY/JIEeT BEPHO

€€ 3aKJIIo4YeHne, T.€.

/ / /
Vee E, Ve € (2%)% Ua? kaxnoe Bxoxenue e B ¢’

cojepxurca B nogrepme k() C €', e k € Fxk.
Ecmn @D HEBEPHO, TO

Jec E,3e € (25)” ua?,3 sxoxaenne e C ¢/, koropoe (10)

He COJIEpKUTC B Kaxk1oM Tepme Buja k(i) C € tie k € Fk.

ap ’
Paccmorpum tpu Bapuanta nepexoja § — 6'.

1.ap = olu, u € Tm(a%), 2% = 2%, 2% = 2¢ U {u?}.

o

B arom cayuae ([10)) Bosmozkno TobKo ecm € = u’.

BosMmozkeH oiH 13 CJIeIYIONNX JIBYX CJIyYaeB:

(a) u € 2%, B 31oM ciyuae uz e C u’ = ¢’ u (7)) cnexyer
e Ck(a) Cu’ =¢, ruek € F,

g0 nporusopednt ((L0)),

(b) u = f(us,...,u,), rae f € Fun, B 3TOM c/Iydae MPOTHBOPEYUBOCTD 06OCHOBbIBa-

eTca MHIYKIHMeit o cTpyKType u: B ciaydae e C u’ mporusopeunsocts ([10) caemyer
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N3 MHAYKTHUBHOI'O IIPEAIIOJIOZKEHNUA, a B CJIydae € = UG = 6/, COIJIaCHO CBOﬁCTBy @, (&

comepxurcs B mogarepme k(i) C € = e, 1.e. e = k(@), 970 HEBO3MOXKHO IO yCJIOBUIO
u3 @ Ha, MHOXKeCTBO F .

/ / /

O =29 2% =29 UVar(u), v’ € 2%, u ecom u

k € Tmyg, To BepHO .

0

2.ap =0o%u, x cojiepxkuT noarepM k(a), e

B srom ciryuae ([L0) BosmMoKkHO TOJIBKO eciin

Jec E, JyeVar(u)\2%:eCy” =¢,
U He CyIIecTByeT TepMa Buja k(u), rie k € F, (11)

taxoro, uro ¢ C k(@) C y”.

[ToCKOIbKY yIIOMSAHYTHI B Tepm e comepxkurea B Tepme y? C u? € 29, To u3 @)
CIIGJIYeT, UTO € COIEPAKUTCs B HeKoTopoM moarepme Bua k(i) C u?, rue k € Fx.

Takunm obpasom, e C k(i) u e € 37, re. Tepmer k() u 3’ nmeror Hemycroe mepecete-
nue, nosromy, cornacuo (2), mbo k(i) C 3, mbo y” C k(@). Brmouenne k(i) C y”

IIPOTUBOPEYIHT , cnemosarensio y* C k(it), mosromy
o - o
yo Ck(a) Cu”. (12)

JlokazkeM MHIYKITHEl TI0 CTPYKTYpe TepMa U, 9TO U3 IpaBoro BKrodeHus B ((12]) ciemyer,

qTO

Jz e Var(u) : k(@) C 2% Cu”. (13)

Ecmu u € Var, To z = u, ecim u € Con, 1o (12)) HeBepHO.

[Iycrs w = f(uy,...,uy,), tae f € Fun, Torga BOSMOXKHBI CJIYIOIIAE CJIyYan:

o [ = encrypt, T.e. u = ky(uy): eciiu ky € Vark, To BO3SMOXKHBI CJIEJLYOIINE CITY YA
— k(@) =u” = K(uf), B arom cryuae k = kY € E, u, cornacno (4, 6o k € Var,
JI60

k = shared_key(...) u Agentp € k. (14)

Ciyuait k € Var nesosmorken, T.K. us cgoitcts k € (2%)% u k € Ex, cornacho ,
cliestyer, 9To BXoxK/Ienne k B k 10JKHO coslepkaThest B mogrepme Buga k(.. .) C k,
YTO HEBO3MOXKHO, & HEBO3MOKHO COTJIACHO BTOPOI CTPOKE B @,

— k(@) C k', nanmbiit cy4ail HEBO3MOMKCH 110 OIpee/IeHII0 TepMoB Tuma K,

— k(@) C u?, B nannHOM CciTydae yTBEpPIK/ICHIE CJIELyeT U3 MHIYKTHUBHOTO IIPEI-

ITOJIOYKEHU S,
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a ecou ki = shared key(...), To Bepro (|l4]), 9T0 HEBO3MOXKHO COTJIACHO BTOPOIt

CTPOKE B @,
eccm f = list, 70 3i € 1,...,n : k(@) C v, n cJIeyeT U3 MHYKTHBHOIO
[IPEJIITOJIOXKEH NI,
e ciyuvait f = shared key HeBO3MOXKEH.
ns " CJIEJTyeT, ITO

" C k() C 2 cul. (15)

Takum 06pa3oM, U CONEPKUT BXOXKJIEHUS MEPEMEHHBIX Y U 2, 00/ IAI0NIIe CJIE Ty IOIHM
cpoiictom: ¥ C 2%, oTKyma js TAHHBIX BXOMKJICHMIl CJIeIyeT BKIOUeHne y C 2, 9To
HEBO3MOZKHO.
3.ap = (u =), 2¥ = 22 2% = 2% U Var(u), v € Tm(2%), v = (')?, n ecomm u’
coztepzkuT noarepm Buja k(w), rae k € T'my, o sepro ([{)).
AHanus JIAaHHOTO CJTydas aHAJOIMMYEH aHaIu3y Ipeablayero ciaydas. Ceoiicrso (10]) Bep-
HO TOJILKO ecyim BepHO ciofictso (1)), m3 KoToporo cieayer, 9To TepM €, yHoMsHyThIil B
(11), obmamaer croiicrBom e C u? = (u)?.

lokaxkem, 9T0

Jv e Var(u):e C’. (16)

Tk. e € F/, To, coryracHO (@,
e 100 e € Var, B 9TOM ciydae OYEBU/IHO,
e 6o e nmeer Bu shared key(...), B arom ciygae u3 e C (u')?, coornourernmus u
BTOPO# CTPOKU B @ CJIeJIyeT, YTO JIAaHHBIA CJIyYail HeBO3MOZKEH.
Tk v € Tm(2%), re. Var(u') C 2%, To us crenyer, uro v € 2%, ue Co? € (2%)?,
OTKY/Ia, HA OCHOBAHUH @), saxmouaem, uto e C k(i) C v? C (/) = u?, rne k € Fx.
Tepmbt k(@) u 3 nmeror memycroe mepecederue (06a coepsKar €), u u3 CJIEJLy€eT, YTO

k(@) me M.6. mogrepmom Tepma ¥, HOITOMY 13 CJIEJIYET, YTO
y" k(@) Cu?. (17)
Tax »Ke, Kak ¥ B IPEJbIILYIIEM CIydae, JOKa3bIBaeM, UTO U3 cJIejlyeT CBOWCTBO
3z e Var(u) : k(i) C 27 Cu?. (18)

ns u CJIEJTyeT, ITO

" C k() C 27 cul. (19)
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Takum 0b6paszoM, 1 COJIEPKUT BXOXKJIEHUS EPEMEHHBIX Y U 2, 00JIaJIAIOININEe CIIE Y IOIIIM
/ /
ceoitctBoM: y? C 2%, oTKyma JuIs JAHHLIX BXOXKIEHHUI cieiyeT BKiodeHne y C 2, UTO

HeBO3MOKHO. W

5. CBOHCTBO COOTBETCTBUIA

B srom maparpade dopmynupyercd u JI0Ka3bIBAETCS TeOPeMa, KOTOpash MOYKET UCIOJIb30-
BaThCd JIJIsi 0OOCHOBAaHHS CBOMCTBA COOTBETCTBUS IIPOTOKOJIOB ayTeHTudukanuu. /lamnnoe
CBOMCTBO MMeeT CJIeAyIonnii HepOpMaIbHBII CMBIC/I: €CJIU OJUH U3 yYACTHUKOB ITPOTOKOJIA
ayrerrudukanun (0603HaunM ero A) mocjie BBINOJHEHUS ITOrO IIPOTOKOJIA MPUIE] K BBIBO-
Iy, 9TO JAPYTOil y9aCTHUK 3TOTO MPOTOKOJIA (0003HAUNM ero B) sIBJIsieTCs MOJJIMHHBIM (T.€. Te
apaMeTpbl, KOTOpbIe MOJydua A oT AKOObI y9aCTHHKa B, COBIAIAOT C TEMHU MapaMeTpaMu,
KoTopble B mockuian A), to B aeiicrBurebHO nocklian A coobIieHne ¢ STUMA MapaMeTpaMu.

,HOK&?)I)IB&GI\I&H HH2KE TeoOpeMa uMeeT C.HG,ZLYIOHLI/Iﬁ CMBICJI: €CJIX IIPU HEKOTOPOM BbIIIOJITHEHUN
7w PII P B cocrosiaum 6 € 7 B KaHaje o COIEPXKUTCs COODINEHUe, cojepzariee moarepm k(e),
e K04 k HEJIOCTYIIEH B COCTOSTHUM 6§ J17Is HEKOTOPOTro mporiecca P € P, To B HEKOTOPOM CO-

crosianu 0" <. 6 npyroii nponecc P’ # P u3 P nocsian B Kanast o coobrenne, cojepxariee k(e).

Teopema 2

[Iycts 3a1aHbI
e PI1 P u nekoropoe ero Boimosaerne m = (0, 61, . . .),
e nojmuokecTBO B C Publicp U T'm(Publicp)k, u

e cocrognue € m, npudem 0 = ELP, u Je € 27 :
Jk(e) Ce, rne k € Ex. (20)

Torna 3P € P: P' # P u 7 cOuep:KUT Mepexoj] BUuia
6% o e k(@) C b <, 6, (21)

JlokazarejbCTBO.

Iycrs 6 — nepsoe cocrosnue na 7w, Takoe, uro e’ € z?':
k(é) C ¢, tae k(€) — Tepm u3 (20)). (22)

Herpyauo Buzers, uto ¢ <. 0, n r.x. % = (), To 6 # 6.
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- Ap/ 2 .
ITycrb mepexon Ha myTu 7 ¢ KoHnoM B 6 umeer sun 6 — 0. T.x. ¢ & 22, to a/» = olé, rue
o) P )

¢! = €. Ecrm P’ # P, To TeopeMa JOKa3aHa.

Hokazkem, aro ciaydait P’ = P HeBO3MOXKEH.

Iycrs P’ = P, re. 0 0 o

Ecmu k = shared_key(...), To, coracuo u , Agentp € k € Fx, 9T0 IPOTHBOPEIUT
BTOPOIl CTPOKE B @ [Tostomy k € Var.

Us 0 = ELP cnenyer, uro § = ELP.

Cayuait k € (x%)é HEBO3MOXKEH, T.K. u3 k € (x?p)é u k € Bk, cormacno (7)), cremyer, uro
BXOXK/IeHue k B k JOJIKHO coziepKarbes B moarepme Buja k'(...) C k, 970 HEBO3MOXKHO.

JlokaxkeMm MHIYKITNEN TIO CTPYKTYpe TepMa €, YTO U3 CBOUCTBa
k(€) C e’ ke BEx, k€ Varnk & (25)° (23)

cJiejlyeT yTBEpzK/IeHne

Eciu é € Var, to x = é, a ecimu é € Con, 7o ([23|) HEBEpHO.
[Iycts € = f(eq,...,e,), tae f € Fun, Torma
e cciiu f = encrypt, T.e. € = ki(e1), TO BO3MOXKHBI CJIEJLYIOIIUE CITyIau:
(s — o0 1000
k(é) = ¢é” = k{(ef), B aTom caryuae
x k= kY, u ecou ky umeer suy shared_key(...), To k = k! Toxke umeer Takoit Bu,
HO 110 npesnosoxkenuio (23) k € Var, u
€V ky € 24 k =k e (a5) 23
x ecnt ky € Var, to ky € 2%, re. k= kY € (2%)?, aro nporusopeunr ([23)),
— k(€) C kY, nanmbrii ciyuait HeBO3MOZKEH 110 olpejiesiennto Tepmos Tuta K,

—k(e) C uf, B JIAHHOM CJIydae YTBEPKJIEeHUE 1) cJIeJlyeT U3 WHYKTUBHOTO IPEJIIO-

JIO?KEHHUS,
eccm f = list, o di € 1,...,n: k(é) Cel, u 1) caeyeT U3 UHIYKTUBHOIO IPEIIIoI0-
JKEHUs,

e ciyuail f = shared key HEBO3MOXKEH.

Takum obpasom, n3 1} cremyet, aro 3x € 2% 1 k(é) C af.
Y/ 9// 6//
[Iycrs 0" — mepBoe cocrosinme Ha IyTH T, Takoe, 9To (z% )° COomep:KUT TepM € TIOJTEPMOM

k(e), re.

Jz el k(e) Ca”. (25)
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U3 (24) cremyer, uro 8” <, 6. Herpyuo BujeTh, 9r0 §” — He HAYAIBLHOE COCTOSHEE, TIOITOMY
o aP/l
Ha IyTH 7 cyliecTByer pebpo Bujga § — 0”. Obozuauum a = apr. U3 onpenenenus 6" cinemnyer,
] " _
a0 = & x'%, nosromy P” = P (T.K. Ipu 5TOM Ilepexo/ie N3MeHsIeTCsI 3HAUYeHUe T p), U BO3MOKHBI
JIBa, CJIydast:

.9/

l.a=0%, z € Var(é), & € x‘f,

€ 2¢, To momywaem mpoTmBoOpeume ¢ BHIOOpOM £ Kak caMoro

!

Tx. k(&) C 2% C &

0/

[IePBOTO COCTOSIHUS HA IyTH 7, Takoro, 4to & comepxur TepM € ¢ noxrepyonm k(é): 0
MMeeT aHAJIOMMIHOe CBOICTBO, U HaxojuTcs Jesee ¢
2.a=(é:=¢),z € Var(é), e € Tm(z%), & =&,
[IOCKOJIBKY
ek(e)Ca? Cé& =& u
® COTJIACHO , k ¢ (x?g)é, nosromy u3 6 <. 0 cuenyer, uro k & (:E?D)é (T.K. x?; C x(}l),
TO, AHAJIOTUYHO JOKa3aTeILCTBY UMILIUKAIIAN = (3ameHsist B Heil € HA € 1 0 na

f) MOXKHO JIOKA3ATH yTBEPIK/ICHHE
Jx € Var(e) C x?—;, : k(é) C 2,

KOTOpPOe IPOTUBOPEYNT BhIGOPY #” Kak caMoro mepBoro COCTOSIHHS Ha IyTH 7T CO CBOJi-

crBoM (25): 6 mMmeer aHaOrmUHOE CBOHCTBO, I HAXOIUTCs jeBee 0. M

6. Metoa BepudumKamm mpoToKoJI0B, OCHOBAHHBIII Ha

npeJaCcTaBIeHHON MOIeJn

6.1. Omnmcanue Metoaa BepupUKAIINN

N3znoxkeHHas B IPEAbLIYIINX IIYHKTAX MOJEIb KPUITOrpadUIeCKIX IPOTOKOJIOB MOXKET IIPH-
MEHSIThCS JIJIT 0OOCHOBAHUSI TAKUX CBOWCTB IIPOTOKOJIOB, KOTOPBIE TIPEJICTAB/ISIIOT CODOI yTBEep-
JKJIEHUST CJIEJIYIOIIEero THIIA: eCJIM IIPU KAKOM-JIMOO BBIITOJTHEHUH 7T AHAJIU3UPYEMOTO IIPOTOKOJIA
OH JIOCTHT HEKOTOPOI'O COCTOAHUS ) € T, TO CyIIecTBYIOT cocroauus 6, ... <, # Ha 3TOM BBIIIOJI-
HEHNM, KOTOpbIe 00/1aJaf0T 3aJaHHBIMI CBOMCTBAMHU. B 9TOM IIYHKTE B KadecTBe TAKOTO CBOIi-
CTBa pacCMaTPUBAETCS CBOMCTBO COOTBETCTBUS B POTOKOJIAX ayTeHTU(UKAIIUN, OIIPEIE/ISIEMOe
Hzke. Metoj1 000CHOBaHMST 9TOTO CBOMCTBA 3aK/II0YAETCsI B 0OPATHOM ITOCTPOEHUHU BBITIOJTHEHUST
JIAHHOI'O IIPOTOKOJIA, HaunHas ¢ cocrosinust 6. ckombie cocrognus 6, ... <. 6 Bo3HUKAIOT B
poIecce 0OPATHOTO IMOCTPOEHUsT BBIIOJIHEHUs IPOTOKOJIA. [locTpoeHne JaHHOrO BBIIOJTHEHMS

IIPOU3BOJIUTCHA C UCIIOJIB3OBaHUEM TEOPEMbI IZI.
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Huxe usnaraercs MJIJIIOCTPpalvsd IIPpUMEHEHUA JaHHOI'O MeTO/da JIA BepI/I(l)I/IKaHI/II/I CBOICTB

COOTBETCTBUS U CEKPETHOCTU IPOTOKOJIa ayTeHTuduKanmuu Yahalom.

6.2. Ommcanme mportokoJjia Yahalom

[Tporokost Yahalom mipeinasnaden st ayrenTudukaiym (T.e. IPOBEPKHU HOJJIMHHOCTH ) areH-
TOB, B3aMMOJIEHCTBYIONINX 110 OTKPBITOMY KaHAJIy O, U IEepPEeIadl CEaHCOBBIX KJIIOUEH MeK Iy
stuMu arentamu. [Ipesmosiaraercs 4To

® 3a/1aHbI MHOYKECTBO areHToB Ag, a TakKe areHT J, Ha3bIBaeMblil JOBEPEHHBIM MOCPE/I-
HUKOM, JIaHHBIE Ar€HThI MOTYT B3aMMO/IEHICTBOBATD JIPYT C JIPYTOM 10 OTKPBITOMY KaHAJTY
07
e KaxK/Iplit areHT A € Ag mmeer pasnensgeMblit KJIOY k4; C JOBEPEHHBIM ITOCPETHIKOM
J, na koropom A u J moryr mudposarh u pacuiudpoBbIBATHL COOOIIECHUS, UCIOIB3Ys
CUMMETPUIHYIO CUCTEMY U POBAHUSI.
B kaxkaom ceance mpoTokosia Yahalom npunumaroT ydactue cjeyionue areHTbl: MHUIIAATOP
A € Ag, noBepennblii mocpeauuk J, u pecnongep B € Ag. Kaxupii arenr uz Ag B
OJIHUX CEaHCaX M.0. MHUIIMATOPOM, a B JIPYTUX — PECIOHIepOM. BhINo/IHEHNE ceaHca MPOTOKOIA

Yahalom ¢ waummaropom A, pecrionmepom B # J0BEpEHHBIM ITOCPEIHUKOM J TPEICTABIIAET

co0O0II COBOKYITHOCTD Y€TBIPEX MEPECHLIOK COOOIIECHUIA:

A—=B : Angy

B—J : B kpj(Ana,ng)

J—=A : kaj(B,k,na,ng), kgs(A k)
A— B : kpj(Ak) k(ng)

-~ W b=

[Tepechbliku B UMEIOT CAEAYIONUI CMBICI.

1. A noceinaer B 3ampoc Ha ayTeHTH(MUKAINIO U TeHEepaIuio CeaHCOBOrO KJoYa k, 9TOT
3aIIPOC COCTOUT U3 UMEHU areHTa A u HOHCa N 4.

2. B nocelnaer J 3alpoc Ha T€HEPAIMIO CEaHCOBOTO KJI04a k, B CBOI 3alpOC OH BKJIIOYAET
CBOE UMsl, UM areHTa A, JJjIs CBA3U ¢ KOTOPBIM HYKEH ITOT KJIFOY, MOJIYIEeHHBIN HOHC
N4, A CBOM HOHC Npg.

3. J reHepupyeT ceaHCOBBIN K104 k 1 mockLiaeT A mapy cooOIeHnit, u3 mepBoro cooOIeHnst
A MOXKeT u3BJIeYb CEAHCOBBIN KJIIOY Kk, a BTOpOe Ipe/Ha3HAYCHO i TOrO, 4ToObl A
mepecJjaJ ero B.

4. A noceliaer B mapy cooOIIeHni,
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® [IePBOE U3 KOTOPBIX OBLIO MOJIyYeHO UM OT J, B MOXKeT u3BJiedb U3 3TOr0 COOOIIEHUs
CeaHCOBBIN K04 k, 1
® UCITOJIb3Yd KJI0Y k, B pacimudpoBbIBacT BTOpPOE COOOIIEHNE.
Ecin pesynbrar pacnmmdpoBanus COBIAJIAET C N, TO ITO ABJAeTCd s B noka3areb-

CTBOM TOI'O, 9TO OTIIpaBUTEJIEM 9TOI'O COO6H_L€HI/I${ obL1 A.

6.3. HekoTopsnle onpeeieHnsa 1 0003HaAYEHUS

1. ls xaxoro mporecca P samucs P* obosnauaer PII {P; | i € I}, rae I — MHOXKeCTBO
HATYPaJIbHBIX duces, u Vi € I P, = P.
Bynem ncrionb3zoBaTh ciemyroriee corJiaieHue:
® eC/IM B KaKOM-JTMOO paccyxkjaenun, ceazanHoMm ¢ PII Buga P*, HEKOTOpBIH Mporece
SIBJIIETCS TIEPBBIM U3 PACCMaTPUBAEMBIX IPOIECCOB, BXOJAIINX B P*, TO 3TOT mporiecc

n BCe €ro lepeMeHHbie 0003HAIAIOTCA TEMU 2Ke 3allUCAMM, KOTOPbIE HUCIIOJIb3YIOTCA B

P,
® eCJI KPOMeE ITOr0 MPOIIEcca PACCMATPUBAETCsI JIPYTOM TIporiece, Bxojsimit 8 P* (Bo3-
MOXKHO coBIaJamonmuii ¢ P), To on obosnadaercs Pj, 1 B 0003HAYEHUSAX TEX €r0 Ie-

peMeHHbIX, KOTOpre ABJIAIOTCA ,ZLY6HI/IKaTaMI/I HepeMeHHbIX N3 MHOXKECTBa
Uniquep U Privatep U {atp,xp},

HCHOJIb3yercs uHeKe 1 (Hanpumep, qybaukar nepeMeHHoit - B P 6yaer obo3HavuaTh-
Csl 3aIUCHIO X1), B cJieyineM mporiecce (P, KOTOPBI BO3MOXKHO coBliajaer ¢ P wiu
Py) coorBeTcrByIOIIUe TIEpeMeHHbIe OYIyT 0003HAYATHLCS ¢ UHIEKCOM 2, U T.JI.

2. IIporiecc na3biBaeTcs JUHENHBIM, €CJIM OH UMEET BU]T

0 1 n—1 n

B nensgx 6ouibIneit HarIsiIHOCTH OYeM UCIIOIB30BATh CJICIYIONIee CorJialleHne B 0003Ha-
YeHMsIX [IEPEMEHHbIX B JIMHE{IHBIX IIpoleccax: mycrb P — nporece suja (27)), u nepemvennast
T BXOJIUT B AeiicTBue a;, upuaém Vj € {1,...,i — 1} z e BXomuT B a;, TOraa
e ccu x € Uniquep, TO OyJeM yKa3blBaTh TOPU3OHTAILHYIO YePTY HaJl BCEMU BXOXK-
JeHusIME = B a; (T.e. 06003HAYATL UX T) U
e ccim & € Privatep, To OyneM yKasblBaThb YrOJIOK HaJl BCEMU BXOXKICHUAMHU T B «;

(T.e. obo3HAYATD UX T).
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, a
3. Eciu 7 — Bemosmenne PIT P, Tto 3amuch ™ 2 PY : 0 — 0’ umeeT cjie yionuii CMbICT: T
)

a / .
cofepsur mepexon § — @', u ath =i, ath =i'.
6.4. PopmaJibHOE OIIMCAHMNE ITPOIECCOB, BXOAANINX B IIPOTOKOJI
Yahalom

Ornucanne ceanca nporokosia Yahalom mzobparkaercst cxemoii

ol(A,ly)  okas(aly, kiy,niy, 7ly), &) ol(x, Ky (ny))

Iyh= @ ° ° -
0 1 2 3
e o?(aly, kayy (aly, iy, 1) olkgs (@l kg, mlynt), ks s(aly, ki)
0 1 2
Rr — 07(dzB’TALZB) O!(kaBJ(atiniB’ﬁrB)) O_?(kBJ(ati]%TB)?kTB(n%))@
B — -

® re -
0 1 2 3
B sToit cxeme niepBasi 1 TpeThs JIMarpaMMbl COOTBETCTBYIOT TporieccaM [ 4 u Rp, ONKUChIBAIO-
UM IIOBeJIeHne HHUIMaTopa A u pecronepa B coOTBETCTBEHHO, BTOpas JUAarpaMMa COOTBET-
CTBYET IPOIIECCY, OIMUCHIBAIONIEMY TIOBEJIEHUE TIOCPEIHUKA, J, 9TOT Mporecc 0603HAYAETC CUM-
BoJioM J. Bepxuwuit mHIEKC ¢ WK 7 IPpU KAKOH-TNO0 EPEMEHHON 03HAYAET, YTO OHA, COJEPIKUT
undopmanuo 06 uaunmaTope (i) uin pecronepe (r) manHoro ceanca. CMbIC IEPEMEHHBIX B
9TUX IIPOIECCaX YCMaTPUBAETCS U3 COIOCTaBJIEHN AefCTBUN B 3TUX IPOIECCax C COOTBETCTBY-
FOIMUMU JAefiCTBUSIMU B . [Tpenmosaraem, uro Agent;, = A, Agentr, = B, Agent; = J.

PII P, coorBercTBytomuii mporokosy Yahalom, umeer By

P={{I1| Ae Ag},{Ry | B € Ag}, J*, 1}, (28)

T.€. Ka)K,IH:IfI areHT MOXKeT y4dYaCTBOBaTb B HEOI'DAHHMYEHHOM 4YHUCJ/I€ CEaHCOB KaK B Ka4deCTBE

NHUIATOPa, TaK U B Ka49€CTBE PECIIOH/EpPAa.

6.5. CBoiicTBa mporokoJa Yahalom

B sToMm nyHkTe npuBoinTcsa hopMasIibHOE OITUCAHNE U BepUuUKAIIA TPEX CBORCTB ITPOTOKOJIA
: CEKPEeTHOCTh KJItoueil k; 1 HOHCOB Ny, ayTeHTUdUKaNNa MHAINATOPA II€Pe] PECIIOHIEPOM
1 ayreHTHdUKAIMS PECIIOHJEPa Nepel THUIUAaTopoM. B okasarensersax reopem B, [ B npn
KazK/IOM [IPUMEHEHUN TeopeMbl [2] uMeeTcsi e iMHCTBEeHHbIH BapuaHT 0O60CHOBAHMUS CYIIIECTBOBA-

uus nepexona (21f), m Mbr 6ymem cpasy Gyem mssaraTh 910 060CHOBaHWE, O€3 YIIOMUHAHUS O
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€IMHCTBEHHOCTHU BapHUaHTa TaKOI'O 000CHOBaHMUSI.

Teopema 3 (ceKpeTHOCTD KJtOUeit k; U HOHCOB n'y)

PII 00J1aj1aeT CJIeIYIOINIIM CBOMCTBOM:
Vo eOp 0= ELT, tne E = {kpy,ks,ny | B € Ag}. (29)

JlokazaTeabCcTBO.
Hoxkaxkem (29) oT mpoTuBHOTO.

[Ipeamonozxum, 9To 3a7an0 BbinosHenue ™ = (0, 0y,...), n
S={0en|0EELT}#0.

[Iycrs 6 — mepBoe cocrosiHue Ha 7, KOTOPOe IPUHAIIEKAT S.
Tx. 0y = ELT, To § # 0y, m.e. B T ectb mepexon Buma ' —2+ 6.
U3 onpenenenns 6 cuenyer, aro ' = E 1Lt 0 = E L.
Ecin 661 66110 BeprO P = f, TO, COIJIACHO Teopeme , oTCIOJIa CJIe0BasIo Obl, uto 0 = E 1T,
YTO MIPOTUBOPEUUT OIIPEJIESIEHUIO .
Taxkum obpasom, P € {14, Rp,J | A, B € Ag}, u HeTpyHO BUIETh, 9TO ap UMeer Buj ole,
0

/ / o
20 = 2% U {e?}, u Bepno yreepxuenne 0 = E 1+, KoTopoe B JaHHOI CHTYaI[uy SKBUBAICHTHO

=
YTBEPZKJICHUIO

/
Ju € E, 3 Bxoxuenue u B €, He comepKaleecs

, (30)
HI B KakoM mojrepme sujia k(...) C e e k € k.

- ole o
ITepebopom Beex BO3MOXKHBIX 0obocHOBanuil mepexona #© — 6 co coiicTBOM 1) HaXOJINM

eIMHCTBEeHHOe 000CHOBAHHE:
! .
31705 0, e e = (z,k(n})), (31)
nosromy ([30) MoxkHO meperncaTh ciieyronEM 06pa3oM:

Ju € E, 3 xoxuenne u B e’ = (x, kY (n7))?,
HE COJIEPIKAINEEeCs HU B KAKOM IOJITEePMe (32)

suna k(...) C (z, k% (n))?, e k € Fx.

Tk. 0 Fat;, =2, 1036, <, 0"

=) Iif 2 6] oter 01, tie ey = (kas(a’y, l%il,ni‘,ﬂ;‘),i). (33)
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Tk. 0] <;0, <,0 nub =FELf 1o
0, = ELt. (34)

0" / 0" /
4} 1) cremyer, uto e, = (..., x%) € xo' (MmoroTouMs B TepMme (..., 2%1) n mKe obosHATAIOT
KOMIIOHEHTBI, He IPE/ICTABISIONIe HHTEPEC UL PACCMOTPeHHs ), 1osroMy, cornacho ([34)) u (7)),

BEPHO YTBEPK/IEHHE:

/ 0!
Vu € E xaxoe sxoxenne u B 2% C e

/ (35)
comepzxutea B oxrepme k(...) C %1, rae k € Ex.
Comnocrapiss u (3F), sakmouaen:
Ju € E, 3 xoxaenne u s (kiy(n7))?,
He coJieprKalleecsd HU B KAKOM IIOJTepMe (36)

suma k(...) C (kKy(n))?, tue k € Ex.

0, 4
ITo Teopewme |2, u3 (i e, € xo' m kyy € E crenyer, aro 30y <, 0] : T COmEPKUT mEPEXO]
oley

o5 (cle2)p 0y, tie P € P u nepBag KoMmioHeHTa kay(...) Tepma efl BXOJIUT B egl. [Tepebopom

BCE€X BapHaHTOB TaKOI'O II€EpEeXola HaXOAUM €JIUHCTBEHHOE 0060CHOBaHHUE:

T2 JhE: 6’50!3 0>, rae eo = (/{:afl(](ag,/%],nij,nf,), o)
k(aiJ)gJ<(a3)97 ];:Jv e ) = kAJ(ailv (kfél)e’ o )

U3 BTOpPOIT CTpOUKY B cremyer, ato (k%)% = k;, mostomy u3 cJielyeT yTBEPIK/IeHUE:

(37)

Ju € E,3 Bxoxuenue u B ky(...), He cojepzKarieecs

HU B KakoM moarepme Buga k(...) C ky(...), tae k € Ex,

KOTOPOE, OUeBUIHO, IpOoTUBOpeuInBo. M

Teopema 4 (ayrenrudukarus MHAIUATOPA TIEPE]] PECIIOHIEPOM )

PII obsraziaer cienyromum coiicrBom: VR € P, VO € Op, ecun 0 = atr, = 3, To 3
I A€ P:
(Zt[ a4 = 3
ay =B, ay=A
niy =ni, ny =nl
k= k5

0+ (38)
Jloka3zaTreabCcTBO.
ITycrs nporece Rp € P u cocrosinme 6 € Op TakoBbl, 910 0 - atg, =3, u m = (0p, 01,...) -

BoinostHenwe PII P, takoe, urto 6 € 7.
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U3 0+ atgr, = 3 ciexyer: 36, <, 0:

2

T2 R%’?’ : 9’10'3 01, rae ey = (kpy(dly, l%g), I%TB(nfB))

ITo Teopeme (3) Bepro (29). Cornacno Teopeme , B 9TOM caydae u3 €f € 2% u kp; € E

creayer: 360y <, 0]:

T Jh? 9/2013 O, TiiE €2 = (.. '7ka§J(af7’l_€J))

o . (39)
Karyos((a5)’ ky) = kpy((a%)’, (kp)?)
3 BTOpOIi CTPOUKN B CJIEJIyeT, TITO
(a)" = B, (a})" = (a%)’, ks = (kp)". (40)
U3z 0, - at; = 1 cnexyer, aro 303 <, 05:
™3 Jo: 9&0?3 Os, te e3 = (..., kar (a5, 0, %)), (41)

Uz ([40) u (A1) creayer, uto kpy(*,*, %) C e} € 2% (rne 3ésnouxu o603HaUAIOT HEKOTOPbIE
TEPMbI), OTKYJa IO TeopeMe , ¢ yuerom coortHomenuii 3 = E 1Lt u kgy; € F nonyuaem:
3 94 Sﬂ- 9{,)

1,2 ole ; ; _
T3 Ry 10y = by, tae eq = (... kg y(al, i 7))

| | | | (42)
kpa((a,)’, (n,)’,nl,) = kps((aj)’, (nh)?, (n})?)
13 BTOpOrO paBeHcTBa B cJIeJlyeT, ITo
By = B, (np)" = (n})’, iy = (n)". (43)
[To reopeme , s 0 = E LT, (k(ny)? Cel ealr u(ky)l =k, € E
crreyer, ato 365 <. 61:
=Y 8’50'64 Os, tie es = (..., kY% (n")) (44)
(k4(n7y))” = ky(ni)
U3 BTOpOIt CTPOUKH B CJIEJIyeT, 9TO
(k4)" = ks, (n}y)" = np. (45)

U3 05 - aty, = 2 cuenyet, ato 305 <, 65:

=) Ii’2 : 9’60?3 O, tie eg = (kas(a’y, l%il,ni‘,ﬂg), ). (46)
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ns u cJiejlyer, 4To
kas(aly, (Ky)?,niy, (n7)°) = kas(aly, kg, niy,n) C ef € a¥. (47)

ITo reopeme (2), n3 65 = E L7, kay € E, n caenyetr, ato 307 <, 0§

1,2 . pr oleg . T ;
T2 J7 0, = O, e er = (k:aiJlJl(a"Jl,le,nf,l,ngl), o)

- o (48)
K, oo (@5, By, (8, )7, (05,)7) = ks (ay, Fmly. )
U3 Bropoii ctpouku B (48) ciemyer, uaro
(af]l)e = A, (agl)e = arAv Ji=J, (n?])e = nim (ng)e = ﬁTB (49)

Caoiictio (38) cieayer u3 , , , . [ ]

Teopema 5 (ayrenrudukarnus pecroHepa mepes; MHUIHATOPOM )
PII (28) obramaer ciemytommm cBoiictBoM: VIy € P, VO € Op, ecsm 6 + at;, = 2, 1o

JdRp € P:
CLtRB = 2,
< a'y=B,as = A, . (50)

T 0 T __ T
nYy =n'y,n’y =nfp
lokazareabcTBO.
[Tycrs mpomece I4 u cocrosiaue 6 TakoBsl, uro 0 - aty, = 2, u m = (6y, 61, . ..) — BeIIOTHEHNE
PII P, Takoe, ato 0 € 7.

U3 0+ at;, = 2 cnexyer, uro 360, <, 0:
T3 Iy 9'10?3 01, e er = (kay(aly, kY, niy, 27), .. .). (51)

ITo Teopeme , s 0y = E LT, kas(x, %, %, %) Cef € 2% (rae 3pésnoukn 0603Ha9a10T HEKOTO-

pbie Tepmbl) u kay € E, caenyer, uro 36y <. 0;:

ole T ;
T3 I 0y = 0y, tie ey = (kg y(aly, kyonh,nY), )

e R (52)
Kaiyo s ((a))”, ky, (n)%, (n)") = kag(aly, (K4)%, ny, (n)”)
W3 BTOpOIT CTPOUYKH B cJIeJIyeT, 9To
aiGZA’ a’’ 0:ar7k — kz 0’
(@h)" = A, (@3)° = a By = (k) )

(n)" = niy, (n)" = (n}y)’.
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U3z Oy - at; = 1 cnexyer, aro 303 <, 05:
0,1 , pro’e o ni mi AT
3 JO 0= 05, tae e = (.. kar g(ah, 1Y, 7). (54)

s u caegyet, ato kgr, j(A, ny, (n7)?) C €4 € 2%, orkyna no Teopeme , YUNTHIBAsA
O3 = E LT, u ko g € B, nomyqaen: 364 <. 0

T3 Rg2 : «920!3 04, Tie ey = (..., kps(az, iz, %))

‘ ' ' (55)
kBJ((%B)Gv (nZB>07 ﬁrB) = kaﬁJ(Av n%, (nZl)e)

Bropoe pasencrso B ([55)) Biieuér paBencrsa, u3 koropwix cieayer (H0):

B = ay, (ap)’ = A, (n)" = niy, 7 = (ny)’. ™

7. Bepudukarymsa mpoTokoJia Iepejadu COOOMIeHNT MeX Ty

HEeCKOJIbKNMMN areHTamMmn

B sTom mynkTe paccmarpuBaercsa npumep Bepudukanuu Kl mpegnaznadeHnoro s e-
penaun IIC mo orkpeiToMy Kanaty Mexky Heckosbkumu arentamu. Jlannoiit KII asisercsa

obobmenuem n3secrroro KIT Wide-Mouth Frog n usioxen B padore [96].
7.1. OmnmcaHue MPOTOKOJIA

VYaCcTHUKHU 9TOrO MIPOTOKOJIA — areHThl u3 MuoxkectBa Ag C Agents u jj0BepeHHBII TOCpE/T-
nuk J. Kaxmgeri arear A € Ag ncnonb3yer s ¢Bsi3u ¢ J K09 k47, JOCTYIHBIA TOIBKO A u
J. Ceanc nepeaan coobrienus @ B 3armmdpoBannoM Buje oT areata A € Ag arenty B € Ag
BKJIIOYAET B ce0s CrIejyrolne JeificTBUA:

e oOMeH coobmenustMu Mexay A u J, B pesynbrare dero J y3Haer mms A OTIpaBUTed,
uMsi B nostyaaresis, u K04 k, Ha KOTOpoM OyeT 3ammudpoBaHo coobIerne x ot A s
nosrydarensd B,

e oOMeH coobmeHussMu Mexkry J m B, B pe3yibrare dero B y3HaeT uMs A OTIpaBUTEIS
coobrernst, Kotopoe B moxyant or A, n Kirod k, Ha KOTOPOM Oy/IeT 3arudpoBaHO TO
coobIrenne,

e nepecouika 11IC k(z) or A x B.

Bruimosrenne ceanca jgannoro KII ¢ maummmaropom A, pecrnongepoM B U J0BEPEHHBIM I10-
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Cp€AHUKOM J 1IpeacraBJigdeT coboit CJIEAYIONILYIO COBOKYIIHOCTDL IIEPECBIJIOK COO6HLGHI/IIL/'II

1. A—=J : kas(Ana)

2. J—=A : kas(na,ny)

3. A—=J = kaslng k)

4. J =B : kps(na) (56)
5. B—J : kpj(na,ng, B)

6. J =B : kpy(Angk)

7. A= B : kx)

JlaHHBIN ceaHC IMPEICTABIISIETCS CJISIYIONIEeH CXeMOii:

Ia J Rp
0 0 :
ol as(a), ﬁ’A)“l ToPhy 5 (ah, i)
) e 1e S
02k 45 (7, 1)) olkyi ;(nY, %)
e Qe 7 _i 7
O'kAJ(nzap 34) Or?kaf,J(”J’kJ)
3 -3 0e . 57
ol () 1 o?kps(R,) (57)
i AT T ? ) iopr
o'.?/’{;ag(](nf],n(],aj)“5 2"o!k:BJ(nB,nB,B)
O!]{?ag(](a?], n’}, kj>“6 3.'O?]€BJ(€LiB, ﬁrB, :I%ZB)
SEACA, ok (p)
o/ 4e Pg

PII P, coorBercrBytomumit sromy KII, nmeer Bus

P={{Ii| A€ Ag}.{R} | B € Ag}, J", 1}. (58)

CroiictBa sTroro KII, koropble 10KHBI OBITH BEpUQMUITTPOBAHBI:

® CEKPETHOCTb KﬂIOqefI, 1epegaBacMbIX COO6H.L€HI/H71 1 HOHCOB!:
vCEC’_')'P QIZEJ-Ta FﬂeE:{kAJakil’xil?niX'AeAg} (59)

® [1eJIOCTHOCTD II€pPeIaBaeMbIX COOOIIEHUI:

VR € P,V € Op, GCJIl/Iel_atRB:4, To d 14 €7P: (60)
0+ {at;, =4,a% = B,ay = A,nYy = nly, kY = ki, 2’y = 2%}

7.2. Bepudukaius mmpoTokosa

HoxkazarenncTBo cBoiicTBa cexpernocTH (Y)) TOCIOBHO MOBTOPSET HAYATIO PACCYZKICHUI TI0

JIOKA3aTe/IbCTBY aHAJIOIMYHOIO CBOMCTBA IMPOTOKOoIa Yahalom.
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Hoxkaxkem cpoiicro mesocraoctu (60]). Bymem mncrmosb3oBarh B 9TOM JJOKa3aTeIHCTBE CBOTi-
CTBO (He yromuHasi 06 9TOM).

[Tycte mponece Rp € P u cocrognue 0 € Op takoswl, uro ¢ - atp, = 4. Joxaxkem, 910
31, € P: BBIIIOJTHEHO yTBEPKJIEHNE BO BTOPOil CTpOUKe .

[Tycrs m — nytb u3 0° B 0. U3 0 & atg, = 4 ciemyer, aro

36, <. 0: 73Ry 9’10?3 01, tie e = k(@)

2.3 o?e . A (61)
302 §7r 91 DT Ré . 0/2 4 92, e €9 = kBJ(&’LB,fLTB,k’LB)
[Io Teopeme 2, u3 BTOpoOii CTPOKHU B , e € 2%, kp; € E, cnenyer:
303 <, 0, :m> J5C: 930!3 03, Tie e3 = kaSJ(aiJ,nG, k) (62)
Karyes((a5)%, (n), (ks)?) = kpy(aj, iy, k)
N3 BTOpPOIT CTPOKH B CJIEJIyeT, ITO
(a7)’ = B, (a})" = (ap)’, (ny)" = i, (ks)" = (kp)". (63)
W3 niepBoit cTpoKu B , ¢ yIeTOM , [IOJTy YaEM:
3(94 S,r 93 D J4’5 . 920?3 94, e e4 = kBJ(nf],n%,B). (64)
[To Teopeme 2, u3 , u Toro, uro € € ¥%, kp; € E, cienyer:
ole . B
305 <,0,: 71> 311,2 103 05, Toie e5 = kp,s(ng,, N, , B1) (65)
kBM((niBl)e» ﬁ%’p Bl) - kBJ((”fﬂev ﬁ%a B)
U3 Bropoii ctpoku B (65)) ciemyer, aro
g, =g, Bi =B, (np)’ = (n})". (66)
ns cJIeJIyeT, ITo
o?e i
306 <5 0,72 I 10,73 b, Tie e = kai (1, k). (67)
ITo Teopeme 2, u3 @, u Toro, uro €§ € x%, /{:(aij)eJ € E, cienyer:
30, <, 0,73 A% 075 0 ve e = kg (0, k) )

kAJ((nA)ea l_€f4> = k'(af,)eJ(ﬁ{']? (kJ)e)

U3 BTOpPOIT CTPOKH B MOJTy YaeM:

A= (a’fl>07 (ni})e = ﬁ?}? %34 = (kJ)e (69>
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W3 mrepBoit cTpoku B [TOJTy YAEM:
? s i
05 <, 0% :7> Ifll’2 : 9’803 Os, tae es = kas(R'y, W)).
[To Teopeme 2, uz (70, u Toro, uro €3 € 2%, kay € E, cnenyer:

1.2 ole ; _q
0y <, 04 :m > 70, 0y, vre egzkazlj(nfh,n?h)
0

Koy 00 ((n8,), 705,) = ks (i, (n))°)

U3 Bropoii ctpoku B ([71)) moryaaem:
(ay,)" = A, (n},)" =7y, W), = ()’
ns n MOJTy daeM:
ﬁ{h = ﬁ?] = (nil)9> J1=J, (a?])e =4, (n?])e = ﬁfﬁl
Us u MOJTy daeM:
(k)" = (k)" =k} € B,
[IO9TOMY TIO TeopeMe 2, U3 IEePBOil CTPOKU B u e € 2% crenyer:
ole T ;
3011 Sﬂ— 9’1 T D A13’4 : 9/11 —1% 611, rie e;1 = k?ih (l’%l)
ki, (2,) = (k)" ((25)")
N3 BTOpOIt CTPOKU B u ITOJTy daeM:
Ky, = (k)" = Ky, A= A, 2y = ()",
W3 nepBoii cTpoKu B u ITOJTy daeM:
o?e N
3010 <x 0y : 72 I 0, = 00, THE €19 = l{:df-lj(aJ,nJ).
s u crenyer, uto ey = kas(B,nY).

Ilo Teopeme 2, us (77)), €Y, € 2%, kay € E, crenyer:

, o

0,1 € =1
4615 <, 9’10 AT 912 = 012, rae ej9 = kAlj(agl,ngl)

kA1J<arAlv ﬁih) = kAJ<B7 ﬁ?A)

U3 sropoit ctpoku B (78]) momyaaem:
=1 5t _ ro__
nYy, =ny, A1 =A, ay = B.

YTBepxKaeHue 00OCHOBBIBAETCS CJIEIYIOIIIM 00Pa30M:
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(70)

(75)

(77)

(79)
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o 0 aty, =4 cnenyer us , : O bFata, =4, Ay = A, 011 <; s,
e 0+ a’ = B crenyer u3 (79),

e 0 aly = A creayer us (63) u (69),

e 0 - nYy = n'y crenyer us u (73),

o 01 kY = kY cnenyer us ([74),

o 0+ 2%y = 2%y crenyer uz (76). W
8. 3akJ/o4yeHue

B nmacrosimeit pabore ObL1a mocrpoeHa HoBasi Mojesb KII, u mokazaHbl IpuMephl ee UCIIOJIb-
30BaHUS JIjI PEIeHns 3a/a49 BepUPUKAIIUN CBOMCTB CEKPETHOCTU U COOTBETCTBUSI.
Jlnst masbHeiinei 1edaTeJIbHOCTH 110 Pa3BUTHIO JAHHON MOJEIN U OCHOBAHHBIX Ha Heil MeTo-
JIOB BepUdUKAIUA MOXKHO Ha3BaTh CJICIYIONIHNE 33/ a4u:
e pa3BuTHE A3BIKOB crernudukalmii ceoiicTs K1, mo3Bosisgronux BeipazKaTh HAIIPUMED CBOii-
cTtBa Hysaesoro pasriamienus B KII ayrenrtudukamuu, cBoificTBa HEOTC/IE:KMBAEMOCTH B
KII s/1eKTpoHHBIX ILIaTeXeil, CBOMCTBAa aHOHUMHOCTH M IPABUJILHOCTU IIOJICUETa TI'0JIO-
coB B KII syiekTponHOr0o rojiocoBanugd, u pa3padoOTKa MeTOJI0OB BepU(UKAIUU CBOWUCTB,
BBIPAXKAEMbIX Ha TUX A3bIKaX,
® [TOCTPOEHNE METO/IOB aBTOMaTu3npoBanHoro cunre3a KII mo onrcannio cBoiicTB, KOTOPHIM
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VJIK 004.3; 378; 372.8

OnpIT M0 Mccae0BAHUIO 3(PPEeKTUBHOCTH YUEOHOTO

nmpomecca npu NogaA€CPKKE TCXHHNICCKUMHU CPpEACTBAMHA

Tuxonosa T.U. (Mncmumym cucmem ungpopmamuxu CO PAH, Hosocubupckuti
20CY0apCcmeeH bl YHUgepcument)
Hacubynos U.A. (Mucmumym cucmem ungpopmamuxu CO PAH, Hosocubupckuii

20CY0apCcmeeH bl YHUgepcument)

B naHHO# paboTe omucaH OMbIT IPUMEHEHHSI aBTOMATH3UPOBAHHONW CHCTEMbI TECTHPOBAHHUS
JUTS TIOJIEPKKK yueOHOTo mpoliecca Ha ypokax uHpopmaruku u UKT. Cucrema ncnosib3yercs
JUIS aKKyMYJIMPOBAaHUSI MaTEPUAIIOB IO ONPEAECICHHBIM TEMaTHYECKUM pasziesiaM U IPOBEPKHU
MIPaBIJIBHOCTHY PEIIeHHs Ha OCHOBE MOJ00paHHBIX TecToB. CHCcTEeMa TECTOB CO3/IAETCS C yUEeTOM
oTciekuBaHus d(P(EKTUBHOCTH BBIOPAHHBIX IPU pealiM3alliy ajrOPUTMOB JIJIsl 110I00paHHBIX
10 TeMe 3a/1a4. 3aJeiCTBOBAaHME JaHHOTO MEXaHW3Ma MOKa3ajio XOPOUIyIO Pe3yJIbTaTUBHOCTD H
3¢ (eKTUBHOCTH Kak B IpoIlecce MOATOTOBKM K COPEBHOBAHUSAM OJIMMITHAHOTO XapakTepa, TakK
W B PEryJsIpHbIX 3aHATHSAX. l[IpuBeZeH aHamW3 OMbITa HWCHOJIB30BAaHMS W 00O3HAYEHBI
[EPCHEKTUBBI peaIn3alii BO3MOXKHOCTEH aBTOMAaTU3UPOBAHHOW CHUCTEMBI JUISI COITPOBOXK IEHUS
y4eOHOro Tmporecca. TexXHONOTHHM TPOBEPKH 3aJaHWW, MOANEpKAHHbIE TEXHUYECKUMU
CpeIcTBaMH, NEPCIEKTUBHOE W AEWCTBEHHOE HampaBieHrne. Martepuan MOXKeT OBITh IMOJie3eH
KaK TIPerojaBareisiM IIKOJI, TaK W BY30B Ui MPUMEHEHHS B 00pa30BaTENbHOM IpoOIIecce, a

TaKKe /ISl CAMOCTOSTENTFHOM MMOATOTOBKH 00yYaIOIIIHXCSL.

Knrwuesvie cnosa: mexnuueckue cpedcmea, cucmema mecmupo8anus, 00yyeHue,
uHghopmamuka, Memoouxa, KOHMpoJib U OYEeHKAd, akademuieckdas 0opamnas ces3b, peaekcus,

UHOUBUOYANBHBIL NOOXOO.
1. Beenenue

[Touck »¢hdekTUBHBIX U pe3yJIbTATUBHBIX HWHCTPYMEHTOB JMJisi TOBBIIICHUS KadyecTBa
o0pa3oBaHMs IOCTOSTHHO CTOUT Ha MOBECTKE AHs. B HayuHOI Teopuu mporecc o0yueHus: COACPKUT
pa3paboTKy NpPUEMOB U CIOCOOOB OpraHU3alMM I103HABATENbHON JEATENbHOCTH, KOTOpbIE
obecrieunBaoT 3((EKTUBHOE YCBOEHHME WMHU 3HAHHWM, BBIPAaOOTKY YMEHMH M HaBBIKOB U
(bopmupoBaHHEe Pa3HOIUIAHOBBIX crocoOHocTel. benmkamun brnym [1] 3anumancs uepapxueit
oOyuyenus. Ilo ero meroamke MOXXKHO paccMarpuBarh 3(PGEKTUBHOCTH Ipolecca OOydeHHUs OT

IpoCcTOro 3altfOMUHAHUSA (I)aKTOB u I/IH(I)OpMaI_II/II/I JI0 BBICOYAMIIIETO (CJ'IO)KHLIC MBICIIMTCIBHBIC
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IIPOLIECCHI, BKIIIOYAIOIIKME OLEHKY U CYXKACHHMS O LIEHHOCTH MATepUajoB, KOTOPbIE UM BBIJIAHBI B
00pa3oBaTeILHOM IPOIIECCE).

Uepapxus no baymy [2] Bxiatodana miects ypoBHei. ba3oBblii — «3HaHue» («moHuMaHue»). Ha
9TOM YPOBHE YYEHHMKH 3aIIOMHHAIOT M BOCIPOU3BOJAT M3YUYEHHBIM Marepuai. Y POBEHb CUUTACTCS
JOCTUTHYTBIM, €CJIi 00ydYaroIiuiics BOCIPOU3BOAUT TEPMUHBI, KOHKPETHbIE (DaKThl, OCHOBHBIE
MOHSTHSL, IPUHLIMIIBI U T. JI.

3a 6a30BBIM CJEIOBAIIM ONEpAlMM U CBSI3aHHBIE C HUM HaBBIKM — I[OHUMAaHHE, NPUMEHEHUE,
aHaJIn3, CUHTE3 W oOleHKa. Kaxaplii ypoBeHb BKIOYad B ce0s psJ KOTHUTUBHBIX JEHCTBHIA,
KOTOpBIE OH IpeJnoaraer, coOpMyJIMPOBAHHBIX B BUJIE TJ1arosioB. Kaxplii ypoBeHb MpEeACTaBISAET
co0o¥t 3Tarn B pa3BUTUU KOTHUTHUBHBIX CIIOCOOHOCTEH. JIEHCTBUSI CTAHOBATCS 00Jiee CIOXKHBIMH IO
Mepe MpoBMKeHus 1o ypoBHsM. [logpoOHee packpoeM cofepkaHne KaxXa0ro YpOBHS;

e 3anoMMHaHWe — 53TO IMEPBBIH YpPOBEHb, KOTOPBIM BKIIOYAaET B ceOsl H3BJICUECHHE,
pacno3HaBaHWE W MPUINOMHHAHME COOTBETCTBYIOIIMX 3HAaHUM W3 JOJITOBPEMEHHOM MaMsTH.
JleiicTBUsI Ha ATOM ATare MOTYT BKJIIOUATh 3allOMUHaHuE (aKkTOB, MPUIIOMUHAHUE HH(OPMALIUU WU
MEPEYHCICHNE OCHOBHBIX KOHLIETIIIHN.

e IloHumMaHme — 3TO BTOPOH ypOBEHb, COCPEIOTOUECHHBIM HAa MHTEPIIPETALUU, 0000IIEHNH 1
oObsicHeHUM cojaepkanusa. OOydJarommMmcs Ha O5TOM yPOBHE MOXET OBITh TMPEIJIOKEHO
nepedpazupoBath HH(OpPMaLMIO, OMNHCATh OTHOUICHHS MEXKIy HJIESIMU WIH CPaBHUTh H
MIPOTUBOIIOCTABUTh KOHLEIINH.

e Tpernii ypoBeHb — NHpUMeHeHHMe — TpeOyeT OT YYEHHKOB HCIIOJIb30BATh CBOM 3HAHUS U
[NIOHUMAHUE KOHIIENIIMM B HOBBIX CUTYyalMsIX WIM KOHTEKCTaX. DTO MOXKET BKIIOYATh PEIICHHE
npo0JieM, JAEMOHCTPAIMI0O METOJOB MM HCIOJIb30BaHHE WHGOpPMAIMU B PEATbHBIX KHU3HEHHBIX
CUTYaLHsIX.

e Ha verBeproM ypoBHe (AHAIM3) MOIKHO Pa3OMTh MH(MOPMAIMIO HA €€ COCTABHBIC YaCTH U
ONpENENNTh, KaK OHU CBSI3aHbl. DTOT YPOBEHb BKJIIOYACT CPABHEHUE M COIOCTABICHUE WJIEH,
M3Yy4YeHHE 3aKOHOMEPHOCTEH U BhISIBIIEHUE 0A30BBIX CTPYKTYP MM OTHOLICHHIA.

e [lareiii ypoBeHb, OLeHKa, BKIIOYaeT B ce0sl BHIHECEHUE CYKJIECHUN Ha OCHOBE JAaHHBIX,
OCHOBAHHBIX Ha KpUTEpUSIX M cTaHaaprax. Ha stom stame oxumaercs, yTo oOydaromiuecs: OyayT
OLIeHMBAaTh MH(OPMAIINIO, KPUTUKOBATh TEOPHU WU OLIEHUBATh d(PPEKTUBHOCTh MOAXO/I0B, BCEria
I0JIarasiCh Ha J0Ka3aTeNbCTBA I MOLICPKKHA CBOUX CYXKICHUI.

o [Ilocnennuii ypoBeHb, TBOpuecTBO, TmpeacTaBiIseT CcoOOW HaWBBICIIEE KOTHUTUBHOE

Pa3BUTUC COINIACHO TaAKCOHOMHU BJ'IYMa. Ha stom srame Tpe6yeTc5{ CUHTC3UPOBATH I/IH(I)OpMaI_[I/IIO nus3
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HCCKOJIBKUX HUCTOYHUKOB, '’CHCPHUPOBATH HOBLIC UACHU WA pa3pa6aTHBaTb OpPUTMHAJIBHBIC PCHICHUS

npoOieMm.
TakcoHoMuA + OUEHUTb 3Ha4YMMOCTb Ha OCHOBE
Bayma KpuTepues

+ CoeguHUTL YacTu Nno-HoBOMY

+ OnpepenuTb YacTu n
CTPYKTYPY

* [pumeHeHve B
CXOAHOWN cUTyauun

« CxBaTtblBaHue
(noHUMaHue) cMmbicna
nouumal-me MHOPMaLIMOHHBIX

Marepuarnos

*[NoBTOpEHUE Nnu
pacnosHaBaHue
UHopmayum

Puc. 1. Hepapxus no baymy

Omnupasick Ha JaHHYIO HE€papXHUI0, B UHPOpPMATHKE, O€3yCIOBHO, MOXKHO pa3padaThIBaTh IMOIXOIbI
WHIWBUIYAILHO, OPUEHTUPYSICh HAa COOTBETCTBYIONIME CIIOCOOHOCTH ywammuxcsi. Kpome Toro,
MPOJABIKEHUE TI0 YPOBHSAM «ITUPAMUABI» O00ECIIeYMBAaeT KOMIUICKCHBIA OIBIT OOydYeHHsS |
MOJICP’KUBAET MIPOIBIKCHHUE 110 PA3IMYHBIM dTallaM KOTHUTHBHOTO Pa3BUTHSI.

OcBamBasi KaXIblii YpPOBEHb, BO3MOXHO TIIOJIyYUTh Oojiee TIyOOKOE MOHMMAaHHE IPEIMETa,
pa3BUBas MPH STOM KPUTHYECKOE MBIILJICHUE, HABBIKU pelIeHHEe po0sIeM, alalTallio K TeKyIIUM
3arpocam, HeOOXOJMMBIE ISl aKaJIEeMHUUYECKOTO U TIPO(eCCHOHATBHOTO yCIexa.

OueHb BaXHBIN UTOT 00y4YeHUsS — (DOPMHUPOBAHUE YEIOBEKA TBOPUYECKOTO, YMEIOIIEro HE TOJIBKO
WCIIOJIb30BaTh IIA0JIOHHBIE PEIICHHs, HO CTPEMSAIIErocsl HAlTH HOBBIE HAMpPABICHUS, aITrOPUTMBI
pElIeHn, COBMECTHUTD MOAXO/IbI U3 Pa3INYHBIX oOnacTell 3HaHui. be3ycrnoBHO, TBOpUECKHI MTOAXO/T
HEe Bcerga BocTpeOoBaH. PerymspHele 3amaud, KOTOpBIE PEIIAIOTCS €XKEIHEBHO, BEChMa
TpeOoBaTeNbHbl K YETKOCTH, MCIOIb30BAHUIO HAJICKHBIX METOJOB, Hpollemuux ampodanuto. Ho
TeM IIeHHee OBIBAIOT PAIMOHATM3ATOPCKUE U HAyYHBIE HAXOJKH, KOTOPhIE TBOPYECKHH YeTOBEK
OCYIIECTBUT, a APYTUM HYKHO HAYYUThCS MOJIB30BATHCS ISl YIIYUIICHHs CO3AaHUs TPOIyKTa.

Pabora B KOMaHae MO CO3MaHWIO0 TPOekToB [3] Oblla HEOJHOKPATHO TMOATBEPIKIACHA Kak
s dexkTUBHAS METOUKA MPOXOXKACHUS BCEX YPOBHEH, OT MEPBOrO 0 JOCTHKEHHSI HaUBBICIIUX (B

COOTBCTCTBUU C TeOpI/Ieﬁ EJ'IYMa). Mertoauka omucaHa B pa60TaX nmo JIeTHMM IIKOJaM FOHBIX
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MIPOrPAMMHUCTOB U TPOYMM arpoOaIisiM MeTo/a MPOSKTOB B MalbIX rpymmax [4], B TOM 4ducie co
CTyJICHTaMH U IIKOJbHUKaMu [5, 6, 7, 8].

Bce yuacTHMKM ~ 00pa30BaTeNIbHOTO  IpOIECCAa  3aWHTEPECOBAHBI B KOM(OPTHOCTH
B3aMMO/ICHCTBHS. JIeMOKpAaTHYEeCKUI CTHJIb MPEMOIaBaTeILCKOro (IeIarornueckoro) OOIICHHUS B
Ka4eCcTBE CPEJCTBA YIIPABICHHS aKTUBHOCTHIO OOYJAIOIIMXCs, HAIIPABJICHHBIH Ha ((OPMUPOBAHKE U
pa3BUTHE JTUYHOCTH, BecbMa 3 eKTHBEH. J[BIKEHNE K 1M Pa3BUTHS JTMYHOCTHBIX, COIIMAIBHBIX,
UHTC/UICKTYaIbHBIX M (PU3MUECKUX KayeCTB OOYYAIONIMXCS, OCHOBAaHHBIA Ha JEHCTBYIOIIEM
3aKOHO/IATEIbCTBE, HE OTMEHSCT KadeCTBEHHBIC MMOKA3aTeNH, PEe3yJbTaTUBHOCTh M OCMBICIICHHE
TEMaTHYECKOT0 IIaHa. 3a4acTyr0 Pe3yIbTaTHBHOCTh U KaYeCTBO Mpollecca 00yUeHHs CTPaJaroT 0
MPUYUHE pa3nYHbIX (aKTOpOB. B mepeyHe TaKOBBIX MOXHO OTMETHTh MOMEHT OTCIICKHBAHHUS
YCIENTHOTO OCBaWBaHUS y4eOHOTO Marepuaia, KOTOPBIH SBJSETCSA CYIIECTBEHHBIM B OCO3HAHHOM
WCIOJb30BAHNU  JIOMIOJHHUTEIBHBIX  3aJaHWii  JUIs  OTPa0OTKHM  MPONIEHHOTO0 MarepHala.
WuauBuyanbHbIN TOAX0/ K Pa3HbIM 110 YPOBHIO IMOATOTOBKH OOYYAIOMUMCS 3HAYMMO BIIHSCT Ha
atMocepy B KOJUIEKTHBE, Ha MPOJBIKEHHE B TMPEAMETHONM O0JacTH Kak MPOABUHYTHIX H
3aMHTEPECOBAHHBIX, TAK W MEIJICHHO BKJIIOYAIOIIMXCS B MPONECC 00yYeHHs, OCOOEHHO TEX, KOMY
HEOOXOUMO OoJbllice BpeMst JJIi OCO3HAHHOH OTPaOOTKH MOMEHTOB TEOPETHYECKHUX HIIH
TeXHUYeCKHX. KaTeropusi 4acTo OTCYTCTBYIONIMX HA PETYJSPHBIX 3aHATHSAX 10 MPUYMHE OOJIE3HH
WIA yYacTHS YCIEIIHBIX YYaIlMXCS B  PA3IHYHBIX MEPONPUATHSAX  OJUMIMATHOTO U
COPEBHOBATEIILHOTO XapaKTepa, OAMHAKOBO OTPHIATEILHO CKA3bIBAIOTCSA HA MPOIECCe OO0YUYCHHS.
JIns MepBBIX CYIIECTBEHHBIM SBJISIETCS BO3MOXHOCTH OTPabOTKM y4eOHOro MaTephaia B
HECIIEITHOM PEKUME, a BOT JUIS OJapCHHBIX JIeTel 3adacTyr mpobjema ObiBaeT B MHOM. OHH
OBICTPO YCBAMBAIOT MaTe€pHajl, HO HE YTPYKIAIOT ce0s pelICHHEM MPOCTHIX HA X B3IJIS 3aIaHMIA,
MPHUCTYIAOT K CI0KHBIM. Ha mepBbIii B3I, pe3yabTar BIoJHE xoporl Ho Tak jau 3amMeuaTensHO
KOMIICHCUPYETCS B3aUMOJEHUCTBUEC IperojaBareiss M ydeHHKa? VYdyacthe B MpoOIeMHOM
OOCY)KJICHHM M AaKTHUBHOM OOMCHE HJCAIMH M MHCHUSAMH Ha YPOKaxX CIOCOOCTBYET pPa3BUTHIO
KPUTHYECKOTO MBIIUICHHS, YMEHUIO aHATU3UPOBaTh HH(POPMAIUIO, CIYIIATh U YBAXKATh TOYKH
3peHUs APYTUX JIIOJICH, a TaKKe COBMECTHOMY IOMCKY 3HAHHMN M pemieHuil. Takxke mpu ObICTPOM
«IPOXOXKACHUM» MaTepuaia MPOMYIIEHHbIX YPOKOB BO3HHMKAaeT mpobieMa HeoTpabOTaHHBIX
MOMEHTOB 0a30BOM 4YacTu Marepuana. COOCTBEHHO TOBOpS, cTpagaeT (YHIAMEHT MOCTPOCHHS

JMHUU O0YYEHHSI.
2. TexHuveckue cpeacrBa o0yuyeHus

Texuuueckue CpeacTBa IMPCACTABIICHBI HE TOJIBKO YCTpOﬁCTBaMH, HO H pa3HOO6p83HBIMI/I

TexHojiorusiMu. Bech apCCHaI pa3H006pa3Horo O60py,£[OBaHI/I$I, TCXHUKHU, yCTpOﬁCTBa u,
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0€3yCIOBHO, TMPOTrPAMMHOTO H  HWH(POPMAIMOHHOTO  OOECIIEYeHWS MPOYHO  BOIIET B
COIMPOBOJUTENILHYIO YacTh OpraHM3aIllMi padouyuXx MECT W y4eOHOro mpollecca Ha Pa3IHYHBIX

CTYHICHAX (KaK B IKOJIbHOM, TaK U B BY30OBCKOM H CpeHHe'CHeHHaHBHOM).
2.1 Ucnoab3oBanne B 00pa3oBaHuu

TexHnueckue cpeacTBa 00yUeHHUs] IOBCEMECTHO BXOAST B pabOTy NpENoAaBaTeseil pa3inyHbIX
JUcUMIUIMH. KOMIbIOTephl, IIaHIIEThl, UHTEPAKTUBHBIE JOCKHA U IPOEKTOPHl JaBHO CTaIM YacTbhIO
yueOHOro mporecca. Becb 3TOT apceHan nCmonb3yeTcsl Kak SMU30AMYECKH, TaK U perysspHo. B
3aBUCHUMOCTH OT JUCIMIUIMHBI BBIOOp TOrO WM HWHOTO TEXHMUYECKOTO CPE/ICTBAa aKTyaJbHO Kak
TEXHOJIOTUS WIM KaK anmaparHas 4YacTh. [EXHOJOIMYecKHe OCOOEHHOCTU CONPOBOXKICHUS
y4eOHOro mpolecca B 3aBUCUMOCTH OT HM3Y4aeMoOro IpeJMeTa MOTYyT, KaKk HM CTPaHHO, BeChbMa
oOIIMpHO TepecekaThcsl. TeM He MeHee, Takol npeamer, kak uHpopmatuka u MKT, nmpuBHOCHT
OCHOBOIOJIATal0IIM€ MOMEHTBI JJIsi JIOMUHUDYIOIIEH pOJIM TEXHUYECKHUX CPEACTB, KOTOpHIE
3¢ dEeKTUBHO 3aJIeHCTBYIOTCS IPU O0YUYESHHH.

CucremMbl  aBTOMAaTHYECKOIO  TECTHUPOBAaHUS KaK  HMHPOPMAIMOHHO-KOMMYHHKAIIMOHHBIE
TEXHOJIOTUM M3HAYaJbHO MPOEKTUPOBAJIUCH JJS YNPOUICHUS TMPOBENEHUS OJUMIHNAA IO
MPOrpaMMUPOBAHUIO PA3IUYHOrO ypoBHA. Jlo HMX HamucaHus OBbUIM PYUYHBIE «IIPOBEPKUY,
MPUXOAUIIOCH B KOMAaHJHOM CTPOKE CpaBHHUBATh BBIXOJHBIE JaHHBIE C «3TAJTOHHBIMHY», KOTOPbHIE
BBIJIABAJIO aBTOPCKOE pelIeHHe. ABTOMAaTH3allusl TECTHPOBAHUS 3aJad OJIMMIIMAJ] Pa3IUYHOIO
YPOBHS  3HAUUTENBHO YIpPOCTWIAa U  OOJerymsia mpoLecc MPOBEACHUS  MEPOIPHUSTHIM
COpPEBHOBATENILHOTO XapakTepa.

Cucrema tectupoBanus B HI'Y nauana paszpabarsiBathes ¢ 1998 roma. PaboTsl mo apxuTektype
cuctembl [9] ObuM cPOpMHUpPOBAaHBI B COOTBETCTBHHM C TPEOOBAHUAMHM, NPEIbSIBISIEMBIMU K
aBTOMATU3UPOBAHHBIM CHUCTEMaM TECTHPOBAHMUS 3HAHWM Ui TPOBEIACHHS OJUMIOMAI IO
POrpaMMHUPOBaHKIO pa3aryHoro yposus [10, 11, 12].

Hago ckaszare, 4TO mpuMeHsulach HE TOJNbKO cuctemMa TtectupoBanus HI'Y, Takke
UCIIONIb30BaKCh cucteMbl TectupoBanust SuaekcKontect u Codeforces [13]. SunekcKonrtect B
KauecTBe MIATQOpPMBI AJISl pEIIeHUs 3a7ad IO MPOrpaMMUPOBAHHUIO OB HAMU OMpPOOOBaH, B
YaCTHOCTH, JUISI TPOBEACHUS OTOOPOUHBIX Meponpusituii ans  JleTHell MIKOJBI  FOHBIX
nporpammucToB. K HemoctaTkaM MOXKHO OTHECTH HE OUY€Hb YAOOHBIM CEpBUC IO CO3/IaHUIO
JOTMHOB U mapojei. Ilpu 3ToM Hamo OTMETUTH, YTO OPraHMU3aTOpPhl CEpBHUCA OTKIMKAIOTCA HA
POCHOBI U MPEATIOKEHHS [0 YIIYUIIEHUIO U aKTUBHO MJIyT HABCTPEUy MOJIb30BATEISIM.

Codeforces wm3HawanbHO cO37MaHA IS MOAJCPKKH COPEBHOBAHWN mporpammupoBanuioo. K

AOCTOUHCTBY JTaHHOM CHUCTEMbBI  MOXHO OTHECTH  IIOCTOSAHHO HO,Z[,Z[ep)KI/IBaIOIJ_II/II\/IIC}I u
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pa3BUBAIOLIMICSA CepBHC. B YacTHOCTH, sl CO3AaHUS HOBBIX COPEBHOBAHMH OYEHb YAOOCH
mexanu3m Polygon.Codeforces.

VY KaxI0oW W3 CHUCTEeM €CTh CBOM MHOTOYHCICHHBIE JIOCTOMHCTBA M HEJOCTaTKH. MOXKHO
npeHedperatb HEKOTOPbIMH HeynoOcTBamMH B paboTe ¢ mporpaMMamMH, MOXKHO TIBITAThCS
JONHUCHIBATh K COOCTBEHHOH crcTeMe (DyHKIIMOHAI, KOTOPBIA CTajl HE0OXO0AUMOCTBIO.

Codeforces mpencrapiusier co0oii mrathopmy Ui COPEBHOBATEIHLHOT'O IIPOTPAMMHUPOBAHHS,

KOTOpass OOBEAMHSET KaK YK€ COCTOSBIIMXCS pPa3padOTUYMKOB, TaK M CTYACHTOB H Jaxe
IIKOJILHUKOB C CO BCETO MUDA.

Ocobennoctrio Codeforces SIBISIOTCSI pETYJISIPHO MPOBOJMMBIE COPEBHOBAHUS, YHCIO KOTOPBIX
COCTaBJIsieT B cpefHeM 6 B Mecsll. Ha ocHOBe pe3ynbTaToB COPEBHOBAHUM YYAaCTHUKU MOTYYarOT
KaK OTYETHI 1O TECTHPOBAHUIO HAIMCAHHBIX AJTOPUTMOB, TaK M OICHKY WX HAaBBIKOB, KOTOpas
3areM (opMUpPYeT OOIWI PEUTHUHT YYAaCTHHKA, KOTOPBIA ITO3BOJISIET aHAIU3UPOBATH TEKYIUE
pe3ynbTaThl W CBOW Tmporpecc. PeryispHO TpOBOAMMEBIE COPEBHOBAHHUS JAIOT BO3MOXXHOCTB
COPEBHOBATHCSI C JIYUITMMH B CIIOPTUBHOM TTPOTPAMMHUPOBAHUH.

Taxoke Turatdopma MpencTaBiIseT HHCTPYMEHTHI ISl OOCYKIIEHUSI pEeIICHHH W 0OMEHa OIMBITOM
I0JIb30BATENSIMH, YTO C(HOPMHUPOBAIIO aKTUBHOE COO0IIECTBO MporpammucToB. Ha caiite

IIPOEKTa MO’KHO 03HAKOMUTBCS C PEAKTOPCKUMHU U 00Yy4arOLUMK MaTepralaMu.

IIpencraBneHHble 3agaud  pa3sHOOOpa3Hbl, HO BCE JK€ OPUEHTUPOBAHbl HAa HMMEIOLINX
AITOPUTMUYECKYIO0 0a3y MOJIb30BaTeNIeH, MOPOr BXOXKJIEHHS s MOJHOLEHHOTO HCHOJIb30BAHUS
aThOPMBI BBICOKUMN.

C TtexHuueckoi TOukM 3peHus, Codeforces mnoanepKuUBaeT BcCe MOMYJSAPHbIE SA3bIKU
IIPOrpaMMHPOBAHUSA, HO B LEJIOM MX HabOp IOCTAaTOYHO orpaHuyeH. OTHpaBieHHbIE pPELICHUS
3aJad MPOBEPSIOTCS JOCTATOYHO onepatuBHO. OHAKO, BO BpeMsl IUKOBBIX HAIPY30K BO3MOKHBI
cOoM B IOCTYIIE K CepBEpaM.

Sunexc.Kontect no3unuoHupyer cels kak miaTgopma i NPOBEIEHHs COPEBHOBAHUM U
IIPOBEPKHM pelIeHU 3agady mo mnporpaMMmupoBaHuio. SIKoHTeCT MOAXOAMUT i HAYMHAIOLIUX,
COBMelIass NPOCTOM M HMHTYUTUBHO MOHSTHBIM HMHTepdeiic ¢ ruOkoil HacTpOHKOW NPOBOIMMBIX
copeBHOBaHMI. OjHAaKO, MMOCIEIHUE MPOBOAATCS TOJIBKO IO 3apocy U BCSA T'MOKOCTh HACTPOEK,
KOTOpbIE MOTYT OLIEHUTh YYaCTHUKH, JIOKUTCS Ha 4YEJIOBEKa, MOArOTABIMBAIOIIEIO TYphbl
COpPEBHOBaHMI B cucteme. Takxke IUIIOCOM SBISIETCS IIUPOKUI BBIOOP S3BIKOB IMTPOrpaMMHUPOBAHHUS
11 ucrosib3oBaHusl. C TEXHUUYECKON TOUKH 3pEHMs, CUCTeMa Ha/lé&XHa U cTabuiIbHO paboTaeT BcE
BpeMsi, cOOM OBIBAIOT PEIKO, OTIPABJIEHHBIE DEIICHUS B COPEBHOBAHUSAX IPOBEPSIOTCS OYEHb

6LICTpO. SIKontect OpPHUCHTHPYCTCA Ha O6yLIeHI/IC, 4YTO YaCTO BBUIMBACTCA B HHTCIpallUO0 C
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0o0pazoBaTeNbHBIMU IPOrpaMMaMHU — CHCTEMa YacTO HCIHOJBb3YeTCs B PA3JIMYHBIX Kypcax H
JIOKaJIbHBI COPEBHOBAHUSX.

Pexomennanuu no Beibopy cuenyromue: Codeforces pekomeHngyeTcs Moab30BaTeNsIM, HMEIOINX
B CBOEM apCEHaJIe HAaBBIKOB OCHOBBI AJITOPUTMUKHM, JUISI TEX, KTO XOYET MOJIYYUTh OOJIBIIE OIBITA
peuIeHus CIIOKHBIX 3aa4 pa3JINYHbIX COPEBHOBAHMM M TE€X, KTO XOYET BHUJETh CBOM IpOrpecc B
CUCTEME€ M JIIOOMT TMOBBIIIATh CBOM PpEHUTHUHI KaK OLEHKY COOTBETCTBYIOLIUX HAaBBIKOB.
Anpexc.KoHTeCT MOAXOMUT Ul HAUMHAIOWMX IPOrPAMMMCTOB, CTYJEHTOB M IIKOJIBHUKOB, TEX,
KTO TOJIbKO Hayaj MpOXOAUTh 00ydarolue KypcChl, s T€X, KTO UILET CTaOUIIbHYIO TIaThopMy JUis

IPAaKTHUKH. Taxxe cucrema XO0pouIo mMoaAXOaUT JJid OpraHru3allvi JIOKAJIbHBIX COpCBHOBaHHfI.
3. Ucnoab30BaHMe cHCTEMBI B y4eOHOM mpoiiecce

OtcyrcTBHE psAlla MEXaHU3MOB, KOTOpbIE 3aBeIOMO He ObUIM NIPEIyCMOTPEHBI B
aBTOMAaTU3UPOBAHHOM CHUCTEME TECTHPOBAHMS, HE CMOIJIM CTaTh MPEMSITCTBUEM JIsi MPUMEHEHUS
CUCTEMBI B PETYJISIPHOM y4eOHOM Ipoliecce B Ka4ecTBE JIOMOTHEHHS K ypouHoi cucteme. Cucrema
MpeHa3HayeHa Uil MPOBEPKU TOJIBKO penieHuid B oAHOM (ailne. Mcnonab3oBanne coOOCTBEHHBIX
OMOIMOTEK U TECTUPOBAHUE MTPOTPAMM, COCTOSIINX U3 HECKOJIBKUX MOAYJEH B CUCTEME IPOBEPUTH
Henb3s. B aBTOMaTH3MpOBAaHHOW CHCTEME MPOBEPKH PEIIECHUI BXOAHBIE JaHHBIE CUYUTBIBAIOTCSA KaK
TecThl U3 (hailyia U BBIXOJHBIE JaHHBIE PELICHUs JOJIKHBI ObITh 3amucaHbl B (Gaiinsl. HaunHaromme
IPOrpaMMHpOBAaTh HE BCErja yMEIT TIpaMOTHO paboTtark ¢ (Qaiinamu gaHHbIX. [losTomy
IIPEyCMOTPEHO aBTOMAaTUYECKOE IEPEHANPABICHUE BBOJA M BBIBOJA M3 CTAHIAPTHOIO IIOTOKA B
¢aiin. Eciiu He npoBepsTh pelieHue (Ko MporpaMmsl), TO MOXKET 0Ka3aThCsl, YTO PELLICHUE BbIIAI0
IIPaBUJIBHBIN OTBET, HO 33/1a4ya pelleHa He Ta, KoTopas Oblila IOCTaBJICHA.

Tem He MeHee, cucTtema oOka3ajach YJOOHOH M pe3yibTaTUBHOW. B03MOXKHOCTH IpopaboOTKH
TEOPUM U 3aKpeIIeHHe MaTepuaja pelleHueM NOoA0OpaHHBIX 3a7ad B MHIUBUAYAJIbHOM pEXKUME,
Onmaroznaps KpyIJIOCyTOYHOH pa0oTe cHCTeMBbl, IO3BOJIAIOIIEH MOIY4YUTh JOCTYNl K clade |
IIPOBEpPKE 3aJaHUii B y1I00HOE BpeMs IIPU CaMOCTOSITEIbHOM paboTe.

[IpucyrcTByeT copeBHOBATeNbHBIM 3((EeKT pHU OTCIEKUBAHUM YCIHEXOB COYUYEHHKOB Ha
MOHUTOpPHUHIE CHAHHBIX 3a/1a4. D(P(HEeKTUBHOCTh UCMONB30BAHUS U PAL APYIMX MOJOKUTENbHbBIX
MOMEHTOB B€CbMa OIIYTUM JUIsl OTCIEKUBAaHUS «OOpaTHOM CBA3M» C OOyyarolMMUCH, Ui
WHIMBUIYaIbHOTO MOAX0a K KOHTPOJIIO 3HaHUM, a Takxke 171 (opMUpoBaHUs OaHKa 3aja4y O TOH
UJIM UHOU TeMe.

Pemenus 3amau mpoBepstoTcss Ha HaOope TecToB. TecThl, Kak NMpaBWIIO, T€HEPUPYIOTCS Ha
OCHOBE JTAJOHHOI'O peIIeHUs 3aJauyd C Y4YeTOM aJIrOpPUTMHUUYECKMX OCOOCHHOCTEH 3a/ayu.

HepBI/I‘{Haﬂ IMPpOBEpPKa Ha HEOOJIBIIIOM KOJIHUYECTBE TECTOB U3 npuMepa B TCKCTC 3a1a4n MMPOBEPACT,
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KOMITWJIMPYETCST WIM HET ImporpaMmma. 3a 3TH TECThl MOXXHO HE HAYHCISATH MEPBUYHBIC OallIbl.
Jlanee mporoH peuieHuii 3aa4 BO3MOKHO OCYIIECTBIISITh HA MOJIHOM HaAOOpE TECTOB C YUETOM BCEX
BETOK aJICOPUTMA. DTOT MOJIXO]] 3HAYUTEIHLHO SKOHOMHUT BpeMsl IIPH IMEPBUYHON TPOBEPKE 3aJaHUM.
VYaensate Oolibllie BHUMaHUS pa300py aaropuTMOB, MpaBWwiIaM O(OPMIICHHUS PEIICHUS Ha S3bIKE
MIPOrpaMMHUPOBAHUS, ITPOBEPKE TMOHUMAHUS TEKCTa MPOrPaMMbI — MeUTa KaKJI0TO IPEro1aBaTelis.
B kauecTBe BO3MOXHBIX SI3BIKOB MPOIPAMMHUPOBAHMS, IMPOBEPKA pEIICHUN 3a7ad4 Ha KOTOPBIX
BO3MOXKHAa Ha CEpBEpe, KOTOPBIM 00pabaThIBaeT MPOBEPKY MPaBUIBLHOCTH PEHICHHUS 3a]ad, Kak
knaccuaeckne [lackans u Cu, C++, Tak 1 oy sipHbIe Ha CETOAHSIIHUN JeHb [TuToH u SBa.

[TpoBepka 3amgaHuii MOXET OCYHIECTBISATHCSA YIaJieHHO. Bo3Mo)kHA MOMOIIL yYEHHKaM BO
BHEYpOUHOE BpeMs. Bcerna Mo)kHO Hanucath MichbMo, COOOITUTH O BUAMMOM OITHOKE B MPOrpaMMe
WU BBICJIATh TECT, HA KOTOPOM MpOrpaMma HE MPOXOJMUT MPOBEPKY B CHUCTEME. ITO 3a4acTYyIO
MIOMOTAeT HANTH OMMUOKY B IPOrPaMMe CaMOCTOSITENIbHO, BBISICHUTH, KaKyl0 BETOUKY aJITOPUTMA HE
yd4ell CIAIIINI B CBOEM PEIICHUHN WUJTH, BO3MOKHO, HEBEPHO BBIOpaAJI THUM JAHHBIX MPU PeaTU3aIN
anroputMma. CucTema co3faBajiach JUIs MpoBeAcHus onuMnuaa. Kak mpaBuio, B OJUMITHAIAX TIO
MPOTPAaMMHUPOBAHUIO JIOCTYN K HA0Opy TECTOB HMMEET TOJIBKO JKIOPH, YYaCTHHKaM TECThl HeE
noctymnHbl. Ceifyac MPaKTUKYIOTCS 3a7a4i C «OTKPBITBIMU TecTamm». Ho Toka B HacTosIee Bpems
mpoGiieMa HEBEpPHOro OTBETa Ha KaKOM-THOO TEeCTe MpH IMPOBEpKE B CHCTEME TECTUPOBAHUSA
pelaeTcss TOJNbKO MOCPEICTBOM IMpPSMOW BBIJAUM TecTa oOydaromemycsi (B JIMYHOW IOYTOBOM
TePENUCKe WM UHBIM CITIOCOOOM mepenadn ¢GaitioB ¢ TaHHBIMU).

HoBrrii mMatepuan, KOTOpHIN HM3ydaeTcs Ha CEMUHapax, OTpadaThIBaeTCsS PEIICHHEM 3aJad Ha
npaktuke. [Ipyu 3ToM HauMHaKIIKME TPOrPaMMHUPOBATH HYXKJAIOTCS B HENPEPHIBHOM KOHTPOJIE CO
CTOPOHBI IpernojaBaTeis. 3adacTyr) JJIEMEHTApPHOE OTCYTCTBHE HABBIKOB COXPAHATh TEKCT
MIpOrpaMMbl, KOTOpasl YCHEIIHO CKOMIWIMPOBAaHA W BbIJaja MPAaBWIbHBIE pPE3yJibTaTbl Ha
MpujlaraeMblx TpUMepax, He ObIBaeT coxpaHeHa. MOMEHT MNPUBUTUS HABBIKOB KYyJbTYpPbI
MIpOrpaMMHUpPOBaHUs BeCcbMa HENpocTod. CTpyKTYpUPOBAaHHOCTh TEKCTa MPOTPaMMBbl, BBEIACHHUE
«TOBOPSALINX» TMEPEMEHHBIX, BBIOOP MOIXOJSAIIMX THUIIOB JAHHBIX B KOHKPETHBIX peau3alusix
3a/la4 — JaJeKO HE MOJIHBIM CIHCOK TOro, Ha 4TO Heo0XoauMo c(OKyCHpOBaTh MPENOAABATEIIO
B3IUISI/I IPU MPOBEPKE pelieHn. TeXHOIOIrMYECKH CI0KHO U 3aTPaTHO MO BPEMEHHBIM KaTerOpusM
OTCJIEKUBATh BCE MOMEHTBI BO BPEMsI 3aHATUSI.

AHanu3 TpaBUIBHOCTH PEIICHUH KaK alrOPUTMUYECKUX, TaK M TEXHHUUYECKUX B CBOOOJHOM
peXrMe, BO BHEYPOUHOE BpeMs MO3BOJISIET 0e3 LEHTHOTa BO BpeMsl 3aHSITHI COCTaBUTh CIIMCOK M
MPUCYIINX OONBIIMHCTBY PEIIeHU OIMMOOK peanu3allii, KOTOpPhIe HAaa0 J0padoTaTh U MOSICHHUTH
BCEM, TaK U BBISIBUTh WHIUBUAYyaTbHbBIE MOMEHTHI Ui KQXI0TO (HapuMep, He CTPYKTYPUPOBAHHO

oopminennoe pemenue). s GukcHpoBaHUS HCIONB30BAHMS TEX WJIM MHBIX CTPYKTYpP JaHHBIX
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WIN aJTOPUTMOB CO3JIAIOTCA TeMaTHYeCKHe Typhl. B Habope cymiecTByeT, Hanpumep, TeMa «3aiadn
Ha IMKJIBD», TAKXKE PO aITOPUTMBI M CTPYKTYPHI JaHHBIX ecTh Habop 1o Teme «llomHblil mepeGopy.
JIaHHBII TIpUEM MO3BOJISIET CKOHIEHTPUPOBATh BHUMAHUE HE TOJIBKO Ha pelleHHe 3a7ayi, HO ¥ Ha
AITOPUTMUYECKYIO COCTAaBJISIFOIIYI0, METOJBI W CTPYKTYPBHl TaHHBIX, KOTOpPBHIE JIOJKHBI OBITH
0TpabOTaHBl B TEKYIIHI MOMEHT M3Y4YEHUS IIPOTPAMMHUPOBAHHUS.

[ToMmuMo 3TOrO, MPEIYCMOTPEHO CO3JaHHE CHEHUAIM3UPOBAHHBIX TYPOB, HANpUMEp, IS
MIPOBEACHUSI KOHTPOJBHBIX WM IMPOBEPOYHBIX PabOT. B cucreme MOXHO co3maTh 2-3 BapuaHTa

3amaHuil. Hanpumep, oluH BapuaHT KOHTPOJIbHOM pabOThI: cpa3y BUJEH pPe3yJIbTarT.

I«

¢« ® C& @ olympicnsu.iu NSUts ® A ©125% ! 3 B

te Mpenoz;

Typbl > KoHTponbHas paboTa. 3 napa

HoBoctv CpaTtb Pesynbtathl [X=7ii:g Bonpocbl [MeyaTb CrpaBka

Hactporika Hactporiku Typa 3agaum Tectol Ouepeab Otyer OTBeTUTb  [JONONHUTENbHbIE PYHKLMK

Typ 3aBepLuéH. MocneaHee obHoeneHNe: 14:49:58 ©
Lo obHosneHus: 28 c. ®

1 reun 10 10 100 100 10 230
1 1 10 10 100 100 10 230
3 10 10 100 100 8 228
4 10 10 100 100 5 225
5 K lapba 10 10 100 5 125
6 1 rop 2 0 100 10 112
7 10 3 80 93

8 0 10 10

HacTtpoiika peiTuHra

ID KoMaHAb! Ipynna/Knacc YyebHoe 3aBeaeHue E-mail cosgatens ID nonb3oBaTtens E-mail nonb3oBaTens Fopoa

Qamunus Nms OTuecho| [PUMEHUTE HACTPOWKY \

»

e . rmEEs _ roumess o e ]

Puc. 2. Cmpanuya pe3ynvmamog 8binoaHeHusi peyiapHo20 3a0anus 6cex Y4acmHuKo8
Jlanee y KaXIOro M3 y4aCTHMKOB MOYKHO IIOCMOTPETh €ro PEIIEHUS M TECTbl, KOTOpPbIE HE
npouuid. OTpaxaeTrcsi BCs MOCIEIOBATEIbHOCTh MOCBUIAEMBIX B CHUCTEME pEUICHUM 3aaay IS
TectupoBaHud. [1o TaHHON CTpaHWYKE MOXKHO OTCIEAUTh HEJAOCTATKHU XOJ1a PEIIEHHUs, & YTOUHUTD,

B YeM 3aKJIF0YaeTCsl OIIMOKa MPOrpaMMBbl MOKHO, ITOCMOTPEB KOHKPETHBIN (aili.
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lypbl > KoHTponbHas pabota. 3 napa

HoBoctn Cpatb PesynbTathl PeifTuHr Bornpockl [evaTb  CrnipaBka

Hacrtporika

DunbTpbl U CTaTUCTUKA

MepetecTuposatb C AeTanusnpoBaHHbIM OTYETOM

740152 20

740148 20}
740146  20§=

740141 20
20

20

HacTtpoiiku Typa

208"

3ajaum

w

wul

wl

wul

[}

W =

TecTbl
e

YCTaHOBWTL MPUOPUTET: | Cpepamii ~

. ApudmeTuyeckas nporpeccus?
. ApudmeTnyeckas nporpeccus?
. ApudmeTnyeckas nporpeccus?
. ApudmMeTnyeckas nporpeccus?
. MocnepoBaTensHOCTL

. Cymma psna

. [leHb Hegenu

OTBeTUTb  [lOMOJIHUTENbHbIE (YHKLMM

MocneaHee obHoeneHue: 15:09:59 ©
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3

[o obHoBneHus: 6 C.

Visual C++ 2019

MIinGW C++ (GCC 4.8.1)
MIinGW C++ (GCC 4.8.1)
MinGW C++ (GCC 4.8.1)
MIinGW C++ (GCC 4.8.1)
MinGW C++ (GCC 4.8.1)

MinGW C++ (GCC 4.8.1)

AAWTTTAWAA =5

AAWTTTAWAA = 5

DDDDDDDDDD = 0

DDDDDDDDDD = 0

AAAAAAAAAA = 10

AAAAAAAAAA = 10
AAAAAAAA = 100

Puc. 3. Cmpanuya pe3yniomamog blnoaHe st KOHMPOIbHOU pabomvl KOHKPEMHO20 YY4aACMHUKA

BecbMa WHTEpECeH OIBIT BOCIHTATEIBHBIN: BBISBICHHE CIIMCHIBAHUN C HWCIOJIB30BAHUEM
MIPOBEPKH HA IJIarWaT B CHCTEME COBEPIIICHHO TIO-WHOMY 3aCTaBIIsIeT paboTaTh B3aUMOIIOMOIIb TIPH
oTpaboTke yueOHoro marepuana. CrucreMa MPOBEPKHU 3aJaHUM MOXET OBITh HACTPOEHA MO JIBYM
npuHiunaM. [lepBblii BapraHT, KOTJa PEIICHHUE 33aJaud MPHHUMAETCS TOJBKO MPH TMPOXOKICHUN
BCEX TECTOB. BTOpoil BapHaHT MO3BOJSIET BBECTH OaTbHYIO CHUCTEMY B 3aBHCUMOCTH OT
KOJINYECTBA MPOMICHHBIX TECTOB. MOXKHO IMOCTaBUTh HEOTPAHUYCHHOE KOJIMYECTBO C/Ia4 3a/IaHH B
cucremMy. JlaHHBI MOMEHT YYUT HE OOSTHCS JIENIaTh ONIMOKH, KOT/Ia pelIaeiib 3a/1a4y.

[ToMrMO mNpPOBEpPKH TPABWILHOCTH pPabOThl PpEHNICHWH Ha MPEUIOKEHHBIX TecTax JJis
MPOJBHHYTHIX YYAIIMXCSI BBOJUTCS OTPAHUYCHHUE 110 BPEMEHU pa0dOThI IPOTPaMM, YTO HEOOXOMMO
st aHanmu3a 3G QEeKTUBHOCTH BBIOPAHHBIX JUI PEUICHUsS 3a7a4 allrOpUTMOB. B kadecTBe mpumepa
MOJKHO TOHSTh, YTO PEUICHUE MOJHBIM epeOOpOM KakoW-IH00 3a/auu, JaKe ¢ UCIOJIb30BaHUEM
IBPUCTUK, HE MOXeT ObITh 3ddeKTuBHEE,

4eM IIPUMCHCHHUC MCTOAAa AWMHAMHUYCCKOI'O

[IPOrpaMMHMPOBAHUS, OCHOBAaHHOI'O HA XpaHEHMM B TaOIUIE MPOMEKYTOUHBIX JaHHBIX
(knaccuueckas 3a1aua «Prok3akay).

[IpakTudyeckn B KaXJ0H TeMaTH4eCKOM JIMHUM €CcTh 3a/JaHUsl PAa3IU4YHOrO YpOBHsS (0a30BBIi,
OCHOBHOHM U NMPOJABUHYTHINH). MUHUMYM, YTO HAJ0 BBIIOJIHUTH JUIA TOJTY4YEHUsI OTMETKU — 3aJJaHUs
u3 6a3oBoro Habopa. bazoBble 3a7aun MOpa3yMeBalOT MPABUILHO BEIOPaHHBIE CTPYKTYPBI JAHHBIX
Y THUIbI JaHHBIX TPU HAMMCAHUM MPOrpaMMBbl, OTJIAAKH /sl KOHTPOJS BBIIABAEMBIX PE3YJIbTATOB,

YMCHHUC IIPABUJIBHO MTPOYUTATL TCKCT 3aJlaHUA. B HCKOTOPBIX ClIydadX CUCTEMa TCCTHUPOBAHUA
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MO3BOJISIET JJaXKe OTKIIIOUUTH 00s3aTeNIbHOE yMeHHe palboThl ¢ ¢aitnamu. OcymecTBiuseTcs JaHHAs
BO3MOXHOCTh OY€Hb TIPOCTO: B HACTPOHMKAX YIOOHO OTMETHTh TaJIOYKOW HEOOXOIUMOCTh
TECTHUPOBaHUsI 0€3 0CO3HAHHOTO BIIAJCHHUS HAYWHAIOIIETO MPOTrPAMMHPOBATH IpUeMaMu PabOTHI C
daimamu. s pemeHus 3a7ad TaK HAa3bIBAGMBIX «OCHOBHBIX» 3aJlaHUN TpeOyeTcss Hamucarthb
CaMOCTOSITCIILHO HOBBIC (DYHKIHMH, HAWTH Xombl, (opmynsl. [lns permenuss Habopa 3amgad
TPOJABUHYTOTO» YPOBHS OOYYArOUIMICS, KaK MPaBWJIO, OCBAMBACT JOMOJHUTEIBHBIN MaTepHall,
AHATM3UPYET CYLIECTBYIOIINE MOAXO0Ibl, KOMOMHHUPYET U aAaNTHPYET K PEIICHUIO 3a/1a4 U3BECTHBIC
QITOPUTMBI, TIOJOUPAET CTPYKTYPHl NaHHBIX U T.A. Takum oOpa3oM, OT MPOCTOTO — K CIOKHOMY,
4yepe3 OCO3HAHWE TEOPETHYECKOTr0 MaTrepuana Ha NpakTHKe, aHAIW3 3HAHUW W TOUCK HOBBIX
penieHui uaeT HapaboTKa KOMITETCHITHH.

N s1OT cnmcok — naneko He TMOJHBIA MEPEeueHb MPEUMYIIECTB, KOTOPBIM OB BBHISBICH MpPU

BHEJIPEHUU aBTOMAaTU3UPOBAHHOM CHCTEMBI TPOBEPKHU B yUEOHBIH Mpoliecc.
4. 3akjIoYeHue

TexHunueckue cpeicTBa B KadyecTBE [OMOJHEHHUS K 0a30BbIM METOAMKAM Ha YpOKax
nnpopmarukun 1 WMKT ucnonplyercss B TedeHHE HECKOJIBKUX JIET Ha 3aHATUSIX HE TOJBKO CO
CTYJCHTAMHM, HO M €O IIKONbHUKaMU. OIHMM M3 HUX SBIIIOTCA CHCTEMBI aBTOMATHYECKOTO
TecTUpoBaHus. JlaHHBIA pecypc sBseTCA YPPEKTUBHBIM JONOJHEHUEM K PETYJSPHBIM YpOKaM.
IIpn asHamuse pe3yJbTaTUBHOCTH IPUMEHEHUS CHCTEMBl TECTHPOBAHHMS MOXHO OTMETHUTH
HECOMHEHHOE YJIy4YllEHHE KadyecTBa YCBauMBaHMs ydeOHOro Marepuajga TEMU TIpylnnamu
o0yyaromuxcs, B KOTOPBIX JJaHHAsi METOMKA IPAaKTUKOBalach. BrICOKMI pe3ynpTaT Bcex rpymil 1o
EI'D, cormacHo ompocaM o0OydaromMxcsi, CIOXWICA Oyarogapss TOMYy, YTO OHHU H3y4YalH
IIPOrpaMMHMPOBAHUE W TPHUEMbl TECTUPOBAHUS, OTpalaThIBAIM HA IMPAKTUKE pELICHHE 3ajad
Pa3IMYHOTO YPOBHSI CIOKHOCTH C MCIIOJIb30BAaHUEM ABTOMATU3MPOBAHHOM NPOBEPKHU PEIICHUN C
MOCTEYIOIUM aHAJIW30M IpPOrpaMM B HHJIUBUAYaIbHOM Mopsike. Takum oOpas3oMm, pelaroTcs
JUIAKTUYECKUE 3aa4l ITOCPEICTBOM IOJIyYEHHs HABBIKOB PELIEHUS, 3aKPEIUICHUS MPOUIEHHOTO
MaTepuaja Ha IPaKTUKE U IPOBEPKU MHIUBUAYAIbHBIX PELICHUNA B CHCTEME TECTUPOBAHMSI KaK IIPH
KJIACCHO-ypOUYHOH cHCTeMe, TaK M IpH CaMOCTOATENbHOM W KOJUIEKTUBHOW pabote. Ilomck
CaMOCTOSITEJILHOTO pellieHust Oaroiaps IUPOKOMY HaOOpy 3ajau Mo Kax/10i TeMe OT TUIOBBIX J10
CIIO’KHBIX 3((PEKTUBHO CIIOCOOCTBYET (HOPMUPOBAHUIO MCCIIEI0BATEIBCKOTO MOAX0Ja B 00YUEHUH.
Opranuzanus yuyeOHOro Iporecca 4yepe3 MPaKTUYECKYHO JAEATENIbHOCTh MO aHAINU3Y M PEIIEHUI0
Pa3sHOYPOBHEBBIX 337a4 B MHIMBHIYaJbHOM PEXUME CIOCOOCTBYET MOTHBAIMM M BOBJICUEHHUIO B
U3y4EHUE JONOJIHUTEIBHBIX IJaB ImpeaMera. PerynsapHblii KOHTpPOJIb 3HAaHMW W OCBAaWBaHUE

CaMOCTOSTEIbHOM paGOTBI IoMOraiT 0OoJjee KOM(I)OpTHO OCYHICCTBJIATDH O6paTHYIO CBA3b H
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aHAJTM3UPOBaTh pedIIeKCUBHBIE HAaBBIKK oOydwaromuxcs. [Ipu takom moaxone HaOmogaeTcs: siBHas
Koppemsiuus ¢ uepapxuei biroma. Hapsany ¢ apyrumMu METOAMYECKUMU IIPUEMaMHU, UCIIOIb30BaHHE
TEXHUYECKUX CPEACTB 0Oy4eHUs, B YACTHOCTH, CUCTEMBI JIJIsl aBTOMAaTHUECKOW MPOBEPKU PELICHUN
3a7a4, CocoOCTBYET YMEHHIO TUIAaHUPOBATh CBOE BpeMsl IIpU paboTe HaJl TOMAITHUMU 3a/IaHHSIMH.
CrpeccoycToiuuBOCTh IIPU CaMOCTOSITENIbHOM paboTe HajJ peanu3alueil padoraroeil nporpaMmmsl
(dbopmMHpyeTcss HENOCPEACTBEHHO NpPHW YMEHHH HAXOIUTh OIMMOKM B CBOMX pemieHusx. Kpome
TEXHUYECKUX HABBIKOB (popMupyeTcss HeOpMaIbHbIN, a JUYHOCTHBIA MOAX0 K OOydYaroneMycs.
OneHka B CUCTEME TECTUPOBAaHUS — 3TO €Ule M oOpaTHasl CBSI3b OT IpernojaBaTelis, KOTOPBIH
MOJATAIKUBAET K HAXOKJICHHUIO pPEHIeHMs 3a/ad B IPOLECCe OTJIAJKU, IOJCKa3bIBaeT, HAa KaKoi
MOMEHT HajJl0 oOpaTUTh BHUMaHUE (AJTOPUTM WM TEXHUYECKOE PEIIEHUE, UIIH BBIOOP CTPYKTYpPbI
naHHbeix). CamMoopraHuzanusi Takke HMEeT He TMOCJeJHee 3HaueHue. MeToauKa MOCTPOCHUS
o0yueHHusi ¢ TEXHOJOTWYECKUMHU BKJIIOUEHUSMU BBICTPAUBAETCS HA OCHOBE IOJTBEP)KJIEHHBIX
MOKa3aTeJIe Kak pe3yIbTaTUBHOCTH OOYyYEHHMS, TaK U 0OPATHOM CBS3M OT 00YyJarOIUXCsl.

Takum 00pazoMm, UCHOJIB30BAaHUE CUCTEM TECTUPOBAHMSI B KaueCTBE TEXHMYECKOTO CPENICTBA,
JIOTIONHSIIONMIETO  00pa30BaTeNbHBIN  TIpOllecC, 3apeKOMEHIoBalo ce0s Kak d(PexkTUBHBIHA
nHCTpyMeHT. OH MO3BOJISET KOMIUIEKCHO OTCJIEKMBATh YCBaMBaHME YYEOHOro marepuana, TuOKo
HACTpauWBaTh COJEpXKaHHUE MPOBEPOYHOrO0 MaTrepuana, ONTUMHU3UPYET TpyHo3arpaThl Mpu

MOATOTOBKE W MPOBEPKE 3a/TaHUI.
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